
Palo Alto Networks ACC, Logging and Reporting

“Action is the true measure of intelligence.” There is much truth 
in these words by Napoleon Hill, and even though they are 
aimed at personal improvement, they also apply to  cybersecurity. 
 Intelligence allows for better organization, prioritization, and 
 display of network and threat data. Intelligence, applied in the 
right way to network security, allows for the elimination of clutter 
and the visual display of critical threats, as well as informed and 
fast action to prevent cyberattacks from succeeding.
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Having actionable, well-organized information about network traffic and threats at your fingertips is more cru-
cial today than ever before. IT and security organizations are inundated with unmanageable and uncorrelated 
amounts of data from multiple, independent security deployments, making it impossible to find critical threats 
buried in mountains of information.

Frequently it is not a lack of data that leads to a data breach, but a lack of appropriately prioritized, actionable 
information. IT teams have to manage too many data sources. Security teams don’t have the time or the 
resources to pinpoint critical threats amid the mountains of data. Both teams are simply too overwhelmed to 
find the needle in the haystack and, as a result, can’t prioritize responses appropriately.

This document highlights the capabilities of Palo Alto Networks® network security management solution and 
its ability to make critical information visible and actionable. It showcases the power of a highly visual, interac-
tive and customizable user interface that reduces the need for manual data mining and offers fast answers to 
your network security questions. It also shows the powerful and flexible reporting capabilities of the solution 
and, finally, explores options to expand this intelligent and actionable visibility to third-party products.

The Power to Take Action, at Your Fingertips – The ACC

The Who, What, How, Where and When of Network Traffic All in One Place
Visibility of critical information is crucial in today’s network security environment. The Application Command 
Center (ACC) provides a comprehensive view over all network activity, application usage, users and threats. It 
provides this visibility in a highly visual, customizable and interactive format, making it possible for the user to 
get answers to important questions, fast.

The key attributes of a valuable and actionable dashboard are:

• Visual
• Customizable
• Interactive
• Automated

The next four sections explore and showcase how the ACC provides these key attributes in an easy-to-use 
format. Figure 1 provides a snapshot of the ACC. You can see the three out-of-the-box tabs for “Network 
Activity,” “Threat Activity” and “Blocked Activity.” You can also see how the use of widgets makes the UI visual 
and user friendly.

Figure 1: ACC provides a highly visual, interactive, and customizable user experience
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Visual – Because a Picture Is Worth a Thousand Words…or Data Points

A visual interface is critical because the overwhelming amount of data in today’s cybersecurity space is just too 
confusing.

Figure 2: Application Usage Widget quickly displays application traffic by type, amount, risk,  
and  category – front and center in the ACC

Figure 3: Geolocation awareness provides valuable information about the source and  
destination of all application traffic

Being able to provide visuals that make the navigation and control of information easier is crucial to delivering a 
valuable and actionable interface for network administrators and security professionals.

Dozens of widgets provide the desired level and visual display of data. Users can choose between different 
display options, such as tree, line or bar graphs, and can decide on the appropriate unit of measure (e.g., bytes, 
sessions, threats, content, URLs) by simply clicking the radio buttons on each widget.

Figure 2 showcases a core widget of the ACC: the application usage widget. In this case, the widget shows 
application traffic in bytes. Applications (colored boxes) are grouped in application categories (gray bars). The 
size of each box indicates how much traffic a given application consumed during the selected time frame. The 
color of the box indicates the risk level of an application, with red being critical, orange being medium, blue being 
low, and green being the lowest risk. The tabular listing below the graph shows additional information, such as 
the number of sessions, threats detected, and content or files included, as well as URLs accessed by these apps. 
With one look, the user gets a thorough overview of what is going on in the network.
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Figures 3 and 4 show more examples of widgets available in the ACC. Figure 3 shows source and destination by 
region with a visual display of where traffic is originating and going. The world maps are interactive and provide 
the ability to dive into great detail to learn more about traffic to or from individual countries.

Figure 4 is of particular interest because it shows the power of application control of a next-generation firewall 
versus a traditional port-based firewall. This widget shows applications using non-standard ports. In other words, 
it highlights those applications that are using non-typical ports due to port-hopping capabilities.

Figure 4: Applications Using Non-Standard Ports widget highlights port-hopping and showcases the impor-
tance of using application control instead of port control

Customizable – Because One Size 
Just Doesn’t Fit All
Every network administrator has 
different needs. With the ACC, you 
can customize the view for every 
user of the interface by selecting 
pre-designed widgets from a drop-
down list and building your own UI 
with the click of a few buttons (see 
Figure 5).

Not only can you customize existing 
tabs (network, threat and blocked 
activity), you can also create new, 
custom tabs to monitor certain 
employees and situations or track 
applications. The user interface can 
adjust to your specific needs.

Interactive – Because You Need 
Answers, Fast
When you are searching for an-
swers, you need them fast. This is 
where an interactive user interface, 
such as the ACC, can help tremen-
dously. Find answers fast by drilling 
down into greater details from any 
part of the UI.

Figure 5: A  large variety of widgets can be chosen to customize tabs in 
the ACC to your needs
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With the interactive capabilities of the ACC, you can learn 
about applications and risk levels (see Figure 6), or you can 
simply click any part of the graph to learn more details about 
a specific application or application group.

Automated – Because the Day Only Has 24 Hours
Automation is critical in today’s security environment. 
 Automation eliminates duplication of work, cuts back on 
manual research, and reduces human error and oversight.

There are many ways in which the ACC exhibits powerful 
automation capabilities. The automated correlation engine 
(Figure 7) is one of the more prominent automated compo-
nents visible in the ACC.

The automated correlation engine is an analytics tool that 
verifies compromised hosts in your network and cuts back on 
manual data mining requirements within your organization. 
It scrutinizes isolated events automatically across multiple 
logs from the Palo Alto Networks Next-Generation Firewall 
and Traps™ advanced endpoint protection, queries the data 
for specific patterns, and correlates events to identify com-
promised hosts. The automated correlation engine includes 
correlation objects that are defined by the Palo Alto Networks 
threat research team. These objects identify suspicious traffic 
patterns or a sequence of events that indicate a malicious out-
come; some correlation objects can identify dynamic patterns 
that have been observed from malware samples in WildFire™ 
cloud-based threat analysis service. Correlation objects trigger 
correlation events when they match on traffic patterns and 
network artifacts that indicate a compromised host on your 
network.

Figure 7: Automated correlation engine automatically highlights compromised hosts in the  
ACC by correlating indicators of compromise

Figure 6: Interactive graphs provide  
valuable information about applications and 
one-click, drill-down capabilities –plus the 
ability to apply any item as a global filter 

across the entire UI
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Figure 8: Monitor provides detailed views into traffic, threats, URL, WildFire, data filtering logs and more

In the ACC, correlation triggers are clearly identified and highlighted for the user to enable a fast response. More 
automation features, such as tagging an IP address for a policy action or triggering an action on a third-party 
system, for example, a ticketing system, allow for instantaneous responses to security incidents and reduce the 
number of actions that human analysts need to take.

Customizable and Flexible – Logging and Reporting

Logging and Monitoring
Logging is one of the critical components in any security network. Being able to log all network activity in a 
way that is logical, organized, and easily segmented makes logging very valuable. Panorama™ network security 
management ingests logs from the next-generation firewall and Traps. Palo Alto Networks logging located in the 
Monitor tab of the UI (Figure 8), is divided into overall traffic, threat, URL, WildFire, data filter logging, and more 
to facilitate the organization of data.

In addition, logs can be kept for individual firewalls, entire networks of firewalls, or any subset of a network. For large 
networks, dedicated log collectors can be deployed to increase the log storage capacity and simplify network design.

WildFire Integration
The Monitor tab is also home to logs for WildFire activity for easy access by network administrators. Any 
 WildFire analysis details are kept in these logs. Administrators can access analysis summaries and details from 
within the user interface with a few clicks of a button (Figure 9). Detailed information about WildFire analysis 
can be accessed directly from the log viewer, downloaded as a PDF, and made available to other users.

 Figure 9: WildFire submissions log contains easy drill-down capabilities with detailed, easy-to-export analysis 
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Maps, Trends, and Integration with the ACC
As with the ACC, visual displays of data, even among logs, go a long way toward making information more ac-
tionable. For this reason, the Palo Alto Networks UI provides many maps and trend charts that help you visualize 
data and make it more actionable. Each chart is kept interactive and can link directly to the ACC for a more 
detailed, contextual view of each data point. Figures 10–12 are some examples of how the Palo Alto Networks 
UI displays log data visually.

Figure 10: Change Monitor displays changes in application traffic for a given time frame

 

 

 Figure 11: Threat Monitor provides insight into threat development over time

 

Figure 12: Threat and traffic maps provide easy access to geolocation with an interactive map
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SaaS Usage Report
A detailed, customizable SaaS application usage report provides insight into all SaaS traffic – sanctioned and 
unsanctioned – on your network. Learn which users and groups access which SaaS applications, how much data 
is being transferred to the cloud, and where potential threats may reside.

Figures 14 and 15 show how easy it is to develop a custom report or a user activity report. Reports can be saved 
in a report catalog and run at a moment’s notice.

Central Visibility for Multiple Next-Generation Firewalls

Comprehensive Insight
With today’s distributed environments, it becomes increasingly important to have central visibility into all net-
work and threat activity. Being able to see traffic across an entire network of firewalls, from one central location, 
provides convenience, time savings and efficiency. It also provides added security because data from several 
firewalls can be correlated and protections applied to all firewalls in the network.

Figure 13: SaaS application usage report

Figure 14: Custom reports are easily built, scheduled and shared from within the Monitor tab



Palo Alto Networks | Actionable Threat Intelligence | White Paper 9

Figure 15: User activity report can easily be run and scheduled from within the UI

Panorama management provides comprehensive insight into your entire network of our next-generation 
 firewalls with the same ACC, logging, and reporting functionality provided by individual firewalls. Figure 16 
shows how you can view traffic for your entire network, or select firewalls or device groups.

Multi-Tenancy and Localized Control

One aspect of Panorama is of particular interest to managed security service providers (MSSPs). With  Panorama, 
you can set up your security network so that local administrators can only see and control traffic for their specif-
ic device groups, without impacting other device groups. In other words, device groups and administrator rights 
can be set in a way in which each device group can function as its own company while still providing central 
management and control for the Panorama administrator.

Figure 16: Panorama provides network security management for your entire network of NGFWs and any 
device group within your network

 
Splunk
Palo Alto Networks and Splunk® have partnered to extend the powerful visibility into network traffic from 
 Panorama to other network components. The combined solution delivers highly effective, coordinated 
 detection, incident investigation, and response for advanced threats. With the Splunk App for Palo Alto 
 Networks, enterprise security teams obtain a powerful platform for security visualization, monitoring and 
analysis that enables them to fully leverage the extensive application, user, content and threat data generated by 
Palo Alto Networks devices.
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The integrated solution not only combines several approaches for identifying advanced threats – including 
dynamic WildFire analysis, statistical anomaly detection, and infrastructure-wide event correlation – but 
also  enables security administrators to expedite incident response by automating the steps needed to block 
 malicious sources and quarantine compromised devices.

Figure 17: Integration with Splunk extends visibility and prevention capabilities to your entire network 
infrastructure beyond next-generation firewalls

Conclusion
Visibility, the ability to customize, interaction, and automation are key requirements in today’s security infra-
structure to make data manageable and actionable. All of these requirements are present in Palo Alto Networks 
user interface.

The Application Command Center, or ACC, makes sense of vast amounts of data and displays it in a highly visual 
and interactive format for the administrator. Dashboards can easily be customized to the individual needs of an 
administrator while extensive drill-down, filter and search capabilities help security professionals find answers 
to crucial questions for a rapid response. The added benefit of automated threat correlation across an entire 
network creates additional security, as well as time savings for users of the Palo Alto Networks Next-Generation 
Firewall.

Logging with Palo Alto Networks moves beyond listing all events in the traditional, tabular fashion. In fact, logs 
are displayed in many graphical ways, ranging from maps to trend charts, aiding administrators in the search for 
needles in the haystack among frequently overwhelming amounts of data. Easily created custom reports make 
the sorting, display and sharing of information simple and intuitive.

Whether administrators have to manage a single next-generation firewall or an entire network, the capabilities 
of Palo Alto Networks network security management make it easy to secure all traffic in your deployment. 
The added ability to incorporate Palo Alto Networks ACC, logging and reporting with third-party SIEMs, such 
as Splunk, further enhances the capabilities of the solution by extending unified security and visibility to all 
network components.

Palo Alto Networks streamlines network security, makes vast amounts of data actionable, and provides 
 invaluable tools to help you prevent successful cyberattacks.


