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SQL Server®lA{o] 7jQIHE HS

SQL Server = /N EEE S HO|M 2otz JHAFEL| QFHZX[Q| 0| Lol ZEo 22t 7|5

O [fg g 4= ALt O7|MAME HRIHE QP EX| | R ot B El ehSEAMQIRAS| TA| A|
2012-50 $(2012. 8. 23.) "HQAHEO| 7|&X, MW BS XK 7|F,2 7|HO2 SqQL
Server o 29 7|52 A8l X85t WHHS Aot R E AL

200 9N A& Database 2F Table 2 AAdstCt

[SQL Script] — && Database 44’d

CREATE DATABASE DB_Security
GO

USE DB_Security
GO

-- 2 Aol d5 HOl=

IF OBJECT_ID('dbo.ValidIP', 'U') IS NOT NULL
DROP TABLE dbo.ValidIP

GO

CREATE TABLE dbo.ValidIP (
IP NVARCHAR(15)

)
GO

-- Y=ot 45 HO|S

IF OBJECT_ID('dbo.Personal_Info', 'U") IS NOT NULL
DROP TABLE Personal_Info

GO

CREATE TABLE Personal_Info(
Name VARCHAR(20),
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IDNum1 VARCHAR(6),
IDNum2 VARCHAR(7),
Pass VARCHAR(20)

)
GO

INSERT INTO Personal_Info(Name, IDNum1, IDNum?2, Pass)
VALUES(' & €10, '900905', '2345678', 'rladusdk’)
INSERT INTO Personal_Info(Name, IDNum1, IDNum?2, Pass)
VALUES('Z=¢ X}, '940528', '2987654", 'thsduswo')
INSERT INTO Personal_Info(Name, IDNum1, IDNum2, Pass)
VALUES(FH T, '870325", '1234567", 'dirndhkd')
INSERT INTO Personal_Info(Name, IDNum1, IDNum2, Pass)
VALUES( 3415, '820713", '1234567', 'dirndhkd’)
GO
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[SQL Script] - M 2191 A1 S8

USE master
GO

-- Windows 72! AE S&3}7|

CREATE LOGIN [CRAZYCHOONWSQLAdmin] -- il 7|4 0| =xysfjof &
FROM WINDOWS

GO

-- Windows & A8 §&3t7|

CREATE LOGIN [CRAZYCHOONWSQLGroup] -- 3i& 1&0| =xjsfof &t
FROM WINDOWS

GO

-- SQL Server A/ 2HE7|
CREATE LOGIN SQLLogin
WITH PASSWORD = ‘Pa$$wOrd’, CHECK_EXPIRATION=0ON,
CHECK_POLICY=ON
GO
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[7HH B 7] Path]

Windows Q& 1} SQL Server 215 2191 S8 =4

A

1. 7HM BM7| - B0 - 2321 28) - M 23 2(N) - Windows ¢!
S(N)

2. M BT - Eot - 201(? 28) - M 2 2I(N) — SQL Server ¢!
35

AgE drEe 22 £ =00 S5 AZof tHei M2 AL 7hs et Windows 215 0]

SQL Server Q15 Lt HOtof| G ZSIC}, SHX|0H 24 SHE0| L4 & 4= QUCH CHAS| =
200 Q0| CHs M 2AFS2 giCt T ROl AR SQL Server 215 271012 AL 6t&| H|Y
Mz Atd R g EF5IEE it

Hio[E{H[o| & & HZ Mo

SQL Server = otLtQ| AHOf| o{2f 71| HO|E{H|O|AE 28 & 4= A= ETO0| At 24t =23
2l Aol Chel B2 ER = o= HO|E{H|0| 20T H2 Heks FE5 Sttt sile H|O|EH

O|20M H2& 518 & 210212 o8 33 &Ch

|'0|-

=

[SQL Script] — HIO|E{H|0| A A7 OjE

USE DB_Security
GO

-- Windows A& OjZ
CREATE USER [CRAZYCHOONWSQLAdmIN]

FOR LOGIN [CRAZYCHOONWSQLAdmIn]
GO

-- Windows & A oj=
CREATE USER [CRAZYCHOONWSQLGroup]

612 | 2013 7| == M White Paper



FOR LOGIN [CRAZYCHOONWSQLGroup]
GO

-- SQL Server A 0f&
CREATE USER SQLLogin

FOR LOGIN SQLLogin
GO

[ZHH| EFM 7| Path]

Hio|E{H|o] & HZ ATt 2% LY F 7K

—_ o

1. 7HM EAI| - 2Ot - 2701 - CH& 0F0|C| & 28 — &HH(R) - AIE
At 0%

2. JHA BM7| - CHY CIOJE/|O| A — HOF —» AMEXF @ 28 — M AFEAL

=

Hoein B2 S8 222 AFof oo o2 HIO|E{HO] A0 TSt M2E MO & 3% RE3t
A AEED & i L2 573 H|O|EH0| A0 T3 M2 75 A8 S St 283= &

Ao|tt. Zit= SO

CIOIEfHI0 2 440] At B0 L O|EfBIO|A0] DT B 2I910) 3t 201 I AT} ks
SICt. 3 HO|EfHIO|A KOt ALSXIO|A OfO|CIS © 22 6131 Lo HE| KoM= 2
812 5 4 Y HO[EHI0|2 S0 ALSHEI2 T|is SHLISHI0 it [t S0jatel

Z:

HANM = Ao

[m]

e R 7HK| 7|50l M /302t = = /UL

A

HIO|E{H| O] & AMEAFZF HIO| St 22 ZHA|of Cict H2 wto] Eest B9 BAHLZ Hots

FOfol Z=0{0F SHEt. SQL Server O A= AFE A ZHM|Off CHBHA RTHS 27| 2lo BAHL=
| &

HehS FO{(GRANT) 2H0t0F ot O B2 & SM = Eeto] HF(DENY) =0 M= ¢t &L,
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[SQL Script] - HIO|& =& 3ot 4%

USE DB_Security

GO

-- H|O| =0l SELECT, INSERT, UPDATE, DELETE #&t £0f
GRANT SELECT ON dbo.Personal_Info TO SQLLogin
GO

GRANT INSERT ON dbo.Personal_Info TO SQLLogin
GO

GRANT UPDATE ON dbo.Personal_Info TO SQLLogin
GO

GRANT DELETE ON dbo.Personal_Info TO SQLLogin
GO

-- H|O|£0ll UPDATE, DELETE #H&t X| 7

REBOKE UPDATE ON dbo.Personal_Info TO SQLLogin
GO

REBOKE DELETE ON dbo.Personal_Info TO SQLLogin
GO

* ON [E0]=3] £ M <2l5tH H|O|EH 0|20 2= HO| S0 Cet MetES FOBALE

M & 4 ULt

[PHH B 7] Path]

Ho|E HZ Hst 8% LH
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WA A7) - e CIOIEHOlA — HIOl= — CHY HIOl2 & 28 - £4
(R) — AtE et H O] X|

SQL Server = € =& 7| Aot Hof &
HAEAE R 2 o= EO| HO|HE Y 7HSOHA o1, LI K|

[e: ]
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g 5 UCk LE2 HOIE 2 Mojet 210 CIEHHOIS(E0|8)ez M T #HEE

[SQL Script] - € =& Hgot 4d

USE DB_Security
GO

GRANT UPDATE ON dbo.Personal_Info(Name) TO SQLLogin -- Name¥ UPDATE # ot
g0
GO

REVOKE UPDATE ON dbo.Personal_Info(NAME) TO SQLLogin -- Name& UPDATE # 3%t
SH Al
GO

[PHH B 7] Path]

E D At 2% Y

WA EfA7| — T O|O|EH| 0]~ — E|O[& — T
(R) — A8 Mot B — SELECT 3 50 — G ALE

1.2 EZ|HE 0| § TP HEZXY

EZ|AHE 0|83l IP £ SHISHH MO St= S-O| UL THA'E ZZHO0M = M
o Ao ol g 4= AT
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[SQL Script] - E2|7E 0|8 s 5{8F 1P HZ

USE DB_Security
GO

-- M & 7}& IP INSERT

INSERT INTO dbo.ValidIP (IP) VALUES ('<local machine>")
INSERT INTO dbo.ValidIP (IP) VALUES ('192.168.123.187")
GO

USE master
GO

--DDL Trigger 24
CREATE TRIGGER tr_logon_CheckIP
ON ALL SERVER
FOR LOGON
AS
BEGIN
IF IS_SRVROLEMEMBER('sysadmin’) = 1
BEGIN
DECLARE @IP NVARCHAR(15)
SET @IP = (SELECT EVENTDATA().value('(/EVENT_INSTANCE/ClientHost)[1]',
'NVARCHAR(15)")
IF NOT EXISTS(SELECT IP FROM DB_Security.dbo.ValidIP WHERE IP = @IP)
ROLLBACK
END
END
GO
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dbcreator CIOIHHO|AE MM, ¥, A X & S)T = QUL

BE SQL Server 210212 public M A&tof £3tct CHE
E 25

public A= g pub||c01|A1 AHE T Of, HE Ee Fal £
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1% Hio|E{Ho] & g
Clo[E{H|o] & g Het

db HO[HHO|A0M 2E 78 H &
owner -
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db_securityadmin Aot M XHA2 =-5tn AHE A el = ULt

Windows 21921, Windows & % SQL Server 219219|
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SEED
ARIA-128/192/256
AES-128/192/256

CHE7| &= L2|E Blowfish
Camelia-128/192/256
MISTY1
KASUMI S
RSA
KCDSA(M XM EHE
7l gte gmeiy  COAENAES)
RSAES-OAEP
RSAES-PKCS1 &
Qlure ofs oS SHA-224/256/384/512

Whirlpool &
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; S
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HOIH L=st P4 T HE7| WS 018310] 22t 20| FUSFL=O| YRS Y29t =
I:é-l o o H

Z HYHS E A5} o= GHIA| LOotEE

[SQL Script] - 28 ¢33}

USE DB_Security
GO

SELECT Name, IDNum1, IDNum2, Pass
FROM dbo.Personal_Info

GO
Olo|E =3t AE2 2ol O|2] MM 52 HIO|=22 QIS XL,
Marme  [DMurml  IDMum?  Pass
1 900905 Z34BETE  rladusdl
i 940528 29876R4  thsduswo
3 a7032s 1234567 dirndhkd
4 ae073 1234567 dirndhkd
HIoFSHX| Bt HE5-& H|IO|=Q! Personal_Info H|O|Z0| 7149 DH & H|O|Z0|2} 42 5t
CrEdt €2 =ME Y23t 352 St AtE &Qlsl 25 5Lt

(1) IDNum2€o|AM 48 HEE =0l & £ e XA X2 E 2o}
(2 IDNum2€ 2 H7|E A8 Y=t ot

(3) Pass &

ASHBYTESEZ A}

o

of ey =t

o} 5t0] O|§ 2

rok

et

Ju mjo
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[SQL Script] - ¥= 3} A

>

1L FOSEHS HZNum2E)S K Atel(guEE) 22|
USE DB_Security
GO

ALTER TABLE dbo.Personal_Info
ADD SEX CHAR(1)
GO

UPDATE dbo.Personal_Info
SET SEX = LEFT(IDNumz2, 1)

GO

Marme |[DMum1  IDMumé  Pass =E=
1 [2T0F 000905 234B678  fadusdk 2
2 0T 940528 299TE54  thsduswa 2
3 EMF 8035 1234567  dimdhkd 1
4 FMZ 820713 12M567  dimdhkd 1

- 2. FUSEHS FIZIONum2g) 7| =2t
CREATE SYMMETRIC KEY KEYO1
WITH ALGORITHM = AES_256

ENCRYPTION BY PASSWORD = ‘Pa$$wOrd'
GO

OPEN SYMMETRIC KEY KEYO1

DECRYPTION BY PASSWORD = 'Pa$$wOrd'
GO

ALTER TABLE dbo.Personal_Info

ADD EncryptedIDNum?2 varbinary(256)
GO

UPDATE dbo.Personal_Info
SET EncryptedIDNum2 = ENCRYPTBYKEY(KEY_GUID('KEY01'),IDNum?2)
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GO

ALTER TABLE dbo.Personal_Info
DROP COLUMN IDNum2
GO

EXEC sp_rename 'dbo.Personal_Info.EncryptedIDNum2’, IDNum2’, ‘COLUMN'

GO /* ¥=st ZH 7|E 2 ZEFYoz HE v/

[DMurnt  1IDMum?

= o —

Pass

S0} 900905 0x00BCEG4S04AED343660 2D 3D IBOFE99201000000DF6, ,  Hadusdk
" 940528 DwOOBCEG4304AED 34386020 30 380FEI99201000000F3CT...  thsduswo
870325 (x00GCEE4304AED 343660 20 3D 3G0FE999201 00000F 746,..  dirndhkd
B207T13  (0x00BCEG4304AED 34366020 3D3B0FEA99201 000000EAD, ., dimdhkd

- 3. IfARE ¥ AHISE oS Sl(Pass@ HASHBYTESE 2 453

ALTER TABLE dbo.Personal_Info

ADD EncryptedPass varbinary(256)

GO

UPDATE dbo.Personal_Info

SET EncryptedPass = HASHBYTES('SHA2_256', Pass)

GO

ALTER TABLE dbo.Personal_Info
DROP COLUMN Pass
GO

EXEC sp_rename 'dbo.Personal_Info.EncryptedPass’, 'Pass’', 'COLUMN'

GO
Mame  IDMuml  IDMum2

o O —
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900305 0x005CEE4304,,,
940528 0x00BCEE4304..
870325 0=00BCEE4304,,,
§207M13  0x005CEG4304,,,

Pass

0xB4E9CRCEBBAD32460 C1774CODD4EBEBECA,
0x2702183390F 269520 A0 ADF 1 24FD1892DFRASE,
O=BBECA09A9F 7433F 71 B0RE26404973CEEED BT,
OxBEBC409A9F 7A33F 71 B0RE2640497ICHEEDBY,



-4 FUSEHSE RO £33 60] HAY
SELECT Name, IDNum1, IDNum2, Pass, SEX
FROM dbo.Personal_Info
WHERE IDNum1 = 900905 AND CONVERT(varchar, DecryptByKey(IDNum2))
= 2345678
GO -- dglote| FUISEHSE XU SELECT

Name IDMurn!  IDMurn2 Pass SEX
: EDI- fo00905  0x00GCEHG4304,.. OxB4EICECEBEADIZ4EDCI TRHCODNJERBEBECY,, 2

-- 5. 223 = HO|F =0l
SELECT Name, IDNum1, CONVERT(varchar, DecryptByKey(IDNumz2)) AS IDNum?2, Pass,
SEX
FROM dbo.Personal_Info

GO -- tj&7| 83} 3t0| SELECT (HASHBYTESE= £33} £

Marme  IDMurnl  IDMum?  Pass SEx
a00a0s 2345678 OwB4E9CECEBBADIZ4EDCIVTACODDJEBEEECAE4DABTA, .
T 9405258 2987654 Dx2VD2183398F269520 ADADF124F018920FRABB4F21B564,

& G035 1234567 OxBBBC4DIAIFTAIIFTI805526404973CEEE0BADEIT2AE,
Fola 820013 1234567 0xBBBCAD9ASFTAIIF71805526404973CEEE0BID 59925442,

1%

£~ W ora —
— — M2 2

HASHBYTES 2| 4% 22 BES =3} oM Zute ZotX|= EHH 7| = t=at Aat 7t
O| Ck2 | LIEFICE Password O 42 EE Password & €3 20} HASHBYTES 2 2= 3}
50 Database Off ¥ 3} £|0{ Y= Password 2 H|u & 4= QICt, A& £ Eo|22 H28
Bf FO| A ZHCHH 3 HM| & FHZTIN 4 HKY & FAR0| FRSEMD SIX2|f AL ET}

o
-

=

A
= =X S 20T, of2ff Y=ot E HO|HE 2 H7|E A3l &=st ot FUS
o
=

a3
=
5 H3 SX2|= MZ ChE10 HASHBYTES £ AFEY 223t of AR E= M2 23
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[DMum?

}i 0x0DBCHE43044ED343560 2030 380F5999201000000D FEB 76894 T5B 4C 46F 6225926 4,..
0 006C BB43044E 0343360 2030 380F 5399201 000000F 3C 74R482ER2C CFBE 1 CODEFAS, .
0 006C 664 3044E 0343560 2030 360F 5999201 000000F 746C 9E 24544085C 337ARERROD,

1
2
3
4 0 006CE64304AE 03438602030 380F 5939201000000 ADE SEEEI3E0 046 C AESF4FEOSE,

HASHBYTES £ A8 o 253 (RHEZXIO F440] Pass 7t =5t Mit = 25 ZLC})

Mame Pass

: ¢ (xB4EICRCERBADI246D C17T4CODN4EBEEEC4E4D4E 1 ABFBCRI3BEE5TEO0FER34710
02702 183390F 26952040 ADF 1 24F 01 B32DFRARB4F 21 BRR43R7EDC O0C33440CEDTD
0:8BBCA09AF 74 33F 71806526404973C 5660 B 90H89204 42271 DONC 2 96F 49246091
08BBC409A9F 74 33F 71 805526404973C 5660 B 90 R09204 42271 DD 20 96F 49246091

o P —

{HErel ZSO|AX[T X2 K O35t et otChH f=otof Ciet 42 =8 &E + UX| &
o]

ST MBI} B UM S of HASHBYTES & 0|8310) Lt o1z , Y3}
2 Sof ol= HEo| £op7t 75 K|, Balk YFOIH 2BFo| +1280] BX| Yol
o 4 A EiCt S2ct

TDE £ O| 8ol H|O|E 0| A =Z2| 2 etE St &|H CO[E{H|0| A WY ThAO|Lt 2T
O] Qf 2 REEC sH2t: SRO0ILE FZO| XL YERE EME YA & & ULk &
=5} 8l F=3} gE AHESHs AO| OtL|2} HOfE{H|0]| & AMTIO| P=3t Bl Z=3HE AHE2
2 YT 20 S8Z=AYO|L 23 2| E =YY 2art gint WEo

TDE(Transparent Data Encryption), 3%t G|O|E| 253} 2f1 $irt,
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TDE AFEA| G O|E O] A

ATl o Atse = A=}, H2 ot ECL TDE =2eh= HO|X| &
=M LD K222 0 S [ 227} S =E L TDE F=shes A2 A2 52
A

ot £l= ZE I HO|X| £l Y=otz HIO|HH|0[A 7|7k AXIX| = FEO| AXITH, CPU A
ZYO0| 375t= THEHO| ULt O] HE X6t Lotz Qo ZH|7F LMsHA| (e & Yet
ot 45 =™0| LRSIt SQL Server 0| A TDE = 2008 H7™ 0|4}, Enterprise Edition 0|4
£H X| et}

H|o|E{tf|o| A %S SHTDE) 7|

HIO|E{H| O]~ &= ot= Of2fiet 22 =M= S EICE

HIO|E{H| 0] & 2= 2H(TDE) A

OpAH 7] 57| - 2SN TS7] — HO|EH|0|A Yoot 7| TS7] — G0

EIH| O]~ =3t £ 2F(ON)

Of2f= MSDN 0i|A 2l&st 122 2 TDE Y= %}0j| Lot OF7 =X O|Ch,
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Windows 23 #HH ==
DPAPI{CIOIE 2= APT)

SQL Server 2008 .
CIAH A S M= OF2E 3| SOL Server &3] Al &= LICH

AHl2 ObAE 313} Master ClJIEHIG] 22
QIOIEHOlL O 38 2o e LI

. ]

ClOIE 0] 2 =5 HIDIE OIS O 3 CREATE MASTER KEY ...

H

master O 0IE H 22 CIOIE MO a2 3|3t
master QIO|SHH O L2 ML 2HELICH

Al

CREATE CERTIFICATE ...

SIS M I MET DOIE O A2 CIONE 012
HES FE Z2IELICH

<}

AE L
CIOIEHI 01 & == HIDIE 0L 2&3 3| CREATE DATABASE ENCRYPTION KEY ...
1

Al

S AEE QOB @ A=
TDE(transparent database encryption)=
AESHE METF BOE SO A2 CoE o)L
OhAE 7|12 22&LICTH

ALTER DATABASE ... SET ENCRYPTION ON
9| Ot BN Q20 M LZF0| 20| 4 EHAZL TSQL R E7t TDE 22 % =A{0|Ct, 9| & Tt
A= master G|O|E{H| O] 20| A s~&BHOF St LIHXA| & THAl= =2t T4 G O|E{ | O] 201 A

oK OoF

ro

Ct.
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[SQL Script] - &= 2HTDE)

1. ORAE 7| BHS7)|
USE master
GO

CREATE MASTER KEY ENCRYPTION BY PASSWORD = 'Pa$$wO0rd'
GO

-- 2. 2IEM BHE7|
CREATE CERTIFICATE DB_Cert WITH SUBJECT = 'DB_Security Certificate'
GO

-- 3. HIO|E{Hj|o| A A= 3t 7| THET|

USE DB_Security
GO

CREATE DATABASE ENCRYPTION KEY

WITH ALGORITHM = AES_128 /* AES_128, AES_192, AES_256, TRIPLE_DES_3KEY
12T AE 7ts ¥/

ENCRYPTION BY SERVER CERTIFICATE DB_Cert

GO

-- 4. HIO|E{H| 0|~ ool £ BIZ (g3
ALTER DATABASE DB_Security

SET ENCRYPTION ON

GO

- O] E{Hj0]A 3t I shol A3RlE
SELECT DB_NAME(database_id) AS ‘db_name’, encryption_state

FROM sys.dm_database_encryption_keys
GO
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DMV sys.dm_database_encryption_keys2|
encryption_stateZ (¥ =3} 1) HEf B
2 cL
0 HIO[EH|O] & &5t 7|7F Gl A2 K| Y a5
1 AR RS
2 Aot A F
3 Yoot &
4 7] 7 Iy 5
6 s T &
, 23 HZE 1Y 3. G0l 0|A YB3t 7S YBBHE ASA EE
HIHE 7|E Bgst ASL

<3. HIO|EH|O| & 2ot 7| TE7|>E HHAZ|H ASMe} 712177 HY| K| RUATH= E
1 HAIX|7t 2 EICH TDE & S2 HIO|EH|O| A& Y=ot Al 2B E ASME L[ WY ot

HR{S| Z2lsjof ik,

[SQL Script] — 215 A&t 74Ql 7| Ui

USE master
GO

BACKUP CERTIFICATE DB_Cert TO FILE = 'D:#BackupWDB_Cert’
WITH PRIVATE KEY (FILE = 'D:#WBackup¥tkey’, ENCRYPTION BY PASSWORD = ‘Pa$$wOrd’)
GO
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rlo
E
H
Io

F2 Z0[ ASAeL 7Rl 7|5 WY & 4 QUCH S Aot 7| ot o =t Qlo|= MY
7tsst olo| HYAtE Kol FRSHT), T, Lt Mt OFXVER| 2 Do MEEE 8

20l= 23 -ENM X = 2E 7L S50 A0{OF BICE

[SQL Script] - TDEZ =2} = DB2| Weint 53
1 e
BACKUP DATABASE DB_Security
TO DISK = 'D:#tBackup®DB_Security_Full.bak’
WITH INIT
GO

X% 7|ED THE QIAEIAA Of2 AY 8
-2 29
USE master - 7| Z1} 2 QIAEA0| DLAE{0f A Al

GO

RESTORE DATABASE DB_Security
FROM DISK = 'D:¥#BackupWDB_Security_Full.bak'
WITH MOVE 'DB_Security' TO 'D:WRestoreDB_Security.mdf’,
MOVE 'DB_Security_log' TO 'D:#fRestoreWDB_Security_log.ldf’

GO

/* =8 Al OFEHEEF 22 HAIX| 28 ¥/

MIAE 33011, %5 16, &EH 3, = 1

7 20| ux43Fn48F1chm13525|:53Fc0?159315354D?E319 Ol M UZME(E) &
MAIF 3013, = 16, &6 1,

RESTORE DATABASED|(7}) HI’SQ&EE ZZELC

-3 OFAE] 7| MA O OIS M AA

+ gauc

o

USE master
GO

CREATE MASTER KEY ENCRYPTION
BY PASSWORD = 'Pa$$wO0rd'
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GO

CREATE CERTIFICATE DB_Cert

FROM FILE = 'C:WBackupWDB_Cert'

WITH PRIVATE KEY (FILE = 'D:WBackupkey', DECRYPTION BY PASSWORD =
'Pa$$wOrd’)
GO

/* MYO B HE| DLAE| 7|9t AFHE HASHD 9l0| <2 28> ATYES CHA Ay

oM ~A3BEE1 -2 -3 -2 =22 JASH, OFAH 7|9 ASME YGoHK] 1=
SRER| BEE E0F7] 2IO[Ch WY 2REH OrAH 7|9 ATME HEstH JdHo=z
S EC 2 L= 2lofM s FAUE Personal_Info HIO|S0] CHs) SELECT 20| 7ts
g ZOICt. 07| M CHE7|E OPEN 3iF0{0F L 7| = st &l ZE0 M 7tsga LA 2

TDE 253} sl

TDE ¥=3+E siMst7| YoM = 28 et Bohe| M2 3R 7t 7Hssitt, =7tz 7|1 &2

2ot L0 7|5 & EMMNE 25 HAHSHE 2g0| Zetk|of ATt

Clo|E{H|o| & A4S SHTDE) siHl =M

HIO|E{H| O] & L3t £ H7H(OFF) — GIO|EH|O[2 &=ot 7| HA —
M A —BtAE 7] MA - EME 230 KA

|'O
ol
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[SQL Script] — TDE 23} s |

-- 1. HO|E{H| 0| & 2=} £ HF(OFF)
ALTER DATABASE DB_Security

SET ENCRYPTION OFF

GO

-- 2. HIO|HH|O|A L=zt 7| KA
USE DB_Security
GO

DROP DATABASE ENCRYPTION KEY
GO

- 3. 213 MA (CHE ZO|M AL SHA| %0t =22 & E829)
USE master
GO

DROP CERTIFICATE DB_Cert
GO

- 4. 0tAH 7| HA (CHE RO|M A SHX| Biot =22 & E229)
USE master
GO

DROP MASTER KEY
GO

-5 EUMM 27 XA
ALTER DATABASE DB_Security
SET RECOVERY Simple

GO

USE DB_Security
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Yy

CHECKPOINT

ALTER DATABASE DB_Securit
SET RECOVERY Full

GO

GO
GO
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[ot

[ty AR B 39 CIE BRE Fl0t0l 7|2 &

[}]
£Y
(7]
=)
| gl
(7]
S

3

It
I
¥
I
=
I

SQL Server Ol F£7|52 2elst=0 AT H 7HX| 0| UCH T2 E& Trace 7|
, 2|3 SQL Server 2008 £H At & 4= e ¢

At 7SOl Qe Z2MR] L= Trace 7|52 AHE dt= 82 MO 718X = £317t A /'
zte

x|
20t SELECT 22 8 & + Sl 8, EHMH M2|o| 45 XMotE 71 & + s BEHoI ™
Ch o710 M= ZAF 7IS0fl CHolA2E 2@ SR} SHC, SQL Server ZHAtE Z20HYY £

Trace 7|5, E2|72| BHE S 22 of At TE 7|50t

|0l HEE AL o} BT
UCH. YME AR BL7|Z0| Ui BR2 YRFK LUz, I
(o)

A, B&X] 8=, RO HS 70 E +HYFE 5740|Ct

AL 20| 7128 371K g o2 J|20| 7bs3sich T, Windows S8 Z2 1 27,
Windows 20 210] 7|§0| 7hs8t of 7| M It 7|S0] 7+ Letxo|n Zat&o|ct, #ey
ez g St CH2 O|HETL A 4o[X| 7| 20 2alo = He|StTt Windows S&
T2 279} Windows Eot 21& CHE O[HETL &4 ME LD 2ot 29| 42 SqQL

Server MH|A A°80]| Cict =0 Hots FOfolof SHL,

3.2 Mt AL BHET|

SQL Server ZAb= AFEXIZL ELEE 8t2{ 1 Sh= AMH| E= Cf|O|E{H|0]A0| O|HIE 2OE
O{C|of 7|E&X| Holgt Z0|H QoM Zet AWM H Windows S& ZZ2 27, Windows
Hot 21, mtd & ME 5o PHE = QUL

iy
o)
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[SQL Script] — At ZHAL ‘4°d

A M
USE master
GO

CREATE SERVER AUDIT Personal_Audit /* HIO|S M A ZHA} */
TO FILE (FILEPATH = 'D:#Audit’)
GO

CREATE SERVER AUDIT Login_Audit /* 2121 ZrAt */
TO FILE (FILEPATH = 'D:#Audit’)
GO

- @A gdst

ALTER SERVER AUDIT Personal_Audit
WITH (STATE = ON)

GO

ALTER SERVER AUDIT Login_Audit
WITH (STATE = ON)
GO

HAE 48 2 o= o 7kK| S8 2 &4 €3 & 5 ACH JHHEMZ|E OI83H0] Af ZAL

.I
o
F= 420k &4 X[F0| 7Hs5iLt.
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gu

[

TO { FILE | APPLICATION_LOG
| SECURITY }

FILEPATH
='os_file_path'

MAXSIZE
= { max_size }

MAX_ROLLOVER _FILES
={ integer | UNLIMITED }

RESERVE_DISK_SPACE
= { ON | OFF }

QUEUE_DELAY
integer

ON_FAILURE
= { CONTINUE |
SHUTDOWN }

AUDIT_GUID
= uniqueidentifier

M

2%

Q=

YA TS| fIR|, JIZRH The,

23, 8021

SgZ=1HY

A 29| HE

ZAL Ol Z|Cf A7, 7| 27252 UNLIMITED

o A" 2aket X

et x| ot
UNLIMITED

N

=

ne
>
rlo

ClAZ ol IS MAXSIZEZ S 2 st {

OFF

7=

E\I

rlo

AR ZH M| K| H &&= AlZF 1000 = 1=

YA CHEOf A7) Al Al QIAEA

752 CONTINUE

BHTE, 7|2

7rto
ET
=)

DB 0|3
GUDIZ}

gt

AlLt2| X[ Al 0|21 DBt
to

=]

Z2x

—

3.3 CIOIE{HIO| & Z¥AL ALY BHET|

°
=
2
jn
L

[SQL Script] — CIO|E{H|O] & ZFA} ApQF 247
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USE DB_Security
GO

CREATE DATABASE AUDIT SPECIFICATION Personal_Audit_Spec
FOR SERVER AUDIT Personal_Audit

ADD (SELECT ON OBJECT :: dbo.Personal_Info BY Public)
WITH (STATE = ON)

GO

Personal_Audit_Spec O| 2t ZrAt A0l S ESt= OHIEE B 4 WE M ZA| KE
SI=Z X| ot ZAF AFF O 2= Personal_Info H|IO|20| A =3|(SELECT)SH= 2 & (Public)
AHEXO CHSH X7 St ZEAL AFFS SA| 23t of FRULL.

O ZAF AF0l| 2|25 X3| 21 S shE2 0 ZAF Y S £2|510] AR AF dt=

x| SHolsy mx}.

[SQL Script] - ZHAl HIAE

USE DB_Security
GO

SELECT * FROM dbo.Personal_Info
GO

UPDATE dbo.Personal_Info
SET NAME = 'EFAtS WHERE NAME = "R & 2l

GO

SELECT * FROM dbo.Personal_Info WHERE NAME = 'S&1 ZI’
GO

UPDATE dbo.Personal_Info
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SET NAME = ‘&3 Zl' WHERE NAME = 'Bt&ts”
GO

SELECT * FROM sys.fn_get_audit_file ('D:WAudit¥tPersonal*’, DEFAULT, DEFAULT)

GO

server_instance_name database_name  schema_name object_name  staternent
CRAZYCHOON

CRAZYCHOON DB _Encryption dbo Fersnal_lnfo  SELECT = FROM dbo,Persnal_Info

CRAZYCHOOMN DB_Encryption dbo Fersnal_lnfo  UPDATE dbo,Persnal_info SET Mak
CRAZYCHOOMN DB _Encryption dbo Fersnal_lnfo  SELECT = FROM dbo.Persnal_Info W
CRAZYCHOON DB _Encryption dbo Fersnal_lnfo  UPDATE dbo,Perznal_info SET Mak

At 7él'f(SyS-f"Lget_audit_ﬁIe g0l et gl &7 O|Ct, 7+ 21K| O HO|E{H|0[A2)

=~
=t
2
]
o
iR}
rH
;or
rir
Rl
ok
ro
ot
>
(s}
n
kel
N
2
rir
oy
>
_?_
é
ME
m
ﬂ
i
o
5
|m
ro
N
Ju
mn
k1

AU
A7 ZXSH| s R0 7|5 EICH A ZAL ALYS ZHde T SELECT Off CHa{AMTH 2
Ab ALY FO| Y0l statement 2 QIS UPDATE Off CHSHAM = 7| S35t QUL
DELETE 0| Q/CtH DELETE = 7| 2&|=0, UPDATE Lt DELETE 9| Z< SELECT 7}
MAE|7| WZO|Ct SELECT Of CHet ZHAF AFFO| SiCHH UPDATE, DELETE & 2 2 2 X7
8l & 4= QUCL SELECT 2 202 ZIAF AFY2 X383 UPDATE Lt DELETE A| & 7H4 =
O 7|ZEIC} INSERT 2| 42+ SELECT ot #H 2 S&PICt F:It2 o e Hol22 AF
BHA| YUCEtE A FLU Z2AME AL & 42 LA 0| ElC

Ao M K 2 ZEALO| ChEE HMAAR 22 action_id 2| 440 AUSC O|C}.
sys.dm_audit_actions F0{| A action_id 2 ZE{ }H full name 2 &
sys.dm_audit_class_type_map 55 SdllA= SeiA B2 =0l

== sys.fn_get_audit_file 22 2/} AFESHE A 21t 2t

ORI A ZAF ZatE =3| & I Tt 9X|E 'D:\Audit\Personal*' 2t M R{Ct, ZEAF THAO|

S8 I O|F Fof yele| =AtE0| w2t 27| WE0|Ct,
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3.4 Mt ZAL ALY BHED

HIO|E{H O] & ZHA} Ar2 SHE HIO|E H| O] 204 CHE O[HIERNS 7|5 STt MH =E0|AM 2
O|HIES ZAFSIIR} LI MH| ZAF AFS 2HS0{OF BHC.

[SQL Script] — At ZHAF AP A7d

USE master
GO

CREATE SERVER AUDIT SPECIFICATION Login_Audit_Spec
FOR SERVER AUDIT Login_Audit

ADD (SUCCESSFUL_LOGIN_GROUP)

WITH (STATE = ON)

GO
QA THERAE A ZEAL Login_Audit o] 2 12I(SUCCESSFUL_LOGIN_GROUP) -SZt0] CHg|
7|2 st ZEAL AFZO| 0|22 Login_Audit_Spec 2 ZUCH ZAF =H SAH2 2791 0]2|0f =

O12{7kX|7} A=H ZHM BA7|E Of8d 2 & == QUCE WA B 72| A M ZAF A

ot

N ZA S5 RYsSS g2 8 2 + UL

J

[SQL Script] — ZHAL ol

WITH XMLNAMESPACES(DEFAULT
'http://schemas.microsoft.com/sqlserver/2008/sglaudit_data’)
SELECT event_time, session_id, server_principal_name,
CAST(additional_information AS
xml).value( '(action_info/address/text())[1]','varchar(255)") AS 'IP'
FROM sys.fn_get_audit_file ('C:¥tAudit#Login*', DEFAULT, DEFAULT) WHERE action_id
<> 'AUSC'
GO
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CIO|E{H|O] A ZEAt} OFEFZIX| 2 sys.dm_get_audit_file &5 Sdff 7|22 L& &0l &
2= ot 2391 7|Z0f& additional_infomation G0l xml HEHZ Z &t Y= XQuery S

So Ip FABHS 5 2 4 Ych

s 2 T X

event_time session_id  server_principal_name  ClientlPaddress
1 2013-09-11 04:07:57, 4433333 71 ignite_m 192,168, 123,187
2 203-09-11 04:16:19,6333333 T ignite 192,168, 123,187
3 2013-09-11 04:16:19,6333333 & ignite 192,168, 123,187
4 2013-09-11 04:16:19,6400000 B3 ignite 192,168, 123,187
5 2013-09-11 04:17:57 4466REE BB ignite_m 192,168, 123,187
G 2013-09-11 04: 2767 4366666 72 ignite_m 192,168, 123,187
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