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SEED, ARIA-128/192/256, AES-128/192/256,

Blowfish, Camelial28/192/256, MISTY1, KASUMI
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CREATE SYMMETRIC KEY key_name EncryptByKey()
WITH <key_option> DecryptByKey()
k]
ENCRYPTION BY
<encryption_mechanism>
CREATE ASYMMETRIC KEY asym_key_name | EncryptByAsymKey/()
H|CHA! 7| -
WITH <key_option> DecryptByAsymKey()
ENCRYPTION BY
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<encrypting_mechanism>
CREATE CERTIFICATE certificate_name EncryptByCert()
ASM WITH SUBJECT = DecryptByCert()
‘certificate_subject_name’
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HASHBYTES - ,
input’}) olo
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LN2|5S AETI0] Y=2olstH N EEES HO | X =Lt LIoFRICE

TDE 2= Ay 8 22 Ch3ah 2Lt
=3

Sy olEiggoR Hd) | 28
ORAH 7| dd CREATE MASTER KEY ENCRYPTION
(master DB 0| Af =&) BY PASSWORD = ‘password’
SN BHE7| CREATE CERTIFICATE certificate_name
(master DB 0f|A| =24) WITH SUBJECT = ‘certificate_description’
ClO|EH[o] & A2} 7| BHE7| CREATE DATABASE ENCRYPTION KEY
(=3} CHA DB O|A =&t) WITH ALGORITHM =" algorithm_name’
ENCRYPTION BY SERVER{
CERTIFICATE encryption_name | ASYMMETRIC
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KEY encryptor_name }

CiO|EfH|o|A =t £ A7 CREATE DATABASE ENCRYPTION KEY
(=3} O &t DB Of| A =%) WITH ALGORITHM = algorithm_name

ENCRYPTION BY SERVER CERTIFICATE

certificate_name

25 TDE TdaPdo| g L2

— Of2H 7] &4
USE master
G0

HCREATE MASTER KEY EMCRYPTIOM
- BY PASSWORD = 'Pa$$wird’
G0

-— 2=M THE7
USE master
G0

FICREATE CERTIFICATE CERTofTDE
L WITH SUBJECT = 'TDEtest'
G0
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——HolEHH o~ &HSF 7| BED
USE TEST
GO

FICREATE DATABASE ENCREYPTION KEY
L WITH ALGORITHM = AES_256
ENCRYPTION BY SERVYER CERTIFICATE CERTofTDE
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FIBACKUP CERTIFICATE CERTofTDE
TO FILE = 'GERTOfTDE.cer'
WITH PRIVATE KEY (FILE = 'E:#WBACKUPHCERTOfTDE.PVK',
- ENCRYPTION BY PASSWORD = 'Paf$word')
GO

CHS2 TDE 2 Y=otz HIO|E 0|20 Chot HARSES HIAES SHEUALC.

— TOE M2 Co[E{H 0l A &Y
1BACKUP DATABASE TEST
T0 DISK = 'E:WBACKUPHTEST bak'
- WITH INIT
G0
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HRESTORE DATABASE TEST

FROM DISK = 'E:#BACKUPHTEST bak’

WITH MOVE 'TEST' TO 'D:HWDATAWTEST .mdf',

- MOWE 'TEST_LOG' TO 'D:WDATAWTEST_LOG. Idf'

0

-—— T0E HEH 4oy o~ T E MM SH
USE master

(0

[ CREATE MASTER KEY ENCEYPTIONM
L BY PASSWORD = 'Patéwird’
G0

FCREATE CERTIFICATE CERTofTDE

FROM FILE = 'E:WBACKUPWCERTofTDE.cer'

WITH PRIVATE KEY (FILE = 'E:WBACKUPHCERTofTDE. pwk',
- DECRYPTION BY PASSWORD = 'Pag$wird’)

GO
TDE 7} Mgl H|O|EH|O|AE LHE AMHO| SRSHAH 2|2 D80 Z0[ =2 AB{0f OfA
B 7|E 48% = WY Botz ASAME U SHeh 2 HO|HH0|AS S|e0F 2F §l0] =
0| 7hsdtLt.

CtE2 TDE H|2-dat 8 TDE 2 & A=2| HMAHol| tist HIAES of £R%ACE

—_==

——T0E H[ 243}
USE master
0

FALTER DATABASE TEST
L SET ENCREYPTION OFF
G0

TDE 2&AE ASS M7Hot2{H TDE & HEot7| fel LAME =AM Qf T = TIHSHOF L.
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HIO|EH|O| & &2l 7|1S A M AHet = AISA MA, OFAH 7| A =22 TAsHH EC,

—-TDE M| A
USE TEST
GO

DROP DATABASE ENCRYPTION KEY
GO

USE master
G0

DROP CERTIFICATE CERTofTDE
GO

DROP MASTER KEY
GO

J2[3 TDE M E& A0 HotRle HIOIEHMO|A 2k ARSEY| #[eh aFd = Hadttt.

STREES ez HAT T UM E CHECKPOINT € 2 HELE 2HAZ 218 X< It
golot.

—- TDE HEAIH S| Co[EHHOl~ 21 2K
TALTER DATABASE TEST

- SET RECOVERY simple

GO

USE TEST
G0

CHECKPOINT -— 2HIA T Al
GO

IALTER DATABASE TEST
- sET RECOVERY full
G0
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