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1. Overview

Activelmage Protector is a backup and recovery solution designed with the latest
sector-based disk imaging technology to flexibly support Windows machines in a
variety of system environments ranging from legacy machines to the latest virtual
machines.

Activelmage Protector provides features essential for a backup solution such as Hot
Imaging feature allowing you to back up a running system, Cold Imaging feature
enabling you to create a backup image of a clean Windows system before starting it
up, fast Incremental Backup that includes only the sectors that have changed since the
last full or incremental backup image was written, Command Line Interface allowing
backups to be administered by third-party system management tools.

System Requirements

The following are the system requirements for Activelmage Protector Server Edition /
Desktop Edition and for Hyper-V Enterprise.

Before you start using Activelmage Protector 2018 Update Server Edition / Desktop
Edition, please ensure that the following system requirements are met.

CPU Pentium 4 or above CPU

Main Memory 1024MB or more is required.

Hard Disk 1.5GB or more of available disk space is required.

DVD-ROM Drive Necessary to install the product, boot or start up Activelmage

Protector boot environment

Windows: Windows Server 2019, Windows Server 2016,
Windows Server 2012 and 2012 R2, Windows Server 2008
(x86/x64) and 2008 R2, Windows Storage Server 2016, Windows
(Server Edition Storage Server 2012 and 2012 R2, Windows Storage Server
Update ) 2008 and 2008 R2 (x86/x64)

Hypervisor: Windows Server 2016 Hyper-V (Hot & Cold

Supported
Operating System




Imaging), Windows Server 2012 and 2012 R2 Hyper-V (Hot &
Cold Imaging), Windows Server 2008 R2 Hyper-V (Hot & Cold

Imaging)
Supported Windows Server 2008 R2 or later server OS (including Hyper-V
Operating System | Server) on which Hyper-V is configured.
(for Hyper-V *As for Windows Server 2008 R2, please make sure that
Enterprise) Microsoft .Net Framework 4.5 or later is already configured.

*As to the limitations for using the product, please refer to the release note included in
Activelmage Protector’s media.

*This document includes the screen shots captured in Server Edition, the operating
procedures are the same for Desktop Edition.



2. Installation

The following are the operating procedures required to install Activelmage
Protector on the machine specified as backup source.

1. Set the product media to the machine to start the installation launcher. Click on
[Install]. If the launcher does not start, please execute Launch.exe in the product

media.

Activelmage 4
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Note) Server/Desktop Edition:
When you click on [ActiveVisor], you can install “ActiveVisor” . When you click on

[Other products], you can install “ImageCenter LE” or “vStandby AIP”.
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Note) for Hyper-V Enterprise:
When you click on [ActiveVisor], you can install “ActiveVisor” . When you click on
[Other products], you can install “ImageCenter LE” or “ReZoom it!”.
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2. Click [Next].

— X

Activelmage

PROTECTOR

m Activelmage Protector Setup

Welcome to the Activelmage Protector Setup
Wizard

This wizard will guide you through the installation of Activelmage Protector,
It is recommended that you dose all other applications before starting Setup,

Click Mext to continue.

3. Please review the End User's License Agreement.
Check the box next to [| accept the terms of the License Agreement] to continue
the installation. Click [Next].

m Activelmage Protector Setup - X
- ™
the license terms before installing Activemage Actlvel_magg
1 T PROTECTOR
Press Page Down to see the rest of the agreement.
ACTIVEIMAGE PROTECTOR END-USER LICENSE AGREEMENT s

IMPORTANT: PLEASE READ THE TERMS AND CONDITIONS OF THIS
LICENSE AGREEMENT CAREFULLY BEFORE CONTINUING WITH THIS
PROGRAM INSTALL: NETJAPAN's End-User License Agreement
("EULA"} is a legal agreement between you (either an individual ora
single entity) and NETJAPAN for Activelmage Protector identified
above which may include associated software components, media,
printed materials, and "online" or electronic documentation
("SOFTWARE PRODUCT"). By installing, copying, or otherwise using
the SOFTWARE PRODUCT, you agree to be bound by the terms of this
EULA. This license agreement represents the entire agreement
concerning the SOFTWARE PRODUCT between you and NETJAPAN,
and supersedes any prior proposal, representation, or understanding «

| accept the terms of the License Agreement |




4. Enter the product key. [Activate after the install completes] option may be
selected to automatically activate the product upon completion of the installation
process. Click [Next].

m Activelmage Protector Setup had

Activelmage

PROTECTOR

with the product

Pleaze enter your product key:

{i-. ABCDEF_GHIIJKL-MNOPQR-STUVWX-¥Z1234)

I [ Activate after the install completes. (requires internet connection) I




5. Select [Typical] for the setup type and click [Next].

m Activelmage Protector Setup — *
Choose Setup Type - L
Select the setup type that the suits your needs. A—Ct'IVEImggn_ek

(@ Typical
Mstalls the most comman program features, Recommended for most

users,

O Custom

Select which program features will be installed and install destinations.
Recommended for advanced users.

6. Review the installation settings and click [Install] to complete the installation.

m Activelmage Protector Setup — *
Ready to Install - - oy
The setup wi: is ready to begin the Activelmage F_'rotectm" 15tz Mtlve‘!gggﬂgk

Click "Install” to begin. To review or change any of your installation settings,
dick "back”, Click "Cancel” to exit the installation.




7. Please wait until installation of Activelmage Protector completes.

m Activelmage Protector Setup

- ' - ™
velmage Protector is being installed. ACtlIVEImagg

PROTECTOR

Extract: veredist_x64.exe... 100%

NEW!
Fast, Genuine File Recovery Feature

Restore specific files or folders quickly.

Retains access rights, and extended attributes of your files
and folders.

8. Upon completion of the product installation, eject the product media and select
[Reboot now] to reboot the machine immediately and [Finish].
The machine is automatically rebooted.

m Activelmage Protector Setup

Activelmage

PROTECTOR

Completing the Activelmage Protector Setup
Wizard

‘Your computer must be restarted in order to complete the installation of Activelmage
Protector. Do you want to reboot now?

(®) Reboot now

()1 want to manually reboot later




3. Product Activation

Manual activation of the installed Activelmage Protector terminates the live trial period.
If the [Activate after the install completes...] was checked to automatically activate
the product upon completion of installation, the following procedures are not required.

Two types of activation practices are supported; one is traditional online activation
over the internet and the other is offline activation on standalone machine with no
internet connection due to security reason.

Offline activation:

eNo auto-update over network

eNo E-Mail communication updating you with the latest information about Activelmage
Protector is provided from Actiphy.

The following are the operating procedures for online activation.
1. Start Activelmage Protector

Windows Server 2008 R2 or earlier server OS:
Click [Start] — [All Programs] — [NetJapan] — [Activelmage Protector].

Windows 7 or earlier Desktop OS:
Click [Start] — [All Programs] — [NetJapan] — [Activelmage Protector].

Windows Server 2012 or later server OS:
Click [Start] — [Applications] — [NetJapan] — [Activelmage Protector].

Windows Server 8 or later Desktop OS :
Click [Start] — [Applications] — [NetJapan] — [Activelmage Protector].

10



2. Click [Help] and select [Activation] from the drop down menu.

BB Activelmage Protector

Operation View Preferences Utilities | Help

" server01

VAT TR AT gt TN LRl About Dashboard
B Dashboard Activation
Update

‘ Backup
Vour system is not protected!
¥ vStandby & Pltsue creniela besthitp de-k IO P S YOt et
Click [Here] to launch Backup Wizard
d Recovery > .
W Current Task
l\j Image Manager » © Tasklog

B Schedule v
¥ Virtualization ~ » B Disk Information

& Utilities >

¥ Local Host

serverd]
Domain: 'WORKGROUP
IP Address:  192.168.123.76
LogonUser:  Administrator
PreBoot: No
Ne

Note) The left pane of Activelmage Protector for Hyper-V Enterprise screen
is different from the one of Server Edition.

B Dashboard
& Backup
‘ Recovery

h_.l Image Manager

¥ Virtualization

W Utilities

11



3. Enter the product key and click [Activation].

Activelmage Protector will be activated on the following computer.

Computer Mame: serverQ]
Product key:

Current Status

Mot activated

Cancel

4. When you get the following message, activation process completes. Click [OK].

@ Successfully activated.

12



4. Backup

4-1. Backup Now
The following are the operating procedures for Backup Now.
1. Start Activelmage Protector

Windows Server 2008 R2 or earlier server OS:
Click [Start] — [All Programs] — [NetJapan] — [Activelmage Protector].

Windows 7 or earlier Desktop OS:
Click [Start] — [All Programs] — [NetJapan] — [Activelmage Protector].

Windows Server 2012 or later server OS: Click [Start] — [Applications] —
[NetJapan] — [Activelmage Protector].

Windows Server 8 or later Desktop OS :
Click [Start] — [Applications] — [NetJapan] — [Activelmage Protector].

13



2. Click [Backup] — [Backup Now].

A Activelmage Protector

Preferences  Utilities  Help

B Dashboard Backup

‘ Backup
B schedule Backup 1 Rl Create Backup Schedule
1 It The backup task will run based on the configured
& eackup Now | ] schedule.
E“J vStandby
Recover
‘ Y Backup Now

il | Run backup tzsk now.

El Image Manag... »

% Virtualization >

B Utilities >
¥ Local Host h
server0]
Domain: 'WORKGROUP
IPAddress:  192.168.123.76
Loaon User:  Administrator
PreBoot: No

Mounted: No

Task: None

0.0%

Note) The left pane of Activelmage Protector for Hyper-V Enterprise screen
is different from the one of Server Edition.

E: Dashboard

& Backup
. Schedule Backup

‘ Backup Now

‘ Recovery

F.I Image Manager

% Virtualization

= Utilities

14



3. Select backup source.
The following example shows that the entire disk is selected for the backup source.
Click [Entire Disk] and check the checkbox for [Disk 0].
When the backup source is selected, click [Next].

I Activelmage Protector

Operation View Preferences Utilities Help

¥ serverdl

B Dashboard Backup Now

‘ Backup i 1 Source 2 Destination

B schedule gackup 2 .
® EntireDisk | Volume
& sackup Now

Volume Name £ FileSystem Volume Size Used Space Associated
@ vStandby [ 0 Disk0
> == System Reserved () 1 NTFS 500.0 MB 2439 MB Disk 0
s Local Disk (C) 2 NTES 111368 18868 Disk 0
‘ Recovery >
h! Image Manag... > (2 Basic 2 Dynamic disk ©a Volume == Dynamic volume
[v] Disk 0

,"\l . ) .
W Virtualization 2 Basic (MER)

111.8 GB
£ Used: 19.1 GB

m
5000 MBNIFS
W Utilities >
¥ Local Host 3 .

serverd1
Domain: WORKGROUP

IP Address:  192.168.123.76

Logon User:  Administrator

PreBoot: No

Mounted: No 0 Primary

Cancel

15



4. Select a target destination for the backup image.
The following example show that “ \\192.168.123.77\disk “ in the network shared
folder is specified for the target destination.
Click [Select Folder].

[ Activelmage Protector

Utilities  Help

BY Dashboard Backup Now

‘ Backup 1 Source | 2 Destination ﬁ 3 Summary

B schedule Backup

& eackup now Backup_20191118_2135

@ vStandby

Task Name: Options: < Advanced Options

7| [#] Compression: @)
p )

) Deduplication Compression

- Select folder... Level 2 (Optimized;

Change temp file folder (@

Destination folder: @

‘ Recovery | Sliciedeital @ Sandard Compression
. Fast -
— File Name: @ : 7
Image Manag... /% [7] Password Protection (@)
4
a % = img_20131118_2135 _d00.aiv
e . . . -
¥ Virtualization 2 || Carimenic
Strength:
W Utilities
7 LocalHost AES 128 bit -
[] Destination Isolation Options: (@) [ [T Post Backup Operation @
server01 s
Bkt WORKGROUP Shutdown System -
IP Address:  192.168.123.76 R
Loaon User:  Administrator Execution Priorty (@)
PreBoot: Mo Lowest Low Medium High
Mounted: No Select Networl Interface =

5. Please specify the path for the location of the target destination.
Please enter the following path “\192.168.123.77\disk “ for the target destination
and press Enter key.

m Select Folder X
= \\1§2.168.123.T\di5ki =
& @ Local Name +  Date Modified Image File Type Size
-~ [[4 Desktop

- i Documents

~ @ Local Disk [C:)

- <! CD/DVD ROM (D)
@ Network

Folder:  '\192.168.123.7N\disk Select Folder Cancel

Directory only - [} Show base image file

16


file://192.168.123.77/disk

Please enter the credentials to access the target destination.

User Name must be specified in “Host Name \ User Name” format.

The following example shows that the host name “192.168.123.77” and user name
“aipuser” are entered. The credentials are predefined to access the destination folder.
Enter “\\192.168.123.77\aipuser” for [User Name] and the password for [Password].

Click [Connect].

m Select Folder
< WW192.168.123. 7 disk

&3 Local Disk (C)

[
Sl el User Name: [192.168.123.TNaipuser Password: ml
-~ [ Desktop
#- [ Documents i.e, hostname\username or domaintusername Cancel

x

s

= =i CD/DVD ROM (D) Name
& Network

+ Date Modified

Image File Type Size

Folder: \\192.168.123.77disk\,

Directory only -

Select Folder Cancel

[T] Show base image file

6. Ensure the target destination is correctly specified and click [Select Folder].

m Select Folder

<0 \W192.168.123. 7N disky

B _/(S‘anal MName « | Date Modified

-~ [L4f Desktop

B 4 Documents
-~ &8 Local Disk (C)
-~ =& CD/OVD ROM (D:)

Image File Type Size

Folder:  %\192.168.123.7N\disk

Directery only A

Select Folder Cancel

["] Show base image file

17



7. Specify the backup image file name.
The following example shows that “backup01” is specified for the image file
(the file extension is automatically entered.)
Destination Isolation feature is available in Activelmage Protector Update,
disconnecting network access to backup image storage drives after backups
complete. For more detailed description about [Destination Isolation
Options], please refer to “Scheduled Backup”.

Enter “backup01” for [File Name] and click [Next].

8 Activelmage Protector

Operation View Preferences Utilities Help

= . A —

B Dashboard | Backup Now

‘ Backup 1 Source
- Schedule Backup Tt Mo

& cackup Now

E“] vStandby

Backup_20191118_213
Destination folder: @
192168, 123.T7hdlisk

= o
2 Destination 3 Summary
Options: 2 Advance d Options
3 [ Compression: (@)
v selctfoider.. ] i
@ Standard Compression
Fact +

/2 [C] Password Protection (@)

‘ Recovery > A) Credentials
= 192.168.123.TN\aipuser
Bi Image Manag...> File Name: @
- |ha<kupc-1\ |
U Virtualization 2
Comments:

_d00.aiv

W utiites >

serverQ]
'WORKGROUP
192.168.123.76

r:  Administrator
No

[T Destination Isolation Options:

Low  Medium  High

S

-

18



8. The backup configuration and option settings are displayed.
Review the settings and click [Done] to start the backup task.

B Activelmage Protector

tion \ Preferences  Utiliti Help
server01
B Dashboard Backup Now
T
& padup 1 Source 2 Destination l 3 Summary
S — 1
‘ Schedule Backup v
&b cecup & Backup Source:
FECEE, Backup Type: Entire Disk
Backup Source: 0
[5] vStandby
|/ Destination:
‘ Recovery > File Name: backup01_d00.aiv
Estimated image file size: 143 GB
E‘ | e M > Destination folder: \\192.168.123.7T\disk
g anagss Comments: None
SN o) E
W Virtualization > 4§ options:
Task Name: Backup_20191118.2135
Utilities > Compression: Standard Compression (Fast)
VT Password: None
Execution Priority Medium
serverdl Ignore bad sectors: Enabled
Domain: WORKGROUP
R Backup disk meta-data: Enabled
LoaonUser:  Adminisirator Ignore Inaccessible volume(s): Enabled
PreBoot: Ne Force Component Mode: No
Ne v
< >
[ Export... ] [ < Back ] Cancel

9. When the backup task is started, the current task information is displayed in
[Dashboard].

A Activelmage Protector
references  Utiliti Help

¥ server01 > [Backup 20191118 2135]: [11.2%] completed at [5.0 GB/min]. Remaining [9 min 48 sec].

B Dashboard Dashboard
‘ Backup

['Eﬂ vStandby

Start Time Progress (%)
Backup_20191118 2135 11/18/2019938:00... @  112%

‘ Recovery Running: 1 1 2

Ei Image Manager Disk Throughput  4.96 GB/min (Read)

B

Virtualization

& Utilities

HostName:  server0l
Domain: WORKGROUP
IP Address:  192.168.123.76
LoonUser:  Administrator
PreBoot: No
Mounted: No

Task: Backup_20191118 2135 © Task log 7
@ 2w QIO = Schedule
‘ B Disk information h _

19



10. When the progress of [Running] task indicates “100%”, the backup process is
completed.

BB Activelmage Protector

tion Viel Preferences Jtiliti Help

T server0t « Success: [Backup_20190601_2226]. Process Time [3 min 20 sec].
B} Dashboard Dashboard

System Health Status a
‘ Backup
Cp Pause Task

Your system is protected!
vStandby o The last backup task completed successfully: 6/1/2019 10:36:22 PM [ Cancel Task
Click [Here] to verify Task Log.

‘ Recovery _———
i ‘ B Current Task

Status Task Start Time Progress (%)
& Done Backup_20190601 2226 6/1/2019 10:33:00 PM (RGOS
Backup_

h Image Mana
W Virtualization

Utilities

¥ Local Host

Creating image o

server0l

Domain: 'WORKGROUP

IP Address: 192.168.123.76 Remaining (estimated)
Logon User:  Administrater

PreBoot: No

Mounted: No

(e askg
o = shede
£ Disk Information P




4-2. Scheduled Backup

The following are the operating procedures for Scheduled Backup.

1.

Start Activelmage Protector.

Windows Server 2008 R2 or earlier server OS:
Click [Start] — [All Programs] — [NetJapan] — [Activelmage Protector].

Windows 7 or earlier Desktop OS:
Click [Start] — [All Programs] — [NetJapan] — [Activelmage Protector].

Windows Server 2012 or later server OS:
Click [Start] — [Applications] — [NetJapan] — [Activelmage Protector].

Windows Server 8 or later Desktop OS :
Click [Start] — [Applications] — [NetJapan] — [Activelmage Protector].

21



2. Click [Backup] — [Create Backup Schedule].|

8 Activelmage Protector

Operation View Preferences Utilities Help

4 1

B Dashboard Backup

‘ Backup

B schedule Backup | it Create Backup Schedule
- e | The backup task will run based on the configured
‘ Eackup Now | i schedule.
@ vStandby
Recover
‘ Y Backup Now

b Run backup task now.
h! Image Manag...

E:, Virtualization

I Utilities
¥ localHost

serverd]
Domain: WORKGROUP.
IPAddress:  192.168.123.76
Logon User:  Administrator
PreBoot: No
Mounted: Ne

Task: None

00%

Note) The left pane of Activelmage Protector for Hyper-V Enterprise screen
is different from the one of Server Edition.

E: Dashboard

‘ Backup
. Schedule Backup

‘ Backup Now

‘ Recovery

F.l Image Manager

\":, Virtualization

= Utilities

22



3. Select backup source.

The following example shows that the entire disk is selected for the backup
source. Click [Entire Disk] and check the checkbox for [Disk 0].

When the backup source is selected, click [Next].

I Activelmage Protector

Operation View Preferences Utiities Help
T oserverdt s ;

m Dashboa Schedule Backup

‘ Backup 1 Source ﬂ 2 Destination 3 Schedule
Schedule Backup 4
‘ Backup Now

| Volume Name # | File §ystem Volume Size | Used Space Associated
vStandby | 23 Disk0
! = SytemReserved () 1 NTFS 5000 MB 3.3MB Disk 0
o Local Disk () 2 NTFS 1113 GB 18.8GB Disk 0

‘ Recovery >

h Image Manag... »

= Besic %, Dynamic disk =3 Volume ©= Dynamic volume

- s [4] Disk 0
W Virtualization > Basic (MBR)

111.86GB stern ed ()
% Uced: 19.1GB S000°MB NTFS -

W Utilities >
1" Local Host

Host Name:  server0
Domain: WORKGROUP

IP Address:  192.168.123.76

LogonUser: ~ Administrator

PreBoot: Mo

Mounted: No 0 Primary

Task: None

Cancel

4. Select a target destination for the backup image.
The following example shows that “\\192.168.123.77\disk “ in the network
shared folder is specified for the target destination.
Click [Select Folder].

8 Activelmage Protector

Operation View Preferences

¥

Dashboard [ Schedule Backup

‘ Backup 1 Source E‘ 2 Destination E 3 schedule

B schedule Backup b Options: < Advenced Options

3| [¥] Compression:
Destination folder: @ A () :
-ﬂﬂ vStandby © D Compression

| - I Select folder... I Level 2 (Optimized)

‘ Backuf W | Backup_20191118 2145

| Change temp file folder (@)
‘ Recovery > ¥ Credentials @ Hardaid Campresion
: Fast -
— File Name: @) ;
'5\1 Image Manag... » 49 [C] Password Protection (@)
. = = img_20191118 2145 _d0D.aiv g
T S
W Virtualization G
Strength:
. Utilities >
kg e o ; AES 128 bit -

[ Destination Isolation Options: @)
Host Name:  server01 i
Domain: WORKGROUP
IP Address:  192.168.123.76
Logon User:  Administrator
PreBoot: No
Mounted: No Select Network Interface + v
Task: None

Cancel

23


file://192.168.123.77/disk

5. Please specify the path for the location of the target destination.
Please enter the following path “ \192.168.123.77\disk “ for the target
destination and press Enter key.

A Select Folder X
< I\\1§2.158.123.?\di5\d | A
B f_;} Local MName + | Date Modified Image File Type Size
-~ [ Desktop

B [ Documents
— i Local Disk (C:)
~ =4 CD/DVD ROM (D:)
— @ Network

Folder:  "\192,168.123.7N\disk Select Folder Cancel

Directory only =[] Show base image file

6. Please enter the credentials to access the target destination.
User Name must be specified in “Host Name \ User Name” format.
The following example shows that the host name “192.168.123.77” and user
name “aipuser” are entered. The credentials are predefined to access the
destination folder.
Enter “192.168.123.77\aipuser” for [User Name] and the password for
[Password]. Click [Connect].

m Select Folder X
< \\W192,168.123.7Mndisky -
i
Sl e User Name:  [192.168.123.7N\aipuser Password: | sesssasel

-~ [ Desktop

B [ Documents i.e. hostname\username or domain\username Cancel

-~ &3 Local Disk ()

=2 CD/DVD ROM (D:) MName = Date Modified Image File Type Size

~ @ Network

Folder \\192.168.123.7 Ndisk\ Select Folder Cancel

Directory only +  [[] Show base image file

24



If you specify the same target destination that you selected before, since the
credentials are saved, the windows for the above step 5 and 6 are skipped.

7. Ensure the target destination is correctly specified and click [Select Folder].

m Select Folder X

<1 \W192.168.123.7ndisky
=] _/s\ Local MName « | Date Modified Image File Type Size

-

-~ [ Desktop
B [ Documents

-~ L Local Disk (C:)

- = CD/OVD ROM (D2}
B 6 Network ot
B o 19216812377

[ disk

Select Folder - Cancel -

+  [] Show base image file

8. Specify the backup image file name.
The following example shows that “schedule 017 is specified for the task name,

“backup02” for the image file name (the file extension is automatically entered.)
Enter “schedule 01” for [Task Name], “backup02” for [File Name].

25



8 Activelmage Protector

Operation View Preferences Utilities Help

@ Dashboard i Schedule Backup

‘ Backup 1 Source | 2 Destination | 3 Schedule
- Schedule Backup
Task Name: Options: < Advenced Options *
& eaciup now <cheduledl .
PG Sl [¥] Compression: @
Destination folder: (@)
@ vStandby

P © Deduplication Compr
\\192.168,123. 77\ dlisk - Select folder... ] fevel?

Ch
® Standard Compression
Fact -

‘ Recovery > A) Credentials

= 192168123 haipuser  ssssesse
h Image Manag... > File Name: @ /4 [] Password Protection (@

|ba(kupoz\ I _d0D.aiv

Comments: et

% Virtualization >

W Utiites >
¥ localHost it AES 128 bit o

serverD]
Domain: WORKGROUP
IP Address: 192.168.123.76
Loaon User:  Administrator
PreBoot: No
Mounted: No

[C] Destination Isolation Options: @)

o

9. Next, configure the setting for [Destination Isolation Options]. Destination
Isolation feature, available in Activelmage Protector Update, disconnects
network access to backup image storage drives or setting the destination disk
to offline upon completion of backup process. Imagelsolate™ technology
protects the backup storage and backup files from potential malware or
ransomware attacks. [Destination Isolation] provides four options. Enabling
[Un-assign drive letter from Local Hard Disk post backup], the drive letter
assigned to the local hard disk is de-assigned upon completion of backup
process. Selection of [Make destination Local Hard disk offline post
backup] sets the destination disk to offline upon completion of backup process
(same behavior as [Disk Management] in Disk Management Tool). When
[Eject destination Removable USB Hard disk post backup] is enabled, a
removable hard disk such as USB hard disk become removable upon
completion of backup process. If [Disable destination Network Connection
post backup] is enabled, network connection to backup destination is
disconnected upon completion of backup process. You can select the network
interface to block in the selection box at the bottom.
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A Activelmage Protector

Operation View Preferences Utilities Help

¥ server01

@ Dashboard Schedule Backup

w
[%

‘ Backup 1 Source 2 Destination

B schedule Backup
Task Name: Options: = Advance d options
‘ Backup Now scheduled!

['E vStandby

1| [#] Compression: @

Destination folder: @

) Deduplication Compression

\\192.168.123.7Ndisk - | Select folder... J ed
{ o @

& Recovery > ® Sui o

Bl i BTTaipuser eeessses e =
B image Manag...> & e

s _d00.aiv
& Virtualization ?
Comments: Strength:

W Utilities >

AES 128 bit v

[C] Destination Isolation Options: @)
'WORKGROUP = i y @

IP Address: 192.168.123.76
Loaon User:  Administrator
No

o

10. Configure Compression settings. Activelmage Protector provides two
compression types.
One is Standard Compression that offers the common file / folder compression
tool same as ZIP. The other is Deduplication Compression designed to create
index for every block of backup stream and delete duplicated blocks when
identified while creating a backup image file. Deduplication Compression
feature efficiently and dramatically reduces backup storage space requirements
on a server hosting multiple virtual machines.
Check the checkbox for [Compression] in [Option] pane. When
[Deduplication Compression] option is selected, [Level 2] (Optimized) and
[Change temp folder] are enables.
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A Activelmage Protector

Operation View Preferences Utilities Help

¥ server01

B Dashboard  Schedule Backup

‘ Backup 1 Source | 7 Destination | 3 Schedule

B schedule Backup
Task Narme: Options:  [ZAdiance T opton: ||
‘ Backup Now scheduled!

o ] [ Compression: @
Destination folder: (@ 9
E“j vStandby

P e S @ Deduplication Compression
\W192.168.123.7disk v | selectfolder. | Level 2 (Optimized)
@

Change temp file folder @
©) Standard Compression
Fast -

‘ Recovery > A) Credentials

= 192168123, haipuser ~ sesesees
h Image Manag... >

/2 [0] Password Protection (@)

= 003
L Virtualization »

Comments: Strength:

= Utilities >

AES 128 bit A

[7] Destination Isolation Options: (@)

: WORKGROUP
IP Address: 192.168.123.76
Loaon User:  Administrator
No

o

The compression level goes up according to the compression ratio.

When a backup task runs in boot environment, the temporary work folder is
located on memory by default, therefore, please be aware that the available
space in the temporary work folder may be insufficient. If the backup source
includes large data volume, please change the temporary work folder to
other location such as the target destination.

Click [Advanced Option] to configure the advanced option settings.

In [General], please select [Split image into xx MB files] to split and save
the created backup files.

In [VSS Setting], You can edit the VSS setting for a backup task if you need
to forcefully run VSS in component mode or exclude specific files from
backup source.

In [Deduplication Compression], you can select an option ensuring that the
backup task completes without interruption if insufficient disk space is
detected in the temporary file folder before operation. You can also specify
the location for deduplication to process temporary files. Since the execution
of a backup task in boot environment processes the temporary files in
memory space, by default, it may cause insufficient available memory. If the
backup source is large in data size, please change the location of temporary
file folder.

28



8 Activelmage Protector — O X

Operation View Preferences Utilities Help

¥ server01

Advanced Backup Options:

[7] Splitimageinto 0 ME files. [[] Use netwark throttle (M KB/Second)

[¥] Ignore bad sectors.

% [T Use network write caching.
[] Create an MD3 file for image

[¥] Ignere inaccessible volumes(s). [] Backuptimeout: 12 2] Hours

VS5 Settings : s v
Operation Mode: @
@ Auto @) Componentmode ) Non-component mode
Excluding files.
[C] pagefile [ hiberfil  [£] volume information

Deduplication Compression = s A
If insufficient disk space is detected before operation:
[¥] Auta-switch fram default to an alternate folder.
[ Continue operation with [Standard] compressian.

Temporary File Folder:

clwindows\temp L

Scripting

Script to execute before the snapshot is taken: Timeout  Runon: v

Apply

Backing up multiple number of virtual machines at a time increases backup
traffic over the network. Network throttle defines the maximum throughput
over the network and the use of cached data shortens data access time.

Enable [Use network throttle] option to define the maximum throughput in
KB/second to reduce traffic over the network while saving backup image files
to network shared folder.

Enable [Use network write caching] option to use cached data and shorten
data access time in saving backup image files to the destination over
network.

Enable [Backup Time-out] option and specify the maximum time to wait for
a backup task to complete the backup process. Time-out occurs to cancel the
backup task if the backup process does not complete within the specified
time.
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8 Activelmage Protector — O X

Operation View Preferences Utilities Help

¥ server0l

[7] Splitimageinto 0 ME files. [¥] Use netwerk throttle: 0 (Max KB/Second)

[#] 1gnore bad sectors. [¥] Use network write caching

[] Create an MDS file for image

[¥] Ignore inaccessible volumes(s). [7] Backup timeout: 12 (] Hours
V5S Setfings. A & — e
Operation Mode: @
@ Auto O Componentmode ) Mon-component mode

Excluding files.
[l pagefile [l hiberfil [ volume information

Deduplication Comp - - R

If insufficient dlisk space is detected before operation:
[¥] Auta-switch from default to an alternate folder.
[#] Continue operation with [Standard] compression.

Temporary File Folder:

chwindows\temp

Scripting IS &

Script to execute before the snapshot is taken: Time-out  Runon:

11. To enable Deduplication Compression feature by default, go to [Preference] —
[Deduplication] and check the checkbox for [Set as default compression] and
select [Deduplication Compression] for [Default Level]. Click [Apply].

{Preference I

@ General
l":"JJ Proxy

[ Motification

| Deduplication

Settings:
I [7] Set as default compression I

Default Level: Level 2 - Optimized =

If insufficient disk space is detected before operation:
Auto-switch from default to an alternate folder.

@ o

& Alert Continue operation with [Standard] compression,
@ Console Default Temporary File Folder:
chwindows\termnp | —]

OK § Cancel

12. Schedule type can be selected to configure the backup schedule.
Begin by specifying [Effective Date/Time] that the scheduled task becomes
live. The [Effective Date/Time] defaults 10 minutes from the time of beginning
the configuration in the wizard. [Not Specified] option may be selected so that
the scheduled task is live for unlimited period. Options
include [Weekly], [Monthly], [Specific Date], [Designate Specific Days] for
full base backup.
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scheduledl Effective Date/Time: ~ [[2020717/78 22:07 Not Specified
Base @ Incremental @
* 'ZE_'J Weekly hd X ':‘_‘E;'
i b i H Sun || Mon || Tue || Wed m Thu || Fri ‘ Sat H
' 12 13 14
- Designate Specific Da % ;
E] ettt sttt A 1y 19 20 21 @. Multi-times
29 23 24 25 26 27 28 Start Time: End Time: Interval:
29 30 31 |[EOm o700 2 2100 2] (60 3] Minutes v
Execute Time:  22:07 !é‘ @ Onetime only: r 775

Add New Base

Add New Incremental

Event Backup: Option:
Shutdown/Reboot Auto run if a scheduled task is missed.
8] ]

[Designate Specific Days] is a new schedule type Activelmage Protector 2018
Update provides. For example, you can specify “Every second Friday from
January to December” for the schedule setting. In case you have a routine of
business operations such as financial closing or inventory management which
requires to make significant changes on a specific day of a specific week every

month, you will find this schedule type very convenient.

scheduleD1

e e |
Execute Time: | 22:01 o

Add New Base

Effective Date/Time: ~ | 2020/11/18 22:01 Not Specified
Base @ Incremental @
DesignateSpecificDays v K @& Weekly == - X ®
vontn [1][2][3](2][s][6 [[7][8 ][ ]l00][][%2] | oun || won || Tue | wed m Tha || Fi ‘sa H
Sun | Mon | Tue |Wed | Thu | Fri | Sat 2
@ Multi-times
Week 1: - ) )
Week s StartTlmi:" End Tlme.:“ Interval..““
TR o700 [2] 2100 £ 80 3] Minutes v
IWEEkd: @ Onetime onky: E__
Week 5:
Final Week:

Add New Incremental

Event Backup:
[ Shutdown/Reboot

Option:
[ Auto run if a scheduled task is missed.
|| i
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The following example shows the weekly backup schedule settings.

-Base backup: Weekly
*Incremental backup: Weekly
-Base backup: Every Sunday at 1:00 AM

-Incremental backup: From Monday to Friday at 1:00 AM
After configuring the settings, click [OK].

Schesilesemme R e
schedulel Effective Date/Time: | 2019/11/18 22:01 |~ 2020011718220 Not Specified
Base 'E' Incremental '@'

Weekly o || R X @ Tl | Weekly B oS
|| Sun I Mon I Tue || Wed | Thu Fr Sat || | sun Mon Tue (| Wed || Thu Fri | Sat
ute Time: [01:00 = @ Multi-times
Start Time: Interval:
Minutes = =

@ Onetimeonly: 01:00 %
Add Mew Base Add New Incremental
Event Backup: Option:
[E] Shutdown/Reboot [T Auto run if 2 scheduled task is missed.

o] e

13. Configure the option settings including Retention Policy, BootCheck and
Consolidation for post backup processing.
Check the checkbox for [Enable Retention Policy] option and enter “3” for
[Number of image sets to retain:] (3 sets of incremental backup files are
retained in the target destination before deletion).
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[0 Activelmage Protector

Operation View Preferences

B Dashboard

‘ Backup
- ackl
. Backup Now
(5] yStandby
‘ Recovery >
Fi Image Manag... »
W Virtualization  »

VIS >

WORKGROUP
192.168.123.76

Schedule Backup

Utilities Help

1 Source 2 Desti

Effective From:
Base (Full):
Incremental:

11/18/2019 10:01 PM
Weekly: Mon., 01:00
Weekly: Mon.-Fri., 01:00

Edit Schedule

lule 4 Summary

Past-backup Process
ImageCheck: U
[} Replication: Unconfigured

&5 ImageVerify: Unconfigured

&3 Consolidation: Uncenfigured

Options:
Enable Reconcile Image (@)
[T] Preserve rec

onciled original image for 15 v Days.

Enable Retention Policy  Delete both full and incrementals v @)

Number of image sets to retain:
3 [¢] [ Delete the older image before new base backup.

[C] Send email  Task failed -

No

Execution Priority (@)
Full (Base):

Lowest Low Medium High
Incremental:

Lowest Low Medium High

—_

o

You can select an option for Post-backup Process, i.e., [BootCheck], [Image
Verify], [Consolidation], [Replication]. [BootCheck] tests that backup images
can successfully boot up by using virtual machine on the specified host.

Click [Unconfigured] to display the setting window. Activelmage Protector
allows users to specify the timing to start BootCheck process (ref. “7-6 Manually
run BootCheck” in “7. Image Manager”.

14. In [BootCheck] tab, check the checkbox for [Enable BootCheck].

8 Activelmage Protector

Operation  View Preferences Utilities  Help

IT server0t

18 working Agent:
This Computer

[ Schedule
@ Immediate
@ After each
O at

() Settings
[ Ty previous
Time-out 600 [+

& Option

BootCheck
[¥] Enable BaotCheck

Image Verify Consolidation

Replication

new image files being <reated

images if BootCheck failed

[ Sending Email  Task failed
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15. Click [Image Verify] tab. Check in the check box for [Enable Verify Image] to
verify the integrity of a created backup image. Please configure the setting for
[Schedule].

[ Activelmage Protector - m] X

Operation View Preferences Utilities Help

¥ server01

BootCheck Consoldation Replication
9] Enable Verify image

18 working Agent:
This Computer -
Schedule
@ Immediate
_) After each new image files being created
@ at
4§ Options
[ Skip verify base image
(2] Verify latest new image file only

[[C] Sending Email  Task failed -

Cancel
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16. Click [Consolidation] tab. Check the checkbox for [Enable Consolidation].
Incremental backup saves processing time, however, recurring scheduled
backup tasks creates a growing and sometimes unmanageable number of
incremental files. Consolidation consolidates an uninterrupted series of backup
image files in the same generation set to facilitate file management.

The following example shows that 15 consolidated files are retained while the
latest 30 incremental files are saved. Consolidation task runs whenever a new
incremental backup file is created.

Click [Done] to go back to [Schedule] window.

B Activelmage Protector - O X

Operation View Preferences Utilities Help

O servers1

BootCheck Image Verify Replication

Working Agent:
1% Warking Agen 1 Schedule

This Computer -

<f Option

© Immediate
") After each new image files being created

o at

2] [[] Sending Email

Task failed -

w2 Pefformance

[7] Use Smart Consolidation Execution Priority
Lowest Low Medium High

Apply

17. The use of Replication feature enables you to replicate backup data to an
offsite storage share including cloud storages, delivering emergency responses
to natural and unexpected disasters. Activelmage Protector Replication feature
supports the following for the replication targets:

Local Folder

» Network Shared Folder

- SFTP
- FTP
- WebDAV

* Amazon S3
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* Azure

* OneDrive

+ Dropbox

+ Google Drive

Except for local storage, the supported targets are cloud storages that are
becoming more widespread in the world. Replication of backup files to the
cloud storages helps you prepared for emergency situations.

In this example, Google Drive is selected for the replication target which
requires you to enter the following information:

e ClientID
 Client Secret
» Refresh Token

You need to get the above listed information that should be issued by
configuring Google Drive settings (Ref. “Appendix A: Replicate backup data to
Google Drive”.) Please enter the information in the following dialog.

il Activelmage Protector \;Ii-

Operation View Preferences Utilities Help

I¥ hoso-2012r2

[ Schedule
This Computer - @ Immediate
6] Torget X @ © After each new image files being created
Protocol:  GoogleDrive - © at
[ [ Sending Email
Task failed -
Performance
Execution Priority 1/O performance
conne Lowest Low Medium High Light High
Folder: {1

[C] Use network throttling

[C] Create subfolder
Policy:  All image files -
Max Retry: 5

[ Add Terget |

Apply Done> Cance

Click [Connection] button. When the following message is displayed, the
backup files can be replicated to Google Drive
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4
P
tg Test connect successfull,

Replication of backup files to a cloud storage provides higher availability,
however, consumes network resources. Activelmage Protector’s Replication
offers flexible scheduling feature and performance setting, offloading additional
resource demand on the machine Activelmage Protector backup tasks are
executed.

18. In [Option] section, the following options are provided.
 Enable Retention Policy
+ Send email

Retention Policy defines how many sets of backup files to retain before deletion.
Enabling Retention Policy, you can configure the setting for the number of image
sets to retain as well as which backup image files to delete. Enable [Send email]
option to send E-Mail informing you of a task completed with a specified status.
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[ Activelmage Protector

Ej Dashboard

‘ Backup
E Schedule Backup

‘ p Now
@ vStandby

‘ Recovery
EI Image Manal
% Virtualization

= tilities
¥ LocalHost

Schedule Backup

1 Source 2 Destination § 3 Schiil:!;mm%

Effective From: 11/18/2019 10:01 PM
Base (Full): Weekly: Mon,, 01:00

Incremental: Weekly: Mon.-Fri., 01:00

Edit Schedule

Post-backup Process
ImageCheck: Edit
[ Replication: ~Edit

&3 ImageVerify: Edit

Options:
[7] Enable Reconcile Image (@
[] Preserve reconciled eriginal image for 15 * Days

[7] Enable Retention Policy Delete both full and incrementals v (@)
Number of image sets to retain:

&3 Censolidation: Edit

Execution Priority @)
Full (Base):
Lowest Low Medium Hi

=

3 [ [] Delete the older image before new base backup. Inkeetheniat

HostName:  serverdl Lowest Low Medium High
Domain: WORKGROUP [¥] Send email  Task succeeded orfailed = s ]
IP Address:  192.168.123.76

Loaon User:  Administrator
PreBoot: Ne.
Mounted: No

Task: None

Cancel

Backing up multiple number of virtual machines at a time increases backup
traffic over the network. Network throttle defines the maximum throughput
over the network and the use of cached data shortens data access time.

You can also select a level of task Execution Priority for CPU usage.

[0 Activelmage Protector

E Dashboard Schedule Backup

‘ Backup | 1 Source 2 Destination é 3 Schedule %
| e

Bl schedule Backup

Effective From: 11/18/2018 10:01 PM
& saciup Now Base (Full: Weekly: IMon, 01:00
Incremental: Weekly: Mon.-Fri., 01:00

E‘;‘] vStandby

Edit Schedule

Post-backup Process
[] imageCheck: Edit
[} Replication: Edit

‘ Recovery

&5 ImageVerify: Edit &5 Consolidation: Edit

h Image Manal

Options:

¥ Virtualization 7] Enable Reconcile Image @) Execution Priority (@

[7] Preserve recongiled original image for 15 - Doy Full (Base):

[ Utilities Lowest Low Medium High

[7] Enable Retention Policy Delete both full and incrementals + @)

¥ Local Host Number of image sets to retain: o =L~
Incremental:
21 [C] Delete the old bef base backup.
iRy 3 [] Delete the older image before new base backup. e o
Dliemaar WORKGROUP [#] Send email Tssk succeeded or failed = e il )
IP Address: 192.168.123.76
Logon User:  Administrator
PreBoot: Ne
Mounted: o,
Task: None
s

When the option settings are configured, click [Next].
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19. In [Summary] window, review the backup configuration and options.
Click [Done] to complete backup setting.

B Activelmage Protector

Bachbaard Schedule Backup
T 1
Backup 1 Source 2 Destinati 3 Schedul | 4 summary ‘
Schedule Backup A
‘ = 7 & Backup Source:
N
i Backup Tvpe: Entire Disk
Backup Source: 0
[ vStandby
& Destination:
‘ Recovery > File Narme: backup02_d00.aiv
Estimated image file size: 10.5 GB
El | oM > Destination folder: \\192.168.123.77\disk
mage Manag... G e
Sp SIEE .
W Virtualization ¥ 4§ Options:
Task Name: schedule01
B Utilities > Compression: Deduplication Compression (Level 2)
s T Password: None
e Continue backup process with [Standard Compression].
serverdl SESRECION Somerson Auto-Detect alternative storage location
Domain: WORKGROUP Temporary File Folder: c\windows\temp\
IPAddress:  192.168.123.76
T Ignore bad sectors: Enabled
BBt No Backup disk meta-data: Enabled
Mounted: No P S T Cmatiina b
< >
[ Export... ] [ < Back ] | Dane | Cancel

20. Go to [Dashboard] — [Schedule] to monitor the created schedule. The
scheduled backup task runs according to the schedule you specified.

A Activelmage Protector

Utilities  Help

hboard Dashboard

A System Health Status :
‘ Backup -
W Current Task (35 Create New
vStandby Oty : X Delete all

%) Refresh

Schedule

dSchedule &
- Name Task Valid From Last Run Date/Time | Next Run Date/Time
‘ Recovery 1 Run full backup
schedule01 Backup 11/18/2019.100...  N/A 11719/2019 1:00:0...
~ "R ta..
R Image Manager P Rimoen
BB Pause Schedule
o . B .
L Virtualization
@ Disble
. Utilities 2 Edit
¥ Delete

I" Local Host

serverl
Domain: WORKGROUP
IPAddress:  192.168.123.76
Loon User:  Administrator
PreBoot: No
Mounted: No

| & Disk Information - TS
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5. Boot Environment Builder

Build Windows-PE based Boot Environment
1. Start by selecting [BE Builder (Windows PE)] from the [Utilities] menu bar.

Utilities = Help
ﬁ Windows BE Builder (WinPE)
wStandby BE Builder

F
& Push Install
(U}

PreBoot

2. Microsoft Windows ADK or AIK is required to be installed on the host to build
the Windows PE based boot environments.
As for Windows ADK, please select the following components to install:

* Deployment Tools

+ Windows Preinstallation Environment (Windows PE)

1 Windows Assessment and Deployment Kit - Windows 10 \;Ii-

Select the features you want to install

Click a feature name for more information.

[ Application Compatibility Teaikt (ACT) Windows Preinstallation Environment
Deployment Tools [WindOWS PE)
[v] Windows Preinstallation Environment (Windows PE) Size: 3.2 GB

[ Jimaging And Configuration Designer (ICD) Mlnrlma\ operating system designed to prepare a computer
for installation and servicing of Windows.
[[] user State Migration Toal (USMT)

Includes:
D\«'oll.me Activation Management Tool (VAMT)
D\.’V\rdows Performance Toclkit . w!n:ows EE Eﬁﬁjfﬂ}
* Windows
D Windows Assessment Services

Requires the following features:
[] Microsoft SQL Server 2012 Express

* Deployment Tools

Estimated disk space required: 33GB
Disk space available: 559 GB
Back ‘ | Install | ‘ Cancel
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3. [Welcome to Boot Environment Builder] window comes up, then click on
[Next].

[ Activelmage Protector Windows PE Builder - O b4

Welcome to the Boot Environment Builder

This the Mic ates a Windows PE ISO image that can be used on

Build an Activelmage Protector Windows PE environment
Windows PE kit

Add drivers Welcome to the Activelmage Protector Windows PE builder program.
To create the recovery environment, the Microsoft PE tool kit is required.
Environment

Destination

Summary

[ Don't show this page next time

Cancel < Prev Mext >

4. Specify the Windows PE toolkit needed for the installed operating system by
clicking the appropriate radio button. The 32-bit version of Windows PE boot
environment can be built on 64-bit host. The information of a specific Windows
PE toolkit can be displayed. Click [Next].

A Activelmage Protector Windows PE Builder - a X

Choose a Windows PE kit

Specify a Windows PE kit to create a restore environment.

Welcome
Once selected, the following groupbox will be displayed during the Windows PE installation on this

computer.
Windows PE kit
@ Windows Assessment and Deployment Kit (ADK)

Add drivers 64 bit environment v
Environment
Destination Details of the specifed Windows PE Tool:

essment and Deployment Kit (ADK) for Windows 10
Summary

Base Window
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5. Specify device driver(s) to include in the boot environment.
Network and storage device drivers included in the current system are detected
and listed on the left pane. Click [Load INF file] to add a driver by selecting
INF file if the driver is not listed.
After selecting a driver to add, click on [==>] to include the driver in
[Embedded driver(s)]. To exclude a driver from [Embedded driver(s)], select
the driver and click on [<==]. Click [Next].
* Only LAN (Ethernet) driver is supported as network driver.

A Activelmage Protector Windows PE Builder - m} ¥

Add device drivers

Specify any network and/or storage device driver(s) with the driver's media to include in the image.

Welcome
Available driver(s) Embedded driver(s)
Windows PE kit Manufacturer Device Name Manufacturer Device Name
v MNetwork adapt... @ Network adapt..,
[ Intel Intel(R) PRO/100..,
¢ Storage adapters
Environment ¥ &8 Storage adapters -
LSl L5l Adapter, SAS... % Other drivers
Microsoft Micresoft VHD ...
Destination
’“‘r}; Other drivers

Summary

1
—

Load INF file
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6. Specify the Language, Keyboard type, Time zone and/or Display resolution for
the Windows PE boot environment by selecting the preferred option from the
drop-down menu. Click [Next].

8 Activelmage Protector Windows PE Builder - m} K

Set environment

Specify language, keyboard type, timezone and display resolution for the Windows PE environment.

Welcome
Specify settings for creating a Windows PE environment

Windows PE kit

@ Language
Add drivers
English .
[ @ Keyboard type
i 106 Key Japanes v
Destination -y Japanese
@ Keyboard layout
Summary

Display resolution
1024*768 : XGA (Recornmended) v

@ install video drivers

Cancel < Prev MNext >

7. Select the bootable media to build the boot environment.
PreBoot environment - Creates the boot environment in the system volume to
boot from the hard disk.
ISO Images - Creates an ISO image file in the specified location. The created
ISO file may be burned to DVD media at a later time.
* [DVD media] option is not provided for Windows XP/2003. After creating ISO
image, please use a third-party writing software to burn the ISO image to DVD
media.
USB device boot environment - Creates boot environment on a USB memory
device. The USB media currently connected to the PC may be selected. All
data on the selected USB media device will be erased. * [USB device boot
environment] option is not provided for Windows XP/2003.
Click [Next].
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A Activelmage Protector Windows PE Builder - m] X

Specify a Boot environment

Select to build a PreBoot environment,an ISO image file or a bootable removable media device.

Welcome
@ PreBoot environment

Windows PE kit
i ® 150 image
Add drivers

Environment

[

Summary

@ USB device boot environment
Create and burn the AIP Boot Environment directly to a USB memory device.

Select target device: | E: SanDisk Cruzer Switch USB Device v

< Prev

Cancel

8. Please review the configured settings.
Click [< Prev] to make changes to previous settings. Click on a node to go
back to a specific page. Click on [Build Windows PE environment] to display
the confirmation message. Click on [OK] to start building Windows PE
environment. You can monitor the progress in the following window.

[0 Activelmage Protector Windows PE Builder - O X

Summary

To create a PreBoot environment, removable media device, or ISO file, click [Build Windows PE
environment].

Welcome

Windows PE kit
Add drivers
Environment

Destination

(

PE Tool Kit: Window
PE Version:
150 Iy
(UTC+

Destination:

Time zone:
Language:
Keyboard type:
Keyboard layout: Japan
Display resolution: 1024%
Estimated Size:
Drivers:

6 Key Japanese

ment and Deployment Kit (ADK) for Windows 10
Bas s
dministrator\

Total progress: Building...

3% |

Step progress: Mounting the WIM file for the Windows PE environment...

5% )

Build Windows PE environment |

Cancel < Prev
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9. When boot environment creation completes, the following message is
displayed. Click on [OK] to close the window.

6 150 file creation complete.
Click [OK] to close this application.

45



6. Restore

6-1. File Recovery

A specific file or folder can be restored from a backup image file to a specified
location. Please take the following procedures.

1. Start Activelmage Protector.

Windows Server 2008 R2 or earlier server OS:
Click [Start] — [All Programs] — [NetJapan] — [Activelmage Protector].

Windows 7 or earlier Desktop OS:
Click [Start] — [All Programs] — [NetJapan] — [Activelmage Protector].

Windows Server 2012 or later server OS:
Click [Start] — [Applications] — [NetJapan] — [Activelmage Protector].

Windows Server 8 or later Desktop OS :
Click [Start] — [Applications] — [NetJapan] — [Activelmage Protector].
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2. Select [Recovery] — [File Recovery].

B Activelmage Protector

Operation View Preferences Utilities Help

&7 Management Console

B Dashboard Recovery

‘ Backup

vStandby - Volume Recovery

Recovery entire disk or specific volumes along with
volume metadata from backup

‘ Recovery

& v Y
B File Recovery

W, File Recovery
h Image Manag... »

Recover individual files and folders fram backup.

& Virtualization %

& Utilities >

¥ Local Host

server(1
Domain: WORKSROUP
1P Address: 192.168.123.76
Logon User:  Administrator
PreBoot: No
Ne

Note) The left pane of Activelmage Protector for Hyper-V Enterprise screen
is different from the one of Server Edition.

C Dashboard

‘ Backup
. Schedule Backup

‘ Backup Now
‘ Recovery

F.l Image Manager

\‘:. Virtualization

= Utilities
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Select the backup image file in [Backup Destination]. You can specify the path
for the destination. This example shows that “\\192.168.123.77\disk “ is
specified for the destination. Press Enter key.

I Activelmage Protector

Operation View Preferences Ultilities Help

E7 Management Console

B Dashboard File Recovery

‘ Backup 1 Select Recovery Point 2 File Recovery

[ vStandby || Backup Destination WM Source Computers v L) RecoveryPoints =

‘ Recovery

[ Desktop

& [ Documents
<3 Local Disk ()
¥ CD/DVD ROM (D3)

'\J Image Manag... » a @ Network
o 192.168.123.77

N P & croo
W Virtualization > & cocu

- i SERVERDT
& Utilities > & SERVERD?
¥ Local Host

server0l

Domain: WORKGROUP 2 Backup Information

IP Address: 192.168.123.76
Logon User:  Administrator
PreBoot: No
No

Select the backup source host from the list and recovery point. Click [Next].
The information of the selected recovery point (image) is displayed in [Backup
Information].

Activelmage Protector

Operation View Preferences Utilities Help

E7 Management Console

B Dashboard File Recovery

& Backup 1 Select Recovery Point 2 File Recovery
El Standby || Backup Destination M source Computers  ~ L) RecoveryPoints
< | \W192.168.123.TNdisk A I! server0l "@ 11/30/2017 2:19:26 PM
B 1l Local 18 serverdt
[ Desktop

8 [ Documents
9 Local Disk (C:)
& CD/DVD ROM (D)

h Image Manag... 5 6 Network
& d 192.168.123.77
By Rt [ disk
W Virtualization & cecor
ol cPc
= Utilities & sErRvERDT

o SERVERO2

serverll
Domain: WORKGROUP I8 Backup Information

IP Address: 192.168.123.76 System: Microsoft Windows Server 2016 Standard Edition (build 14393), 64-bit(54); Source: Disk 0, Volume (J/(:)/C;
LogonUser:  Administrater D ication: Yes; Comg fon: High; No; Comments: .

PreBoot: No
No

Cancel
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5. Check the checkbox for the items in [Backed up files] to restore. The selected
items are listed in [Recovery Items].
The following Recovery Options may be configured.
- Copy ACL - The selected file is restored keeping Access Control List (ACL)
configured for restore source file.
- Not overwrite existing folder or file — If there already exists a file / folder in

the destination, the file / folder is restored under a unique name instead of
overwriting the existing file.

8 Activelmage Protector

Operation View Preferences Utilities Help

7 Management Console

B Dashboard File Recovery

‘ Backup 1 Select Recovery Point 2 File Recovery
[ vStandby [ Backed up files
& Gl Administrator A Name + Date Modified ial
‘ Recovery [C4 Contacts [ 4 Contacts 11/22/2017 8:00 AM
4 Desktop [ i Desktop 11/21/2017 3:47 PM
B C EUWTTS 4 i Documents 11/22/2017 8:00 AM
M File Recovery - [l Downloads 11/22/2017 B:00 AM
B [ Favorites
" B Links [ s Faverites /212017800 AM
h Image Manag... > i e o= 5
A e “ Recovery ltems:
W Virtualization » -
File Path 3 Recavery Options:
[ C\Users\Administrator Documents
& Utilities > 4 C\Users\Administrator Downloads [ Copy ACL
¥ Local Host [T Not overwrite existing folder or file

Host Name: server01
Domain; WORKGROUP
IP Address: 192.168.123.76
Logon User:  Administrator

PreBoot: No Recovery To: £ \\SERVER02 - | |
Mounted: No - S

Previous Done Cancel

Task: None

0.0 %
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6. Click [...] (Browse) to select the destination to save the restored item.
Click [Save].

B Activelmage Protector - [u] x
on  View Preferes U Help
Management Console
B Dashboard File Recovery
‘ Backup 1 Select Recovery Point 2 File Recovery
andby [ Backed up files
& O Administrator A | Name . Date Modified ~

‘ Recovery (L4 Contacts [ £ Contacts 11/22/2017 8:00 AM

[ Desktop [ i Deskiop 1172172017 3:47 PM

- I Documents Gii Documents 1172272017 200 AM
(i Downloads ; -
o [Z4 Downloads 11/22/2017 8:00 AM
- [ Favorites 6
3 Links 94 Favorites TN22U201T500AM
4 Music v|l< >
I © Recovery ltems:
i Virtualization
© File Path - Recovery Options:
4 C\Users\Administrator\ Documents

W Utilities [ C\Users\Administraton\ Downloads El Copy AcL

" Local Host

[C] Not overwrite existing folder or file
Host Name:  server01

Domain: WORKGROUP
IP Address:  192.168.123.76
Logon User:  Administrator

Mounted: No

8 RFE For Folder X

Please select place where you want to recovery the file(s) then click
select button.

- {3} Local
[ Desktop
B~ 4 Documents
E- &8 Local Disk (C3)

[ Perflogs
B [ Program Files
- [ Program Files (x86)
4 Users
B 4§ Windows
| [y restore |
B- 4 temp

~& CD/DVD ROM (D)
£ €3 Network
& 192.168.123.77
& Pt
[ el
i SERVERDI
& SERVERD2

Folder:  Ci\restore -

[ Make New Folder | | Save |Car|ce|
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7. Click [Done] to start the recovery process.

B Activelmage Protector

Operation View Preferences Utlities Help

File Recovery

‘ Backup

o

1 Select Recovery Point

vStandby [0 Backed up files

2 4 Administrator

‘ Recovery

- Volume Recovery

[ Contacts

M rie Recovery

E Image Manag... >

¥ Virtualization >

Ej Dashboard
|
|

[ C:\Users\Administrator\Documents
Utilities >
I¥ Local Host

[ C\Users\Administrator\Downloads

Host Name:
Domain: 'WORKGROUP

IP Address:  192168.123.76

LogonUser:  Administrator

PreBoot: No Recovery To: | (-3 \\SERVERD2
Mounted: No

Task: None

A Name + Date Modified =

[ i Contact 11/22/2017 8:00 AM

[ C4 Deskiop 1172172017 3:47 PM

(4 Documen ts 11/22/2017 8:00 AM

[ Download 11/22/2017 8:00 AM

[ i Favorits NR0TB0AM
v ? >
- Recovery Options:

Copy ACL

2 File Recovery

Not everwrite existing folder or file

= .

6-2. System Recovery

The following are the operating procedures for system recovery by using boot
environment in USB device or optical media built with Activelmage Protector BE

Builder.

Note: Please be aware that, as a result of system recovery, the data stored in local

folder are entirely purged.

1. Set the boot media to your machine and boot into the boot environment from
the boot media. Please wait until boot environment completely boots up.
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Help Language

¥ minint-e41ae3b

Dashboard

B pashboard Dashboard

) Refresh
W Current Task .
‘ Backup
@ Tosk log -
‘ Recovery 8 Disk Information -
. Valume Name File System Volume Size | Used Space Associated
- 8 =2 Disk0
'\I Image Ma 8 Recovery () Windows Recov.. 450.0ME 227.9M8 Disk0
s Local Disk () FAT32 99.0M8 248MB Disk 0
- &9 Local Disk (C;) NTFS 594G8 13.8G8 Disk 0
W Virtualization
W Urilities
= Basic 2, Dynomicdisk ©s Volume = Dynamic volume
" Local Host
Host Name: minint-edlae3b
Domain: WORKGROUP
IP Address:  160.254.216.97
Logon User:  SYSTEM
Mounted: Mo
Task: None
0.0% DC
Y | !

Note) The left pane of Activelmage Protector for Hyper-V Enterprise screen
is different from the one of Server Edition.

B Dashboard

& Backup

& Recovery

Ri Image Manager

W Virtualization

W Utilities
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2. Please configure the network settings in order to access the network shared

3.

folder specified for the target destination.
Select [Utilities] — [Network Setting].

|¥ minint-ed1ae3b

B Dashboard Utilities

& Backup

File Explorer { b Network Setting
‘ Recovery > —d N

E’ Image Manager¥

a Driver loader |-| Launch Command Prompt
& Virtualization ¥

| Launch AIP CLI

Repair Boot Configuration

W viilities N

Launch A.LR. |E| Display Setting

Host Name:  minint-e41ae3b
Domain: WORKGROUP
IP Address: 169.254 216.97
Logon User:  SYSTEM

Mounted: No
Task: None
0% DIQ!

[NetJapan Network Config] windows is displayed. This example shows that
[Use the Following IP address] is selected. Please configure the settings
according to your network environment. Specify “192.168.123.76” for [IP
Address:], “255.255.255.0” for [Subnet mask], “192.168.123.254" for [Default
gateway], Select [Use the following DNS server address] and enter
“192.168.123.254”. Click [Apply] and [OK] to complete the settings.

Netlapan Network Config ()
General  Metwork Drive
Network Adapter
Intel(R) 825741 Gigabit Network Connection - |E|

MAC: 00-0C-29-A5-CD-42

1P Address :

@ Obtain an IP address automatically

@ Use the following IP address

IP Address: 192 . 168 . 123 . 76
Subnet mask: 255 .255 .255 . 0
Default gateway: 192 . 168 . 123 . 254

DNS

@ Use the following DNS server address

192 . 168 . 123 .25

Apply
- -
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4. Go to [Option] — [Launch Command Prompt] and ensure that the settings such
as IP Address are correctly configured. Enter “ipconfig” command and press
Enter key. Make sure that the |IP address is correctly specified.

BN B X:¥windows¥SYSTEM32¥cmd.exe =2 [oR| ==
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5. Select [Recovery] — [Volume Recovery].

Operation v Ut elp Language

¥ minint-ed1ae3b

B Dashboard Recovery

‘ Backup

‘ Recovery Volume Recavery
Recovery entire disk or specific volumes along with volume
& volume Recovery metadata from backup.

'\l Image Manager ¥

W Virtualization

= Urilities

I" Local Host

Host Name:  minint-edlae3b
Domain: WORKGROUP
IP Address:  168.254.216.97
Logon User:  SYSTEM
Mounted: No

Task: None

Help Language

¥ minint-e41ae3b

B Dashboard Volume Recovery
‘ Backup 7 Select Recovery Point 2 Restore Settings 3
& Recovery || Backup Destination B source Computers - L Revovery Points =
< 11192168 123 FAdisH -
& volume Recover
- 4} Local
'\I Image Manager i &5 Local Disk (C)
- Boot Environment (D3]
B ot €8 Boot (X)
W Virtualization @ il

W Urilities

i" Local Host

Host Mame:  minint-e41a3b

Domain: WORKGROUP I1® Backup
1P Address: 169.254.216.97
Logon User:  SYSTEM
Mounted: No

Cancel
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file://192.168.123.77/disk

7. For user authentication, please enter “192.168.123.77\aipuser” for user name
and predefined password. Click [Connect].

eration v Utilities Help Language

¥ minint-e41ae3b

g Dashboard Volume Recovery
‘ Backup 7 Select Recovery Point 2 Restore Settings 3
& Recovery L Backup Destination B source computers - ) Revovery Points =
< | 192168123 77\disk -
& volume Recover
& (4} Local
'\l Image Manager i &5 Local Disk (C)
|~ - Boot Environment (D3
an e Activel e
W Virtualization @ 4] e = s
I:gz:seus.nmwy || Connect | Cancel
W Urilities ie. hostname\username or domain\usermarme

Please enter usemame and passiord!

i" Local Host

Host Mame:  minint-e41ae3b

Domain: WORKGROUP 12 2ackup
1P Address: 169.254.216.97

Logon User: SYSTEM

Mounted: No

Task: None

Cancel

elp Language

¥ minint-e41ae3b

B Dashboard Volume Recovery
‘ Backup 1 Select Recovery Point 2 Restore Settings
& Recovery L Backup Destination B source computers + L Revovery Points =
< | 1192168 123.7A\disk - 01 ®& 201771130 14:57:24
B 18 serve eI
& (&Y Local 18 serverd? & 201711430 14:55:59
‘\1 Image Manager {~ & Local Disk (C3) & 2017/11/30 14:54:38
++ - Boot_Environment (D3] & 200 45238
S A L & Boot ()
W Virtualization I o & 01130 1451:14

B 19216812277 2017/11/30 14:40:47

W Urilities i disk

1" Local Host

Host Name:  minint-edlae3b

Domain: WORKGROUP 12 Backup Information
IF Address:  160.254.216.97 System: Microsoft Windows Server 2016 Standard Edition (build 14393), 64-bit(64); Source: Disk 0, Volume ()/G/C:
Logon User:  SYSTEM D ication: Ves; C ion: High; No; C 5
Mounted: Mo
Task: None
00% (=

Cancel
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9. [Restore Settings] window is displayed.

Help Language

B Dashboard Volume Recovery

‘ Backup 7 Select Recovery Point | 2 Restore Settings 3 Summary

‘ Recovery Source Objects: (@) How to

& volume Recovery

Disk0 7 7
Fl Basic (GPT)
Image Manager 60.0GE
< 8 % Used: 14165

Virtualization

= Urilities

Target Settings: (@) How to

igure. W) [T] Post Restore Operation  Rebox

Disk 0
Basic (GPT)

60.0G8
% lsed: 741GB

I" Local Host

Host Name:  minint-edlae3b
Domain: WORKGROUP
IP Address:  168.254.216.97
Logon User:  SYSTEM
Mounted: No

Task: None

10. Right-click on the restore source selected in [Source Objects] and select “Disk
0 - Basic (GPT)” for [Target].

Operation Help Language

¥ minint-e41ae3b
B Dashboard Volume Recovery

‘ Backup 1 Select Recovery Point I 2 RestoreVSettings | 3 Summary
‘ Recovery ’

B voumer

Disk 0

hl Image Manager
g 9 % lsed: 14.1GB

i | Disk 0- Basic (GPT)

N Ao
W Virtualization

W Utilities

Target Settings: (@

W) [7] Post Restore Operation  Re

Disk 0
Basic (GPT)
600GB

% Used: 14168

1" Local Host

Host Name:  minint-edlae3b
Domain: WORKGROUP
IP Address: 169.254.216.97
Logon User:  SYSTEM
Mounted: No

Cancel
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11. Please review the settings in [Target Settings] and click [Next].

Operation v Ut elp Language

minint-ed1ae3b

B Dashboard Volume Recovery

‘ Backup 7 SelectRecovery Point | 2 Restore Settings 3 Summary

‘ Recovery Source Objects: (@) How to
& volume Recovery Diko
Basic (GPT)

FI Image Manager ¥

594 GB NTFS

600GB

% Used: 14168
. e

W Virtualization >

= Urilities

Target Settings: @ Hov igure. W) ] Post Restore Operation  Reboot system |

Disk0
Basic (GPT)
60,068

2 Used {14168

Host Name:  minint-edlae3b
Domain: WORKGROUP
IP Address:  168.254.216.97
Logon User:  SYSTEM
Mounted: No

Cancel

minint-e41ae3b

B Dashboard Volume Recovery

& Backup 1 Select Recovery Point 2 Restore Settings 3 Summary

‘ Recovery Ml After Restoration:

@ voiume Recor

Disk 0
Basic (GPT)
0GB

hl Image Manager
2 Used: 14168

\I: Virtuali.
Utilities
Details

Source:
92, T68. 123 77\disK\ server01@ backup02 d00 00001_i00005. aii (Disk )

A

fit volume size: No
Boo settings

MBR: Restore MBR

First Track: Restare First Track

Disk Signature: Restore Disk Signature
Host Name: minint-c4lae3b
Domain: WORKGROUP.
IP Address:  169.254216.97
Logon User:  SYSTEM
Mounted: Mo

Post Restore Operation: No

= [—J< fact Wl et
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13. Restore task started.

Help Language

int-e41ae3b

Dashboard

B Dashboard Dashboard

i W Current Task B
& Backup

s Status Task Start Time Progress (%)

|0 Running Restore. 2017/11/30 19:50:00 q 32% W |

%) Refresh

Selected Task

L Pause Task

‘ Recovery L cancel Task

'\l Image Manager
@ Task iog

Virtualization 8 Disk Information -
Volume Name File System VolumeSize | UsedSpace | Associated
2, & 2 Disko0
& utilities s Unollocated 50068 Disko

2 5 :
) Basic %, Dynamicdisk = Volume =8 Dynamic volume

Disk 0
Basic (GPT)
600GB

% Used: Q0B
v Used : 0.0 Bytes

Host Name:  minint-ed1ae3b
Domain: WORKGROUP
IP Address:  169.254.216.97
Logon User:  SYSTEM
Mounted: No

Task: Restore Image
q 32% wim

I . ritei

14. When the Progress reaches “100%”, the recovery task completed. Select
[Operation] — [End] to shut down or reboot the machine.

Ensure that the restore task successfully completed.

Operation Help Language
int-e41ae3b

Dashboard

B pashboard Dashboard

‘ Back W Current Task —
Jackup

) Refresh

Selected Task

Status Task Start Time Progress (%) By Pause Task
& Done Restore 2017/11/30 19:50:00 S C— () (= I
‘ Recovery

L Cancel Task

'\I Image Manager
@ Task log “

Virtlization 8 Disk Information -
Volume Name Fiie System Volume Size Used Space Associated
o & 2 Disk0
W Utilities < Unallocated 80068 Disk 0
= Bosic 2, Dynamicdisk s Volume s Dynamic volume

Disk0
Bosic (GPT)
60,068

% Used: 0.0 Bytes

" local Host

Host Name:  minint-edlae3b
Domain: WORKGROUP
IP Address: 192.168.123.76
Logon User:  SYSTEM
Mounted: No

Task: None

Y U oo




7. Image Manager

Image Manager tools provide a number of options that provide efficient
management of backup image files.

1. Start Activelmage Protector.

Windows Server 2008 R2 or earlier server OS:
Click [Start] — [All Programs] — [NetJapan] — [Activelmage Protector].

Windows 7 or earlier Desktop OS:
Click [Start] — [All Programs] — [NetJapan] — [Activelmage Protector].

Windows Server 2012 or later server OS:
Click [Start] — [Applications] — [NetJapan] — [Activelmage Protector].

Windows Server 8 or later Desktop OS :
Click [Start] — [Applications] — [NetJapan] — [Activelmage Protector].
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2. Select [Image Manager] - [Image Manager].

BB Activelmage Protector

Operation View Preferences Utilities  Help

I server0i

:‘ Dashboard | Image Manager

‘ Backup
Image Manager

[ vStandby m Select 2 profile or folder to review detailed information

o select another operation to Verify, Consalidate,or
Archive backup image files.

‘ Recovery >

Mount Image

Mount an image for granular viewing, recovery or
adding files to the image. Unmount the image when

—— finished.
© Virtualization >
¥ Local Host — iSCS| Target Server

Serve an image as ISCS! Target for platform
independent file recovery, virtualizston and 05 boot.

serverd]
Domain: WORKGROUP
IP Address: 19216212376
Logon User:  Administrator
PreBoot: No
Mounted: Ne

B Dashboard
‘ Backup
‘ Recovery

Hl Image Manager

W Virtualization

= Utilities

Note) The left pane of Activelmage Protector for Hyper-V Enterprise screen is
different from the one of Server Edition. There is no “iSCSI Target Server” menu.
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3. Select a backup

image file.

B Activeimage Protector

o
=1
. R

tion View

server(1

Dashboard

Backup

vStandby
acovery

Image Manager

age Mar

Mount Image

¢ ez R @ B A

Virtualization >

& Utilities
" Local Host

server01

Domai WORKSROUP
IP Adidress: 192.168.123.76
LogonUser:  Administrator
PreBoot: No

Mounted: No

Task: Mone

0.0%

Image Manager

O3 \\192.168.123.7TNdisk

Operation

Refresh

Verify

File name Size Date Modified
server)1@backupl1_d00_00001.aiv 5568 11/30/2017 2:25 PM ©3 Consolidate...
5 [B server1@backupl2_d00_0000T .aiv 3568 11/30/2017 2:47 PM ] =
£ Archive ImageF.
Compute MDS
& pav
1] Mount
¥ Delete
Image File and Source Computer Information v
Image Version 5.0.04354 (208) BackupType:  Base

Backup Source Recovery; C;
Ne

No

Compression:
Split Image File: Password:

Unused Sector: MD5 File

0S5 Name: Microsoft Windows Server 2016 Standard Edition (build 14393), 84-bit(64)
ComputerName:  serverD1
Comment:

Details.

Deduplication (Level 2)
Ne
No

Disk Map

7-1. Verify Image

1. Verify the integrity

of a backup image.

Select a file then click [Verify].

B Activelmage Protector

tion  View

server01
Dashboard
Backup

vStandby

Image Manager
age Manager
Mount Image

Virtualization ~ »

¢ ez R @ p A

Utilities
Local Host

Host Name: serverD1

Domain: WORKGROUP
IP Address: 192.168.123.76
Logon User:  Administrator
PreBoot: No
Mounted: Ne
Task: None

0.0%

Image Manager

03 \\192.168.123.TNdisk

Operation

Refresh

File name Size Date Modified
rver) @backupd1_d00_00001.aiv 5568 11/30/2017 2:25 PM == Conselidate..,
&[5 server)l@backup02_d00_0000.aiv 5.5G8 11/30/2017 247PM | =
£ Archive ImageF...
Compute MD3

& pav
1] Mount
X Delete

Image File and Source Computer Information &

Image Version 5.0.04354 (208) Backup Type:  Base

Backup Source Recovery: C;

Ne

Compression:

Split Image File: Password:

Unused Sector: No MD5 File

05 Name: Microseft Windows Server 2016 Standard Edition (build 14393), 64-bit{64)
Computer Name:  serverDl
Comment:

Details.

Deduplication (Level 2)
Ne
No

Disk Map
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Verify 1 files.

Y
i
&%

Post task execution processing

Mothing

B Activeimage Protector
Operation View Preferences Utilities Help

¥ server01

Dashboard

B Dashboard Dashboard

4) Refresh
‘ Back A& System Health Status Selected Task .
3ackup =
: W Current Task - Ly Pause Task
. Satus Task Start Time Progress (%)
[ vStandby 2 - g Cancel Tesk
I Done Verify_Quick 11730/2017 31200 P DS (1 (™ |

‘ Recovery ?

B Image Manager >
B Schedule +

& Virtualization > Name Task Valid From Last Run Date/Time | Next Run Date/Time
Backup_20171130...  Backup 11/30/2017 2:45...  11/30/20172:557...  12/1/2017 1:00:00 ...
= Utilities >
me:  serve

'WORKGROUP
IPAddress:  192.168.123.76
Logon User:  Administrator
PreBoot: Ne

Ne

7-2. Consolidate Image Files

1. Select multiple incremental backup images to consolidate them into a single
incremental file. Select the files and click [Consolidate] in the right pane.
You can configure the following option settings.

Keep original image files - By default, the original image files will be deleted
after the consolidated file is created. Check this box to retain the original files.
Compute MD5 - Check this box to create an MD5 checksum file for the
consolidated image file.

Execution Priority - Depending on the number of processes running on the
system, adjust the execution priority for the consolidation process.

Post task execution processing - Choices included are

to [Reboot] or [Shutdown] once the consolidated file is created.
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Consclidate 5 files Total size:  289.2 MB

Optien
[] Keep eriginal image files
[[] Compute MD5

Execution Priority

Light L}

Post task execution processing

Mothing

es  Help

+ Success: [Consolidate_Quick]. Process Time [6 sec].

Dashbeoard

Dashboard

A& System Health Status
Backup T —————
l W Current Task -

db Status Tack Start Time Progress (%)
dby
. | & Done Consolidate Quick 11/30/2017 31800 PV (O (1

Dashboard

Selected Task

Lip Pause Task

I [ Cancel Task

Recovery

Image Manager | © sk og
l B Schedule .

* Virtualization Name Task Valid From Last Run Date/Time  Next Run Date/Time
Backup_20171130...  Backup 11/30/2017 2:45...  11/30/2017 2:57...  12/1/2017 1:00:00 ..

Utilities

server(1
Domain: WORKSROUP
1P Address: 192.168.123.76
Logon User:  Administrator
PreBoot: No
Ne
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7-3. Archive Backup Image File

1. Archive feature unifies a base image file and an uninterrupted series of
incremental files in the same generation set into a full backup file and saves it
under a different name. Select a full (base image file) and incremental files
from the same generation set.

B Activeimage Protector

Operation View Preferences Utilities Help
¥ server01

B Dashboard Image Manager
4) Refresh
03 \I92.168.123.7TNdisk - @
‘ Backup Verify
File name Size Date Modified
= BB serverd1@backupd_do0_00001.aiv 5568 11/30/2017 2:25 PM e Censolidate..
[ vStandby g server01@backup02_d00_00001.aiv 5568 11/30/2017 247 PM =
| R serverd1@backup02_d00_00001_i0000T.aii  66.4 ME 11/30/2017 2:52 PM it
& Recovery > [ serverd! @backup02_d00_00001_i00002.aii 628 MB 11/30/2017 253 PM e
[ served1@backup02_d00_00001_i00003.aii 519 ME 11/30/2017 255 PM
o B®) serverd!@backupl2_d00_00001 00004l 53.8ME 11/30/2017 256 PM @ pav
h Image Manager B serverd1@backup02_d00_00001_i00005.aii 544 MB 11/30/2017 2:58 PM
~ T'] Mount
Wi
u Mount Image X Delete
e b
& Virtualization ¥ | Image File and Source Computer Information &
B Utilities N 5.0.0.4354 ( 208) Base
Gt 7| = Recovery: C; :  Deduplication (Level 2)
ocal Host
Mo Ne
Host Name:  server01
No No
Domain: WORKGROUP
P Microsoft Windouws Server 2016 Standard Edition (build 14393), 64-bit(64)
Logon User:  Administrator me:  server0l
PreBoot: No
Mounted: No
Task: None
Details Disk Mep

2. You can configure the following option settings.
Compute MD5 - Creates an MD5 checksum file for the archived file.

Priority - Depending on the number of processes running on the system, adjust
the execution priority for the archiving process.

Post task execution processing - Choices included are to [Reboot] or
[Shutdown] once the archived file is created.
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Aunghine

Drestinatagm

Folder : V\SERVERDT vk’ e maglt sy | ——— |
Surtiiasy

Anchiee 6 R ol e SEGE

Cipticn

Coenpute MG

Pnonty

Light [ 5 Fait

Post tauk esecution processing

Ntk -

-
=

-

3. Upon completion of Archive task, the following information is displayed in
Dashboard window.

Activelmage Protector

references  Utilities  Help

¥ server01 + Success: [Archive_Quick]. Process Time [5 min 49 secl.
B Dashboard Dashboard

A System Health Status
‘ Backup R ———————————
| W Current Task -
Status Task

E vStandb Start Time Progress (%)
vStandby
i IQ Done Archive Quick 11/30/20173:21:00 PV (G (1) (=) |

‘ Recovery

h Image Manager | © sk og =

[ B Schedule a
W Virtualization Name Task Valid From Last Run Date/Time  Next Run Date/Time
Backup_20171130... Backup 11/30/2017 2:45...  11/30/2017 2:57...  12/1/2017 1:00:00 ...

= utilities

Host Name: server)1
Domain: WORKGROUP
IP Address: 192.168.123.76
Logon User:  Administrator
PreBoot: No

Mounted:

_

7-4. Compute MD5 hash value

1. Create an MD5 checksum for the selected image file. This can be used as a
security measure to check if internal tampering of the image file has occurred
in a copy of the image.
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De you want MD5 computed for the selected 1 files?

The computed results {*MD5} will be saved
in this folder,

Post task execution processing

Mothing

Upon completion of computing MD5, the following information is displayed in
Dashboard window.

Activelmage Protector

Preferences  Utilities

' Success: [CalcMd5_Quick]. Process Time [33 sec].

Dashboard

Dashboard

& Backup T e
[ W Current Task -

Status Task Start Time Progress (%)

Selected Task

L Pause Task

=

L Cancel Task

|O Done CaleMds_Quick 1130201732600 PV CGGESS (©) (=) |
3
y
Bi 1mage Manager ‘MJ"OQ—
[ B schedule a
¥ Virtualization Name Task Valid From Last Run Date/Time | Mext Run Date/Time
Backup_20171130... Backup  11/30/2017 25... 11/30/2017 2:57... 12/1/2017 1:00:00 ...

&= Utilities

server0l
Domain: WORKGROUP
IP Address: 192.168.123.76
Logon User:  Administrator
PreBoot: No
No

[ & Disk Information
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3. Please make sure that the MD5 file

is created by using Windows Explorer.

8items

Program Files
Program Files !
temp

Users

Windows

== Local Disk (E:)

l5DESDB5BDlEEBBA?AEBZLCAEBBYJ.ABSSB

1 item selected 32 bytes

v — ] x
Home Share View
u & cut B Morc o+ | X Detete Lrihe (2| Open = HHselectal
| Copy path ﬂ' Edit 10 Select none
Ci Paste - E - N P i
oy : EI Paste shortcut Copyto EﬁReﬂame fof;:r ropf e DDIrwert selection
Clipboard Organize New Open Select
. v > Local Disk (C2) » disk v O Search disk pel
~ Marne Date modified Type Size
7 Quick access
I Desktop » R serverd1@backupd1_d0oD_00001 11/30/2017 225 PM  AIV File
. serverl1@backup01_d00_00001.aiv.md5 11/30/2017 3:31 AM  MDS5 File
Dacuments  # serverd1 @backup02_d00_DODOT 11/30/2017 247 PM ANV File
& Downloads A cerverd ®backup02_d0D_DODOT_i0D00T 11/30/2017 252 PM Al File
[&] Pictures - R serverd1@backup02_d0D_00DOT_i00002 11/30/201 All File
temp » R serverd 1 @backup02_d00_D000T_i00003 11/30/2017 All File
A serverd 1 @backup02_d0n_DODNT_i0D004 11/30/201 All File
& This PC A
— R serverd1@backup02_d0D_DODOT_i0000S 11/30/201 All File
i Local Disk (C: -
& Local Disk (C | serverD1@backup01_d00_00001.aiv.md5 - Notepad — O K
disk
= Fle Edit Format View Help
Perflogs
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7-5. Delete

You can select to delete a base or incremental image file(s). Please keep in mind
that this type of deletion cannot be undone.

Delete the selected 1 file(s)? If the base image file is deleted, all
image files in the generation set are collectively deleted.

eleting an incrernental image file in a generation set will damage
Deleting tal ge fil g t £ will d g

dependency of the subsequent incremental files,

7-6. Manually run BootCheck

BootCheck automatically tests to provide confidence that your backup images are
bootable. In earlier versions of Activelmage Protector, BootCheck feature was
provided as an option for Post-backup Process (to run the task upon completion of a
backup process). Activelmage Protector Update 4 provides newly enhanced
BootCheck enabling you to ensure that backup images are bootable locally or on a
remote Hyper-V or ESXi host you specify. Besides, you can now manually configure
BootCheck task to run at a specified time.
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1. To manually run BootCheck, please select [Image Manager] - [Image

Manager] in the left menu pane.

A Activelmage Protector

tion View Preferenc

¥ serverD1

W@ Dashboard
‘ Backup
@ vStandby
‘ Recovery

hj Image Manager

h.l Image Manager
m Mount Image

Target Server
¥ Virtualization >

¥ Local Host

serverDl

Domain: WORKGROUP
IP Address:  192.168.123.76
Logon User:  Administrator
PreBoot: No
Mounted: Ne

or select another operation to Verify, Consolidate,or

Image Manager
m Select a profile or folder to review detailed information
Archive backup image files.

Mount Image

Mount an image for granular viewing, recovery or
adding files to the image. Unmount the image when
finished.

iSCSI Target Server

Serve an image a5 i5CS Target for platform
independent file recovery, virtualizaton and 05 boot.

2. [Image Manager] window is displayed as follows. Click on [¥] to the right of

the the text box at the top of the list.

8 Activelmage Protector

tion View Preferences Utiliti

server01

I:] Dashboard
‘ Backup
[';ﬁ_‘ vStandby
‘ Recovery

h_l Image Manager

h Image Manager
Mount Image

Image iSCS| Target Server

% Virtualization  »

Image Manager

Select Profile or Folder ...

Select Profile or Folder
= scheduled!

3 \\192.168.123.7Ndisk
Select folder...

Image File and Seurce Computer Information

Backup time:

¥ Local Host Image Version

Backup Source

server]

it Fsd Split Image File:
IPAddress:  192.162.123.76 Unused Sectar:
Loaon User: Administrator

PreBoot: No. 0S5 Name:

Ne Computer Name:

Comment:

Details.

Image Type
Backup Type:
Compression:
Password:

MD3 File

Disk Map

70

@3 Consolidate...

£ Archive Image F..

Compute MD3
& p2v
1 Mount

K Delete




3. Select a folder and the backup image files included in the folder are listed. The
detailed information of the selected backup image file is shown in the lower
pane.

A Activelmage Protector

tion View Preferenc

¥ serverD1

B} Dashboard Image Manager
‘ Backup
File name Size Date Modified
[@ vStandby server01@backup01_d00_00001 aiv 106 GB 11/18/2019 9:44 P I
@ Consolidate..
‘ Recovery | £ Archive Image F..
hl Image Manager
= & pav
h.l Image Manager
B vount image 7 Mount
Image ISC5I Target Server K Delete
Image File and Source Computer Information v
T Sl
W Virtualization >
Backup time: 11/18/2019 %:43:53 PM Image Type  Agent-Base
Lo casnig: Image Version 5.1.2.5931 (209) Backup Type:  Base
Backup Source  Systemn Reserved; C; Compression:  Standard (Fast)
server0l
D WORKGROUP Splitimage File Mo Password: No
IP Address: 152.168.123.76 Unused Sector: No MDS File No
LosonUser: ~ Administrator : ; :
o Mo 05 Name: Microsoft Windows Server 201 Datacenter Edition (build 14383), 64-bit(64)
Mounted: Ne Computer Name:  server01
Comment:
Details Disk Map

4. Summary of the backup task is displayed. Right-click on a backup image file in
the upper pane to display the right-click menu.

8 Activelmage Protector
ation View Preferences

¥ server01

gj Dashboard Image Manager
£ \\192.168.123. 7N\ disk - @
‘ Backup |
| File name Size Date Modified
@ vStandby server| @backupli1_d00_00001.4: ANEGE 11/18/2013 3:44 PM
| Fetos & Consolidste..
BootCheck
‘ Recovery Verify £ Archive ImageF...
ﬁ Consolidate...
h! Image Manager Archive Image File
o Compute MDS @ pov
hj Image Manager
P2V
Mount
Mount Image 5
B it Mours
m age iSCSI Target Server | Delete K Delete
Image File and Source Computer Informamion v
N i
¥ Virtualization » ;
Backup time: 11/18/2019 9:43:53 PM Image Type ~ Agent-Base
R Image Version 5.1.8.5931 (209) Backup Type:  Base
BackupSource  System Reserved; C; Compression:  Standard (Fast)
server0l ; -
et e Splitlmage File Mo Password: No
IP Address: 192.168.123.76 Unused Sector: No MDS5 File No
Administrator
05 Name: Microsoft Windows Server 2016 Datacenter Edition (build 14393), 64-bit(64)
Computer Name:  serverd!
Comment:
Details Disk Map
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5. Select [BootCheck] in the right-click menu. Review the configured settings and
if you do not need to change the setting, click [Start BootCheck] button in the
following dialog.

BootCheck Computer:

serverQ]

@ Working Agent:

This Computer

15 Settings

[T Try previous images if BootCheck failed.

Time-out: 600 t:‘ Seconds

6. BootCheck process starts to ensure that the selected backup image is
bootable.

BootCheck Computen
server(]
5 Working Agent:

This Computer

Settings

Try previous images if BootCheck failed.

Time-out: | 600 +| Seconds

.' . BootCheck running...

Cancel
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7. Upon successful completion of BootCheck process, you will get the following
message.

BootCheck

BootCheck Computer:

server(]

I# wo rking Agent:

This Computer

Settings

[T Try previous images if BootCheck failed.

Time-out: 600 + Seconds

& BootCheck successed!

Close

Manual BootCheck added to Image Manager enables you to check bootability of a
backup image file of which bootability is yet to be tested at a specific timing for
example right before restoring the backup image.
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8. Mount Backup Image

1. Go to [Image Manager] and select [Mount Image].

A Activelmage Protector
Operation View Preferences Utilities Help

¥ server01

B} Dashboard [ 'mage Manager

‘ Backup
Image Manager

[5] vstandby m Select a profile or folder to review detailed information

o select another operation to Verify, Consolidate,or
Archive backup image files.

d Recovery b4

h' Image Manager
Mount Image

=] Mount an image for granular viewing, recovery or

= adding files to the image. Unmount the image when

—— finished.

h Image Manager

SI Target Server
a0 . . .
& Virtualization ¥

I"  Local Host iSCSI Target Server

Serve an image a5 iSCS| Target for platform

server01 independent file recovery, virtualizaton and OS boot.

Domain: 'WORKGROUP
IP Address: 192.168.123.76
Administrator

Note) The left pane of Activelmage Protector for Hyper-V Enterprise screen

is different from the one of Server Edition. There is no “iISCSI Target Server”
menu.

B} Dashboard
&8 Backup
‘ Recovery

FJ Image Manager

& Virtualization

= Utilities
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2. Select the backup image to mount. If the selected image includes multiple
disks, select a disk.
Select a volume to mount from the image.
Specify the drive letter and click [Mount]. The image file can be mounted as
read-only (default) by selecting the [Mount as Read-only] option.

Activelmage Protector

Op ion View Preferences Utilities Help

¥ server01

B Dashboard Mount Image

Image File to Mount
‘ Backup

\\192.168.123. 7 N\diski\serverl1@backup02_d00D_00001.anv - 1

I\'m\umethcuni I Disk in Image  Disk 0 (60.0 GB) -

o 4500 MB

D2 99.0MB
‘ Recovery >
© ¢ 50468

[ vStandby

hl Image Manager
B :
M Drive Letter: E - |i}MuunlasR&ad-any |

By .
v Virtu Mounted Volume

= utilities

'WORKGROUP
IP Address: 192.168.123.76
LogonUser:  Administrator
PreBoot: No
Mounted: No

Task: None
00%
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3. In the mounted image file, you can select and open or copy a file / folder in the
same manner as you operate read-only drive in Windows Explorer.

& A= DriveTools  Local Disk (E - ui
Home Share View Manage [7]
<« “ A > ThisPC » Local Disk (E) v~ & | Search Local Disk (E »

MName Date medified Type Size
v 3k Quick access

[ Desktop

E] Documents Program Files (x86) 11/
4 Downloads temp 11/,

] Pictures Users. 1/

Perflogs 7/16/2016 10:23 PM  File folder
Program Files 11/ 313PM  File folder
144 PM  File folder
PM  Filefolder
) AM  File folder
1:44PM  File folder

temp Windows 1/

~ O This PC
I Deskiop
%] Documents
Jb Downloads
b music
=] Pictures
B videos
i Local Disk (C:)
> e LoOcal Disk (E:)

‘i Local Disk (C:)

=¥ Network

6items =]

4. To unmount the image file, Select a mount point from the [Mounted Volume].
Click [Unmount].

8 Activelmage Protector

Operation View Preferences Utilities Help

I server0i

B Dashboard Mount Image

‘ Backup

Image File to Mount

\\192.168.123. 7N\ disk\server01 @backup02_d00_00001.aiv ‘
= Volume to Mount Disk in Image  Disk 0 (60.0 GB) -
[ vStandby
91 450.0MB
D2 W0MB
‘ Recovery b

® C 50468
hl Image Manager
Fl Image Manager

Mount Image Drive Letter: F d

Y 3 B . 1
¥ Virtualization ¥ |Muunted\fﬂlume |

= E  (\192.168.123.77\disk\serverd1@backup02_d00_00001.aiv Disk:0 Volume:3) [read-only]
W Utilities >

¥ Local Host

server0l
Domain: WORKGROUP
IP Address: 192.168.123.76
LogonUser:  Administrator
PreBoot: Neo
Ne

[7] Force unmount even if in use.

hount ~ Unmount

*Uncheck [Mount as Read-only] option to mount the image file as writable.
The changes made to the image file are saved in a differential image file
(.aix) after the volume is unmounted.
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9. Image Management —iSCSI Target Server

Networked data storage (Network Attached Storage) includes SAN (Storage Area
Network), NAS (Network Attached Storage), etc. FC-SAN (Fibre Channel Storage Area
Network) provides high-speed data communication. However, they are expensive in
cost and complex to configure and manage.

In the meantime, iISCSI contributes to solve those problems. iISCSI provides direct
access to storage devices over network and TCP/IP packet transmission carrying
SCSI commands and data. The use of your IP connectivity enables to freely configure
iISCSI targets. iSCSI targets may be recognized and utilized to serve as a local drive.
It may consume extra CPU resources and increase the load on the network. However,
the advantages are that iSCSI targets can be freely deployed in your system
environment and the existing network devices can be used without modification.

Activelmage Protector Update 4 provides a new feature to utilize any backup image
file serving as an iSCSI target.
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9-1. Mount Backup Files to Local Disk

1. Select [Image manager] — [Image iSCSI Target Server] in the left menu in
Activelmage Protector.

v Preferences  Utilities Help

B Dashboard Image Manager

‘ Backup
Image Manager

[ vStandby m Select a profile or folder to review detailed information

or select another operation to Verify, Consolidate,or
Archive backup image files.
‘ Recovery

hi Image Manager

= & Mount Image
Mount an image for granular viewing, recovery or
adding files to the image. Unmount the image when
finished.

& Virtualization

W Utilities

iSCSI Target Server
Serve an image as iSCS| Target for platform

server01 independent file recovery, virtualizaton and OS boot,

Domain: ‘WORKGROUP
192.168.123.76

Note) The left pane of Activelmage Protector for Hyper-V Enterprise screen

is different from the one of Server Edition. There is no “iSCSI Target Server”
menu.
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2.

the list.

[ISCSI Target Server] window is shown as below. iISCSI targets will be listed
in the window. To add a target, click [Add Target] at the upper left corner of

[ Activelmage Protector

tion View Preferences

server01

m Dashboard
‘ Backup
[ vStandby

‘ Recovery

Ei Image Manager

¥ Virtualization

1 Local Host

server0l

Domain: ‘WORKGROUP
IP Address:  192162.123.76
Logon User:  Administrator

No
No

iSCS| Target Server

EE Add Target I

Server Address 192.168.123.76  Port: 3260
Mame AlX Size Content
<
Image File and Source Computer Information
Backup time: iSCS! naa:
Image Version i5CSlign:
Source: Connections:
split Image File: Intiator iqn:
Unused Sector: Bytes Read:
05 Name: Bytes Written:
Computer Name:
Comment:
Backup Type:
Details Disk Map

3. Select a backup image file and

recovery point.

[ Activelmage Protector

Operation View Preferences

¥ server01

B Dashboard
‘ Backup
[ vStandby

‘ Recovery

Fi Image Manager

& Virtualization

" Local Host

server0l

Domain: ‘WORKGROUP
IP Address: 192.168.123.76
Administrator

No
No

Utilities

Help

iSCS| Target Server

1 Select Recovery Point

i5CSI Image Change Compression
@ Store changes without compression

@ Store changes with same compression as the source image file.

|| Backup Destination

< |@mn
& (&l Local
[ Desktop

B T Documents
€8 Local Disk (1)
& CD/DVD ROM (E)
Network

B Source Computers  ~

18 Backup Information

\ ' Recovery Points

Cancel

If no network shared folder is displayed under “Network” in [Backup
Destination] column, enter a server name following “\\” in the text box.
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[0 Activelmage Protector

m Dashboard iSCS| Target Server

‘ Backup 1 Select Recovery Point
SCS! Image Change Compression
[ vs . i g g p
vStandby e e
© Store changes with same compression as the source image file.
& Recovery | Backup Destination M Source Computers  + ) Recovery Points
3 \\backupserv 7
e &} Local
hl Image Manager -~ [ Desitop
- [ Documents
B vount image - &8 Local Disk (C)
B mege Target Server — ¥ CD/IVD ROM (E)
@ Network
T . . .
W Virtualization ¥

T [# Backup Information

serverdl

Domain: WORKGROUP

IP Address:  192.168.123.76

Logon User:  Administrator
: No

No

Cancel

tion View

¥ server01

B Dashboard ISCS1 Target Server
‘ Backup 1 Select Recovery Point
5CS| Image Change Compression
o & 5CSI Image Change Compi
B vStandby @ Store changes without compression
) Store changes with same compression as the source image file.
& Recovery | Backup Destination R e ) iRecovery Points
Ei < | [ WBACKUPSERVER - &
Image Mana
8- 1a} Local
hl Image Manager i Desktop
B 4 Documents
B vount image - 8 Local Disk (C)
B moce : X 4 CD/DVD ROM(E)
- ) Network
¥ Virtualization > W o hER
i disk

I® Backup Information

server01
Domain: 'WORKGROUP
1P Address: 192.168.123.76
Administrator

Cancel

80



5. Select a backup file and a recovery point.

[0 Activelmage Protector

i5CS| Target S

B Dashboard ! i

‘ Backup 1 Select Recovery Point
SCSI Image Change Compression

S - L nwy g P
B vStandby @ Store changes without compression
Store changes with same compression as the source image file.

& Recovery L Backup Destination M Source Computers  + O Recavery Points.~ ~
< | [3 \\BACKUPSERVER\disk ~ ) 8 serverdl (5 6/172018 11:58:30 PM
& (2} Local (5 6172018 11:3537 PM

F: Image N r [ Deskiop (5 6/1/2019 11:06:15 PM

- [ Documents 5 6/1/2019 11:01:26 PM
lount Image - &3 Local Disk (C) =

et o i - _& CD/DVD ROM (E)
- B Network
¥ Virtualization  » & 8 BACKUPSERVER
Bl disk

¥ Local Host 1 Backup Information

Backup Type: Agent-base;
Host Name: Image File: \\BACKUPSERVER\disk\server01@backup02_d00_00002.aiv;
Domain: WORKGROUP Host name: server01;

server01

IP Address: 192.168.123.76 Operating System: Microsoft Windows Server 2016 Datacenter Edition (build 14393), 64-bit(54);
Logon User:  Administrator

PreBoot: No

Mounted: No

Task: None i
Cancel
0.0%

6. The backup file serving as iSCSI target is listed.

B8 Activelmage Protector

Operation View Preferences Utilities Help
T server0i
B Dashboard iSCS| Target Server
< Add Target Server Address: 192.166.123.76  Port: 3260
‘ Backup 7 :
me AIX Size Content
iqn.2019-01.com.netjapanTargetlaip.bcie |~ Bu B Bu "8 wol B5b = server0l
[ vStandby \BACKUPSERVER\disk\server01®backup02_d00_00002.aiv, ’ ) 6/1/2019 11:01:26 PM
‘ Recovery
< >
Target Server
Image File and Source Computer Information v
& Virtualization > Backup time: SCSl naa: 3
Image Version i5CSHign:
I Local Host
Source: Connections:
senverdl split Image File: Intiator iqn:
Domain: WORKGROUP
Jia Unused Sector: Bytes Read:
IPAddress:  192.168.123.76
T Gl A i 05 Name: Bytes Written:
PreBoot: No Computer Name:
Mounted: No Bommerd
Rdcaine Backup Type:
00% 3
Details Disk Map
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7. Move the slide bar to the right and display the [Connection] column.

[0 Activelmage Protector

Operation View Preferences

¥ server01

m Dashboard iSCS| Target Server

== Add Target Server Address: 192.168.123.76  Port: 3260
‘ Backup Name AIX Size Content Connections | [l

etlaip.bcEM S Y CTem L T spampuy mas) 00Bytes ;- server(1 3 " x
@ vStandby 1@backup02_d00_00002 afv, @ 6/1/201911:01:26 PM

d Recovery

Ei Image Manager

hl Image Manager

Bl vount image

< >
B mage Target Server
Image File snd Source Computer Infarmation v
R
© Virtualization ¥ Backup time: 5CSl nas: &
Image Version SCSl ign:
1" Local Host
Source: Connections:
server1 Split Image File: Intitor iqn:
o N Unused Sector: Bytes Read:
1P Address:  192168.123.76
T R 05 Name: Bytes Written:
PreBost: No Computer Name:
o Comment:
Backup Typs:
v
Detsils Disk Map

Please be aware of the detached connector icon indicating that the iSCSI
target is not network connected.
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8. Next, select [iSCSI Initiator] in Start menu to discover iISCSI target.

w

Windows Server
l Windows Accessories

. Windows Administrative Tools
> 3
amd
Windows Windows
Server Manager  PowerShell PowerShell ISE

() Component Services
Computer Management

Defragment and Optimize Drives
1‘ ey

Disk Cleanup Miirglares
Administrativ... Task Manager Control Panel

Event Viewer

Hyper-V Manager [} EI .

iSCSI Initiator Remote
Desktop... Event Viewer File Explorer
Local Security Policy
Microsoft Azure Services
ODBC Data Sources (32-bit)
ODBC Data Sources (64-bit)
Performance Monitor
Print Management

Resource Monitor

Services

o € | g

&
R
L
§E,
%
2
2
®
Ls
®
0,

9. When you try to start Microsoft iISCSI Service for the first time, you will get the
following confirmation message as shown below. Click [Yes].

Microsoft iSCSI

The Microsoft iSCSI service is not running. The service is required to be started for
15CSI to function correctly. To start the service now and have the service start
automatically each time the computer restarts, click the Yes button.
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10. iSCSI Initiator is started and iSCSI Initiator Properties window is displayed as
shown below.

iSCS| Initiator Properties XK

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: | | Quick Connect...
Discovered targets
___ Refresh
Name Status

To connect using advanced options, select a target and then

dick Connect. bt
To completely disconnect a target, select the target and <

then dick Disconnect. D
For target properties, induding configuration of sessions, Properties...
select the target and dick Properties.

For configuration of devices assodated with a target, select Bewices,

the target and then dick Devices.

o1 [ o | [
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11. At present, no iISCSI target is added to the list. Select [Discovery] tab.

iSCSI Initiator Properties K
Targets Favorite Targets Volumes and Devices RADIUS Configuration
Target portals
The system will look for Targets on following portals: I Refresh I
Address Port Adapter IP address
To add a target portal, dick Discover Portal. Discover Portal...
To remove a target portal, select the address above and D eancue
then dick Remove.
iSNS servers :
The system is registered on the following iSNS servers: Refresh
Name
To add an iSNS server, dick Add Server. Add Server...
To remove an iSNS server, select the server above and Remove
then dick Remove.
oK Cancel Apply

12. iSCSI target created by using Activelmage Protector is searched for and added
to the list. Click [Discover Target Portal].
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13. Target portal is searched for.

Discover Target Portal X

Enter the IP address or DNS name and port number of the portal you
want to add.

To change the default settings of the discovery of the target portal, dick
the Advanced button.

IP address or DNS name: Port: (Default is 3260.)
192.168.123.76| 3260
Advanced... OK Cancel

Enter “192.168.123.11” in the blank field for [IP address or DNS name]. This
IP address was indicated for [Server Address] at the upper right in [iSCSI
Target Server] window of Activelmage Protector. “3260” was indicated, by
default, for [Port]. Please make sure these numbers are identical.

[0 Activelmage Protector

Operation View Preferences Utilities Help

¥ server0l

g Dashboard iSCS| Target Server

| Add Target I
‘ Backup il

Server Address: 192.168.123.76  Port: 3260

Nare AIX Size Content

[ vStandby
‘ Recovery >
hi Image Manager
hl Image Manager
m Moun

< >
n Imag rget Server

Image File and Source Computer Information v
T
© Virtualization > Backup time: SCS1 naa: )

Image Version iSCSliqn:
¥ Local Host

Source: Connections:
Host Name:  server01 Split Image File: Intiatar ign:
Domain: WORKGROUP

diA Unused Sector: Bytes Read:

IP Address:  192.168.123.76
Logon User:  Administrator O Pl Bytes Written:
PreBoot: No Computer Name:
Mounted: No ik

elciias Backup Type:

0.0 %

Details Disk Map
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14. Click [OK] and the entered IP address is indicated under [The system will look
for Targets on following portals:].

iSCSI Initiator Properties x
Targets Discovery Favorite Targets Volumes and Devices RADIUS = Configuration
Target portals
The system will look for Targets on following portals: Refresh
Address Port Adapter IP address
192,168.123.76 3260 Default Default
To add a target portal, dlick Discover Portal.
To remove a target portal, select the address above and S
then dick Remove.
iISNS servers =
The system is registered on the following iSNS servers: Refresh
Name
To add an iSNS server, dick Add Server. Add Server...
To remove an iSNS server, select the server above and Remove
then dick Remove.
oK Cancel Apply
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15. Go back to [Target] tab. iSCSI target indicated in the following screen is listed
in [Discovered targets].|

iSCSI Initiator Properties X

Discovery Favorite Targets Volumes and Devices RADIUS Configuration
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: | | Quick Connect...
Discovered targets
Refresh
Name Status

ign.2019-01.com.netjapan:Target1.aip.bcl s ] = WB86-... Inactive

To connect using advanced options, select a target and then IE'
dick Connect.

To completely disconnect a target, select the target and "
then dick Disconnect. iocemmect

For target properties, induding configuration of sessions,

Pr ies...
select the target and dick Properties. operties

For configuration of devices assodated with a target, select Devices
the target and then dick Devices.

coca | [t

16. The name of the discovered target is the same as the backup file name added
to iSCSI target list shown blow. click [Connect] to connect to the target.

Connect To Target s

[ Add this connection to the list of Favorite Targets.
This will make the system automatically attempt to restore the
connection every time this computer restarts.

] Enable multi-path
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17. By default, [Add this connection to the list of Favorite Targets] option is
enabled. As explained under the option, the system automatically attempts to
restore the connection every time the computer restarts. Click [OK] to connect
to the target.

The [Status] of the [Discovered target] is [Connected] in [Target] tab.

iSCSI Initiator Properties X

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: | Quick Connect...
Discovered targets
Refresh
Name Status

ign.2019-01.com.netjapan:Target1.aip.boiy." B g ol ..

To connect using advanced options, select a target and then

dick Connect.
To completely disconnect a target, select the target and Disconnect
then dick Disconnect. : =
For target properties, induding configuration of sessions, Br .
select the target and dick Properties. pertes...
For configuration of devices assodated with a target, select Devices...
the target and then dick Devices.
OK Cancel Apply

Now, go back to Activelmage Protector. The detached connector icon is
attached now as you see in the following screen.
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[0 Activelmage Protector

Operation Vi

¥ server01

B Dashboard iSCS| Target Server
F Add Target Server Address: 192.168.123.76  Port: 3260
‘ Backup Name AIX Size Content Connections (il
etlaipbcts B® witu"s u @u u B wib B server0l
0.0Bytes - -
@ vStandby 1@backup02_d00_0D0D2.aiv, @ 61/201911:01:26PM
‘ Recovery
u Mount Image
< >
Target Server
Image File and Source Computer Information v
T e
& Virtualization > Backup time: SCS1 naz: @
Image Version iSCSlign:
I Local Host
Source: Connections:
server0 Split Image File: Intitor iqn:
o N Unused Sector: Bytes Read:
IP Address:  192.168.123.76
v e 05 Name: Bytes Written:
Computer Name:
Comment:
Backup Type:
v
Details Disk Map

18. Go to [Management Tool] and launch [Computer Management] to select
[Disk Management] in the left menu.

& Computer Management - O e
File Action View Help

o P EE=XDLEED

& Computer (Local | Volume | Layout | Type [ File System [ Status | € | Actions

~ i S!ystem Tools - (C) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 2: | pey -
D) Task Scheduler = System Reserved Simple Basic NTFS Healthy (System, Active, Primary Partition) s 9
@ Event Viewer More Actions »

s Shared Folders
& Local Users and Groups
%) Performance

% Device Manager
v {3 Storage

Windows Server Backug|

5y Services and Applications

A

= Disk 0 |

Basic System Reserved (&)
22357GB 500 MB NTFS 223.08 GB NTFS
Online Healthy (System, Active, P1 || Healthy (Boot, Page File, Crash Dump, Primary Partition)

“O Disk 2 L' ]|
Basic
11924 68 500 MB 1187568

i

=/CD-ROM 0
DVD (D)

No Media v
[l Unallocated [l Primary partition

~

Disk 1 is added under offline condition.
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19. Right-click on Disk 1 to display the context-menu as shown below.

& Computer Management - (m) X
File Action View Help

e amBEm=Eo

& Computer Management (Local [ Volume [ Layout [ Type [ File System [ Status | € [ Actions

v it fxﬂeﬂ" Tools - () Simple anc NTFS Healthy (Boot, Page File, Crash Dump: Primary Partition) 2 | oy -
(D) Task Scheduler = System Reserved Simple Basic NTFS Healthy (System, Active, Primary Partition) 5 2
[@] Event Viewer More Actions 3

sl Shared Folders
& Local Users and Groups|
(&) Performance
% Device Manager

v 2 Storage
W Windows Server Backug|
# Disk Management

Fly Services and Applications

= Disk 0 ' |

Basic System Reserved ()
22357GB 500 MB NTFS 223.08 GB NTFS.
Online Healthy (System, Active, P1 || Heaithy (Boot, Page File, Crash Dump, Primary Partition)

Basic
119.24 GBj Online 118.75GB
Offline
Properties
Helj
SR =r
DVD (D:)
No Media v
< > || M Unallocated Il Primary partition

20. Select [Online] in the context menu and Disk 1 will be recognized as a local
disk. The drive letter is assigned to the partition.

& Computer Management - O x
File Action View Help

e 2@ Em*ED

& Computer (Local| [ Volume [ Layout | Type [ File System | Status | ¢ [Actions

~ [fi System Tooks - (C) Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 2 | pey -
() Task Scheduler = (F) Simple Basic NTFS Healthy (Primary Partition) 11 anagement
[@] Event Viewer == System Reserved Simple Basic NTFS Healthy (System, Active, Primary Partition) 5 More Actions 4
] Shared Folders = System Reserve... Simple Basic NTFS Heslthy (Active, Primary Partition) 50

& Local Users and Groups|
(& Performance
& Device Manager
v 3 Storage
W Windows Server Backug|
= Disk Management
Fly Services and Applications

< >

~

= Disk 0 1

Basic System Reserved (&)
22357GB 500 MB NTFS 223.08 GB NTFS
Online Healthy (System, Active, Pr || Healthy (Boot, Page File, Crash Dump, Primary Partition)

= Disk 2 e

Basic Bystem Reserved (E:) (F)

119.24 GB p00 MB NTFS 118.75 GB NTFS

Online Healthy (Active, Primary P Healthy (Primary Partition)

- (D-ROM 0

DVD (D)

No Media v
< > || M Unallocated Bl Primary partition
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21. You can browse the disk in File Explorer as shown below:

<~ | M ~ Drive Tools ~ Local Disk (F) — O e
Home  Share  View Manage (2]
<« v 4 - > ThisPC > Local Disk (F) v s Local Disk (F: o
A~
Name Date modified Type Size
v Quick access
m Desktop PerfLogs 7/16/2016 6:23 AM File folder
Program Files 1/20, File folder
4 Downloads
Program Files (x86) 16/2016 6 File folder
& D it
HBESTETs temp-s01 4/24/2019 1231 AM File folder
= Pictures Users 4/24/2019 12:27 AM File folder
temp-s05 Windows 4/24/2019 12:26 AM  File folder
v = This PC
m Desktop

[ Documents

& Downloads

D Music

& Pictures

& Videos
i Local Disk (C)
. System Reserved (E:
= Local Disk (F)

& Network

6 items

k

Activelmage Protector provides Mount Image feature, which, however, enables you
to mount a backup image via Activelmage Protector. A local disk serving as iSCSI
target offers a local file system in data area, which provides disaster recovery
solution in the event of a system failure.
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9.2 Attach virtual disk to virtual machine

Another possible use for iISCSI target is to attach a virtual disk to virtual machine.
Before starting, please make sure that iSCSI target is offline in [Disk
Management] window.

1. Go to [Management Tool] in Start menu and launch [Hyper-V Manager].

& Computer Management - [m} b4
File Action View Help
x| nm HE =X 120
& Computer Management (Local | Volume | Layout | Type [ File System [ status | € | Actions
v i Tool - i

(] %yslem ools <) Simple Basic NTFS Heaithy (Boot, Page File, Crash Dump, Primary Partition) 2: Dick Mas -

(D) Task Scheduler = System Reserved Simple Basic NTFS Healthy (System, Active, Primary Partition) 50 2
More Actions >

[@] Event Viewer

gl Shared Folders

@8 Local Users and Groups
(&) Performance

i Device Manager

5y Services and Applications

< >

~
= Disk0 |

Basic System Reserved (&)
2235768 500 MB NTFS 223.08 GB NTFS
Online Healthy (System, Active, Pr | Healthy (Boot, Page File, Crash Dump, Primary Partition)
*0 Disk 2 e ... ———]
Basic
11924 G8 500 MB 118.75 GB
U
= (D-ROM 0
DVD (D)
No Media o
< > || W Unallocated [l Primary partition
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2. At present, there exists no virtual machine. Select [New] in the right menu to
create a new virtual machine.

H 8 Hyper-v Manager - o X
File Action View Help

= |z FEl EEE

>§ Hyper-V Manager Actions
SERVEROS Virtual Machines
= SERVEROS -
Name State CPUUsage  Assigned Memory  Uptime

No virtual machines were found on this server % Import Virtual Machine..

Hyper-V Settings...
H3 Virtual Switch Manager...
&l Virtual SAN Manager...
€ «& Edit Disk...
& Inspect Disk...
®) Stop Service
No vitual machine selected % Remove Server
© Refresh
View »

Help

No item selected

3. New Virtual Machine Wizard is launched as follows.

3 New virtual Machine Wizard X

e ] Before You Begin

Before You Begin This wizard helps you create a virtual machine. You can use virtual machines in place of physical

computers for a variety of uses. You can use this wizard to configure the virtual machine now, and

Specify Name and Location you can change the configuration later using Hyper-V Manager.
Specify Generation i . .
To create a virtual machine, do one of the following:
Assign Memory
. « Click Finish to create a virtual machine that is configured with default values.
Configure Networking « Click Next to create a virtual machine with a custom configuration.
Connect Virtual Hard Disk
Installation Options
Summary

[ Do not show this page again

(o || o || con
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4. Click [Next] to display [Specify Name and Location].

3 New Virtual Machine Wizard X

&= Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.
Spedify Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory Name: | |
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the defauit folder configured for this server.
Instalation Options [] Store the virtual machine in a different location
Summary Locatio C:\ProgramData \Microsoft\Windows \Hyper-v\

pre | [

In this example, the default name “New Virtual Machine” is used for [Name] and the
default destination location is used.
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5. Click [Next] to display [Specify Generation] window.

3 New Virtual Machine Wizard

&= Specify Generation

Before You Begin Choose the generation of this virtual machine.
Specify Name and Location
This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
Assign Memory virtual hardware which has been available in all previous versions of Hyper-V.
Configure Networking (O Generation 2
Comect et e e
- R A\ Once a virtual machine has been created, you cannot change its generation.
mmary

More about virtual machine generation support

= = =

By default, [Generation 1] is selected.
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6. Click [Next] to display [Assign Memory] window.

1 New Virtual Machine Wizard X

@ Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
. MB through 12582912 MB. To improve performance, spedfy more than the minimum amount
Specify Name and Location recommended for the operating system.

Sy | Startup memory: 409¢| MB |
[[] use Dynamic Memory for this virtual machine.
Configure Networking
Connect Vichual Hard Disk @ When you dedde how much memary to assign to a virtual machine, consider how you intend to

use the virtual machine and the operating system that it will run.
Installation Options

Summary

<previous | [ mNext> || Finish Cancel

Here, “4096MB”, the same memory size as the backup source virtual machine, is
assigned in [Startup memory].
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7. Click [Next] to display [Configure Networking] window.

[ New Virtual Machine Wizard X

= Configure Networking

Before You Begin Each new virtual machine indudes a network adapter. You can configure the network adapter to use a
Specify Name and Location virtual switch, or it can remain disconnected.

Spedify Generation Connection: |InteI(R) Ethernet Connection (2) 1218-M - Virtual Switch v

Assign Memory

Connect Virtual Hard Disk
Installation Options

Summary

< Previous Finish Cancel

8. Here, “Intel(R) Ethernet Connection (2) 1218-LM - Virtual Switch”, the same
virtual switch as for the backup source virtual machine, is selected. Click [Next]
to display [Connect Virtual Hard Disk].

8 New virtual Machine Wizard X

3 Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the
Speafy Name andlLocation storage now or configure it later by modifying the virtual machine’s properties.

Specify Generation (O Create a virtual hard disk

Assion Memory Use this option to create a VHDX dynamically expanding virtual hard disk.

Configure Networking New Virtual Machine.vhdx

C:\Users\Public\Documents\Hyper -V\Virtual Hard Disks\
Summary
127 GB (Maximum: 64 TB)

(O Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

C:\Users\Public\Documents\Hyper-V\Virtual Hard Disks)\

| (® Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous Finish Cancel

In this example, [Attach a virtual hard disk later] is selected to skip selection of a
virtual disk. Please be aware you are taking different operating procedures from
the regular routine.
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9. Click [Next] to display [Completing the New Virtual Machine Wizard].

58 New Virtual Machine Wizard X

- Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to create the
D enIrr e T oAty following virtual machine.

Specify Generation P

Assign Memory Name: New Virtual Machine

Configure Networki Generation: Generation 1

. Memory: 4096 MB
Connect Virtual Hard Disk Network: Intel(R) Ethernet Connection (2) 1218-LM - Virtual Switch

HordDisk:  None

To create the virtual machine and dose the wizard, dick Finish.

gl o

Please review the configured settings and click [Finish] to create a new virtual
machine.

10. Configure the settings for the new virtual machine.

8 Hyper-v Manager - [m} 6
File Action View Help
+=| @ Bm
B vyperVManoge Actions
R SERVERDS Virtual Machines =
f = SERVEROS -
Name State CPU Usage Assigned Memory Uptime

= New b
-] mew Virual Machine i -

7% Import Virtual Machine...

Hyper-V Settings...
H8 Virtual Switch Manager...

Virtual SAN Manager...

" Edit Disk..
Inspect Disk...
Stop Service

The selected vitual machine has no checkpoints. Remove Server

exX®ihi

Refresh

View »
H Hep

New Virtual Machine -

48 Connect...
New Virtual Machine B4 Settings..

Created: /47201944348 AM  Clustered: No @ Suit
Configuration Version: 5.0 By Checkpoint
Generation: 1 B Move...
MNotes: None

B Eport..
=[ Rename...

B Delete..

| Summmmary | Mesmory:| Netwoddng | FepScalion g8 Enable Replication...

< > |H Help v
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11. Select [IDE Controller 0] in [Hardware].

Select [Hard Drive] for [IDE Controller] and click [Add].

E_"‘] Settings for New Virtual Machine on SERVER0O5 — X
New Virtual Machine v V]
£ Hardware ~ B DE Controller
r Add Hardware
I BI0s You can add hard drives and CD/DVD drives to your IDE controller.
Boot from CD Select the type of drive you want to attach to the controller and then dick Add.
. Security
Key Storage Drive disabled VD Drive
W Memory
4096 MB
# [ Processor
1 Virtual pr

71 IDE Controller 0

= [ IDE Controller 1
DVD Drive You can configure a hard drive to use a virtual hard disk or a physical hard disk after
) you attach the drive to the controller.

None
& scsi Controller
# B Network Adapter

Int hernet Connection (...

f com1
None
§ com2
None
[ Diskette Drive
None
LI
E_'] Name
New Virtual Machine
[] integration Services

Some se!

@ Smart Paging File Location
C:\ProgramData \Microsoft\Win
5 Automatic Start Action

Restart if previously running v
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12. In [Hard Drive] section, select [Physical hard disk] and “Disk 1 20.00GB Bus
0 Lun 0 Target 0” by default. If no other iSCSI target is listed, this is the only
option you are allowed to select. Click [OK].

& Settings for New Virtual Machine on SERVEROS — X
New Virtual Machine v [J]
A Hardware A~ = Hard Drive
B* Add Hardware
I B10S You can change how this virtual hard disk is attached to the virtual machine. If an
S operating system is installed on this disk, changing the attachment might prevent the
PR N virtual machine from starting.
. ?eerlw Controller: Location:
W Memory IDE Controller 0 v 0(nuse) v
4096 MB Media
B U Processor You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
1 Virtual processor by editing the assodiated file. Specify the full path to the file.
= [ 1DE Controler 0 O Virtual hard disk:

[#] o Hard Drive
Physical drive Disk 2 11...
= [ IDE Controller 1
DVD Drive

@ Physical hard disk:

& scsl Controller
4 Network Adapter

®=

g
IntelR) Ethemet Connection If the physical hard disk you want to use is not listed, make sure that the
ﬁ CoM 1 disk is offline. Use Disk Management on the physical computer to manage
None physical hard disks.
@ com2 ) 7 )
None To remove the virtual hard disk, dick Remove. This disconnects the disk but does not
- delete the associated file.
[ Diskette Drive
None Remove
A Management
1] Name
L 7] Integration Services
th, Checkpoints

ﬁ Smart Paging File Location
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13. Run the new virtual machine in the following window.

H8 Hyper-v Manager = [m] X
File Action View Help
|z B
B Hyper-V Manager = Actions
B SERVEROS Mkt Machiess = R
Name State CPUUsage  Assigned Memory  Uptin
N »
= Vew Vitual Machine Rumning 0% 4096 MB 00.00) i
% Import Virtual Machine...
Hyper-V Settings...
28 Virtual Switch Manager.
7. Virtual SAN Manager...
< «a Edit Disk...
Checkpoints Z' Inspect Disk.

Stop Service

-
The selected vitual machine has no checkpaints.
3 Remove Server
o

Refresh
View »
[ Hep
New Virtual Machine -
+#f Connect..
New Virtual Machine
B Settings...
Created: 6/4/2019 4:43:48 AM Clustered: No =) Tumn Off...
Configuration Version: 80 teartbeat: No Conta | @ Shut Down...
Generation: 1 © save
Notes: None WP
ause
1> Reset
By Checkpaint
Summary Memory Networking Replication
B Move...
< > v

14. When the virtual machine is connected to the server system, the following
window is displayed.

¥ New Virtual Machine on SERVEROS - Virtual Machine Connection = u} X
File Action Media Clipboard View Help

a0®EO NN

Press Ctrl+Alt+Delete

Thursday, May 23

Status: Running =0
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15. Please make sure that the folder structure is configured the same as previous
Explorer screen.

~ % s DriveTools  Local Disk (F:) - [m) X
Home Share  View Manage o

« v A < > ThisPC > Local Disk (F) v U | Search Local Disk (F »

Name Type

Perflogs
Program Files

Program Files (x86)

temp-s00
Users olde
v ®ThspC Windows folde
= Desktop
'Z Documents

 Downloads

b Music

& Pictures

B Videos
. Local Disk (C)
- System Reserved (E:

> - Local Disk (F)

& Network

¥ New Virtual Machine on SERVEROS - Virtual Machine Connection - O X

File Action Media Clipboard View Help

D@0 N P

Drive Tools Local Disk (C:)
Manage @
€« i » ThisPC » Local Disk(C) »

# Quick sccess
I Deskiop
& Downloads

Documents

Perflogs
Program Files
Program Files (x86)
temp-s00

& Pictures Users

‘i Local Disk (C:) Windows

Windows

3 This PC

1 Deskiop

 Documents

& Downloads

D Music

& Pictures

| Videos

‘& Local Disk ()

¥ Network

16. The use of this feature enables you to attach a backup image of the failed
virtual machine to another virtual machine as a virtual disk and immediately
recover the failed virtual machine. Though this document has not provided a
detailed description, the use of VMware vMotion streamlines the backup /
recovery process by seamlessly migrating live virtual machines booted from the
iISCSI target to a hypervisor in a production environment.
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10. Manage Remote Host

This topic describes Push Install and Network Client Management Console. These
features are enabled by selecting [Console] in [Preferences] menu.

I Preference I @
& General Console window settings:
(B Agent Remember the last window size and location.
@) PreBoot Show splash screen at systemn start-up

[=] Notification Advanced Options:
¥l Deduplication Enable Network Client Management Console.
3 Alert Enable Push Install.

English

10-1. Push Install

Note) The Push Install function is invalid on Activelmage Protector for Hyper-V
Enterprise

Please select [Enable Push Install] option in [Advanced Options] in the above
[Preference] Window.

1. Start Activelmage Protector.

Windows Server 2008 R2 or earlier server OS:
Click [Start] — [All Programs] — [NetJapan] — [Activelmage Protector].

Windows 7 or earlier Desktop OS:
Click [Start] — [All Programs] — [NetJapan] — [Activelmage Protector].

Windows Server 2012 or later server OS:
Click [Start] — [Applications] — [NetJapan] — [Activelmage Protector].

Windows Server 8 or later Desktop OS :
Click [Start] — [Applications] — [NetJapan] — [Activelmage Protector].
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Select [Push Install] in [Utilities] menu.

Utilities = Help

[.-‘_f Windows BE Builder (WinPE)

£  vSandby BE Builder
& Push Install

@ PreBoot

To install Activelmage Protector, select [Install or upgrade Actiphy software
on the remote network computers] and click [Next ].

Netlapan Push Installer

= =
Welcome to the NetJapan Push Installer

The Push Installer is designed to remotely install, update or uninstall Netlapan software
over a network. Manually add target computers or use network discovery to detect
computers on Windows domains, Active Directory, and workgroups.

(®) Install, Update or Uninstall

@ Install or update Netlapan software on the remote network computers

@ Uninstall Netlapan software from the remote network computers

o o]

4. Select [Install Package]. Enter [Product Key] and [Number of Licenses] and
click [Next].
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Metlapan Push Installer

E®
gl Select Install Package

=
= [Tnsiall Fackage

DiA\Setup\Setup.exe hd

Product: Activelmage Protector 2018

Version: 5.0.04354

Date: 11/8/2017 7:03:.07 PM

File Size: 1019 M
4 [Product Key

0 |v

License Type: Purchased

Installable Edition: Server

Installable Environment: Physical and virtual environments

Operating System: Server, Desktop, SBS

Language: English, BA&E
&2 |Number of Licenses: |1d 3\ |

Please enter the number of licenses purchased

Cancel < Back ] Il Next > H

Please specify the host to install the product.

You can search for the host name from the networked hosts or directly enter

the host name.

You can specify the criteria and filtering conditions to search for a specific

networked host.

- Windows network : A search for host computers on the same network is

performed.

- Windows Active Directory : A list of host computers in the specified

Active Directory is obtained.

- Search all computers : All hosts are searched.

- Search by Product Installed : The hosts on which Activelmage Protector

is installed are listed.

- Search No Product Installed : The hosts on which Activelmage Protector

is not installed are listed

This example shows that [Search all computers] option is selected. Check
the checkbox for “SERVERO02” in the host list on which Activelmage

Protector is not installed, and click [Next].
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Netlapan Push Installer
B select Target Computer

@ Discover © Manual
? Search Conditions
Windows Network
[C] windows Active Directory

@ search all computers

@ search by Product Installed
Activelmage Protecto ¥

© search No Product Installed

L Target Computers Hide NON-CONTACTABLE item: ¥

[ I
[ cpcoa root 192,168.12...
O crcot root 192,168.12..

Total Computers: 3

License(s) Available: 8/10

[W Computers ¥ Domain IP Address  Operating System |Product |Edition |Version | License | Expiration

Cancel < Back ]" Next > ]I

You can configure the installation option settings. Please select the
components to install in [Component] option. [Options] provides the options

for post-installation behavior (reboot / activate).

- Do not reboot the system : Select this option not to reboot the system

upon completion of the product installation. Your computer must be restarted
to complete the installation and start operation of the Activelmage Protector

agent even when this option is enabled.

- Automatically activate : Upon completion of the product installation you
can predefine whether the product is automatically activated.
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Enter credentials and click [Next].

NetJapan Push Installer =2 =l

Install Options

ﬂn Compaonents
Activelamge Protector Agent ImageExplarer

Mounting Linux Boot Environment
Activelmage Console Windows PE Boot Environment
Activelmage TaskTray

% Options

No reboot on install
Auto activate

@ Language

B+5E

@ Authentication

Administrator

o

7. Review the settings and click [Install]. Installation of Activelmage Protector
starts.

Netlapan Push Installer =N oE =1
Py i
... Installing

Install Setting Product Information

# Components #¢ Options @ Language
Activelamge protector Agent Na reboot after install English
Auto activate after install Japanese

E Target Computers

Computers Domain IP Address Username Password Status

SERVERO2 root 192,168,123.77 Administrator esesssse Installing

Total Computers: 1

Cancel < Back ] I Install I
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8. Upon completion of installation, [Succeeded] is indicated for [Status] in the
following window. Click [Close] to end Push Install.

NetJapan Push Installer = BON 555

=] Finished

Install Setting Product Information
# Components #¢ Options @ Language

Activelamge protector Agent No reboot after install English
Auto activate after install Japanese

] Target Computers

Computers Domain IP Address Username Password Status

SERVERQ2 roat 192,168.123.77 Administrator  essssses W Succeeded

Total Computers: 1

Cancel < Back I Close I

10-2. Network client management console

You can monitor the status and manage Activelmage Protector installed on a
networked remote host.

1. Start Activelmage Protector.

Windows Server 2008 R2 or earlier server OS:
Click [Start] — [All Programs] — [NetJapan] — [Activelmage Protector].

Windows 7 or earlier Desktop OS:
Click [Start] — [All Programs] — [NetJapan] — [Activelmage Protector].

Windows Server 2012 or later server OS:
Click [Start] — [Applications] — [NetJapan] — [Activelmage Protector].

Windows Server 8 or later Desktop OS :
Click [Start] — [Applications] — [NetJapan] — [Activelmage Protector].
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Before you start using Remote Control feature, you need to display a list of
remote hosts in [Management Console] window. Click [Add New
Computers].

Activelmage Protector

View Preferences Utilities Help

» Ready

Operation

[=e]

Management Console

1 Dashboard
® 0 =+

B serverd1 (Local)

&) Refresh
28 Managed Computers All computers ~  Total0

e Add New Computers..

[ Utilities

Clear all

serverd]
Domain: 'WORKGROUP
IPAddress:  192.168.123.76
Logon User:  Administrator
PreBoot: No
Ne

Specify the host to add to the list. You can add a new computer by
selecting [Discover] or [Manual]. This example show that [Discover] and
[Search all computers] option are selected. Check the checkbox for
“Server02” in the host list and click [Add].

A Activelmage Protector — O '3
Operation View Preferences Utilities Help

B Management Console

Manage Remote Hosts

[ Search Condition

@ Discov P
Windows Network © Search Activelmage Protector Installed

& Manual [7] windows Active Directory All - Al -

Domain @ Search all computers

Admin Username

1¥ Result
O Computer = Domain IP Address QOperating System Edition Version Licenze Expiration
Server02 WORKGROUP  192.168.123.77 Windows Server 2016 ... Al 5.0.0.4354  Purchased None
192.168.123.24
192.168.123.21

Total Computers: 3
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4. Enter the credentials to access the host.

Administrator

B Activelmage Protector

Operation View Preferences Utilities Help

» Ready

==

Management Console

Dashboard

I server01 (Local) £ 0O

%) Refresh

=8 Managed Computers All computers v Total1

I & sERVERDZ @' Not backed up P gF I

=f Add New Computers... Clearall

serverdl
Domain: 'WORKGROUP
IPAddress:  192.168.123.76
Logon User:  Administrator
PreBoot: Ne
Ne
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6. Select a host from the list and double-click or right-click on the host. Select
[Remote] from the context menu to directly connect to agent installed on
remote host from the console.

B Activelmage Protector

View

Operation Preferences  Utilities  Help

» Ready

==

[

Dashboard

I server01 (Local) £ 0O

<+ Refresh

=8 Managed Computers All computers v Total1

& SERVER0Z @' Not backed| = =

Run Comman d Line

Disconnect

Remove

belb S N |

Refresh
Reboot
@) | Shutdown

@

serverdl
Domain: 'WORKGROUP
IPAddress:  192.168.123.76
Logon User:  Administrator
PreBoot: Noe
Ne

7. When connection is successfully established, the status bar is green-colored.
Now one-click offers execution of scheduling backup tasks on remote network
hosts and monitoring log information.

B Activelmage Protector

View

Operation Preferences  Help

T Management Console .~ A Loading service data...

Dashboard

I server01 (Local) £ 0O
%) Refresh
=8 Managed Computers All computers v Total1
7¢ & SERVERDZ &' Not backed up |

=f Add New Computers... Clearall

HostMame:  serverdl

Domain: 'WORKGROUP
IPAddress:  192.168.123.76
Logon User:  Administrator

PreBoot: No
Mounted:  No
Task: None
00% ()W)

8. Double-click on the local host name to disconnect from the remote host.
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11. vStandby

vStandby is a software solution that creates and maintains dormant virtual replicas of physical or
virtual machines to provide a switch-over option in the event of failure of the source machine.

This virtual standby virtual replica is kept current by taking scheduled incremental P2V boot points
of the source machine. This ensures a successful start-up of the standby virtual machine created
at the point in time before the system failure. vStandby is equally valuable as a tool for migrating
legacy physical machines to an ESXi or Hyper-V host in real-time. Minimal downtime is expected
as Actiphy's P2V technology is utilized for the migration of the legacy machines.

Note) The vStandby function is invalid on Activelmage Protector for Hyper-V
Enterprise.

For detailed system requirements, please refer to Actiphy web site.

1. To start creating a virtual standby replica, click [vStandby] from the left
menu. [Welcome to vStandby] window is displayed. Click [Create Virtual
Standby Replica].

A Activelmage Protector - O X
Operation View Preferences Utilities Help
¥ win-ppdmqgfsmvi

B Dashboard vStandby
Welcome to vStandby

‘ Backup
vStandby is a software solution that creates and maintains dormant virtual replicas of the physical or virtual
machines for a fast switch-over in the event of failure of the source machine

@ vStandby - NetJapan's real-time Physical to Virtual (P2V) Technology is used to create and maintain virtual replicas.
- Supports VMware ESXi and Microsoft Hyper-V hosts.

‘ Recovery by - Virtual replicas are kept up to date with incremental scheduled P2V bootpoint backups:

- Provides high RPO (Recovery Paint Objective) with fast RTO (Recovery Time Objective), with minimal operational
- overhead due to highly efficient real-time P2V technology.
'\l Image Manager % - Equally effective for both accidental failures and planned migrations with minimum downtime.

¥ Virtualization >

This Computer Virtual Standby Replica
W utilities >

Incremental Data
Boot points.

win-ppdmagfsmvl
WORKGROUP Base

192.168.21.140 N’ R

Administrator
Create Virtual Standby Replica

No
No
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2. Select the source disk to create the standby virtual machine by checking the
checkbox for the source disk in the disk map or the list. Click [Next].

B Activelmage Protector

Operation View Preferences Utilities Help

¥ server01

t:‘ Dashboard ‘ Create Virtual Standby Replica and Schedule Bostpoint Snapshor

‘ Backup ET Select Source Disk

0S:  Microsoft Windows Server 2016 ‘\._‘J Network
[ vStandby - Standard Edition (build 14393), 64-bit Ethernetd
s o CPU: Intel(R) Core(TM) i7-6700K CPU @ Information: Intel(R) 82574L Gigabit Network
‘ Recovery 4.00GHz 4.01GHz Connection
£ RAM: 4.00 GB MAC. 00-0C-29-0D-51-ED
o Computer Name server(1 1P v 192.168.123.76
B Image Manager Full Computer Name: Server01 Subnet Mask: ~ 256.255.255.0
Domain WORKGROUP Default Gateway: 192.168.123 254

“:_ e et DNS Servers 192 168123 254

= Utilities Disk Map List

Disk0
Basic ( GPT)
60.00 GB
Used: 27.32GB

server01
Domain: WORKGROUP
IP Address: 192.168.123.76
Logon User:  Administrator
PreBoot: Ne
Ne

cancel

3. Select ESXi or Hyper-V for the target host to create virtual standby replica.
This example shows that [Hyper-V] is selected. Enter “192.168.123.25 “ and
click [Connect].

B Activelmage Protector

Operation View Preferences Utilities Help

¥ server01

t:‘ Dashboard ‘ Create Virtual Standby Replica and Schedule Bostpoint Snapshor

‘ Backup ET Select Host Destination for Virtual Standby Replica

E] ndly |O ESXi @ HyperV  Connect to: 19215512325]'
dby Blubionl

= Host Information

‘ Recovery

hl Image Manager
B 5 it
W Virtualization

= Utilities

server01
Domain: WORKGROUP
IP Address: 192.168.123.76
Logon User:  Administrator
PreBoot: Ne
Ne

Cancel
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Enter credentials to log in Hyper-V host. Enter “Administrator” for [User

Name] and the predefined password for [Password].

B Activelmage Protector

Operation  View

¥ server01

m Dashboard

chedul o] ':uluf&n'.l lfﬁakm e ]

Jtlu.;iu%: daplicaand St ‘Bot

‘ Backup QSeleﬂHustl‘ ination for Virtual ¥ Replica

ESXi H -V Connect to: 192.168.123.25 "
E] < \1dh‘-; QO i @ Hyper- nect to: Connect

Host Information

‘ Recovery Connect to Hyper-V Host %

hl Image Manager IP Address or Host name:

Ty 192168.123.25
W Virtualization

Usemame: Password:

= Utilities Administrator ——

Save Credentials

Cancel oK
server01
Domain: WORKGROUP
IP Address: 192.168.123.76
Logon User:  Administrator
PreBoot: Ne
Ne

T

Hyper-V Host Information is displayed. Click [Next].

B Activelmage Protector

n  View Preference:

¥ server01

B Dashboard

‘ Backup 1‘75 Select Host Destination for Virtual Standby Replica

) ik OESXi @HyperV  Connectto: 192.168.123.25 Bats

= Host Information

‘ Recovery

= - Host Name: SERVER(3
hl Image Manager
- Domain/Workgroup: WORKGROUP
- Operating System: Microsoft Windows Server 2016 Standard Evaluation
-CPU 8

- Memary: 15.95 GB

W Virtualization

= Utilities

Host Name:
Domain: WORKGROUP
IP Address: 192.168.123.76
Logon User:  Administrator

serverD1

PreBoot: Neo
Mounted: Ne
Task: None

00%
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6. [Configure Virtual Standby Replica] window is displayed. Please configure
the virtual standby replica settings. In [VM Settings] please enter [VM
Name], [VHD(X) Name], [Select Volume], [Disk Type]. In Network Settings
please enter [Virtual Switch], [IP Config]. Click [Next]. [Virtual Switch] is
configured on host machine and [IP Address] configured on source
machine.

B Activelmage Protector

Operation View Preferences Utilities Help

F serverdl

B Dashboard

‘ Backup “W Configure Virtual Standby Replica

VM Settings & Network Settings &)
[ vStandby
VM Name: Virtual Switch IP Config
senver01 > Use source settings -
‘ Recovery >
VHD(X) Name:
'\j Image Manager 2 server0l
= Select Volume
& Virtualization 3 D. (Free Space 260.77 GB) -
Disk Type
= Uutilities > il
@ Dynamic O Fixed
CPU:(Max:8) RAM:(Max: 16)
2 4 GB

serverDl
Domain: WORKGROUP
IP Address: 192.188.123.76
Logon User:  Administrator
PreBoot: Ne
Mounted: No

ceneel

7. You can configure weekly or monthly intervals for creating incremental boot
points of the standby virtual machine. The following example shows Weekly
schedule setting window. Click [Next].
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I Activelmage Protector

Preferences  Utilities Help

B Dashboard

‘ Backup

[E vStandby

‘ Recovery

F‘ Image Manager
Sh | =

¥ Virtualization

= utilities

Host Name:  server01

Domain: WORKGROUP
IP Address:  192168.123.76
Logon User:  Administrator

PreBoot: Ne
Mounted: No

Task: None
0.0%

[ schedule

|5=hedmerype: ® Weskly O Manthly |

Monday

[] Wednesday
[Friday

[ Sunday

Range:
Start Time:  End Time:

9:00 AM 9:00 P

Effective Dates/Time:
Start
11/29/2017 8:27 PM

By Event:

[ Tuesday
O Thursday
[ Saturday
DAl
Repeat:
Interval:  Boot Points
1 13 Points/Day
End
11429/2018 9:00 PM [ Not Specific

[] Shutdown/Restart

Cancel

Please configure the option settings. You can configure the maximum limit
(up to 30) for the number of boot points to create for a virtual standby
replica. When the number of the boot points reaches the predefined limit, the
most and the second obsolete boot points are merged.

Set the priority for the vStandby Windows process. Adjusting the priority
setting can allocate more or less CPU time for the vStandby processes. This
is all dependent on the number of other mission critical applications running
on the protected machine. Click [Next].

Preferences  Utilit

B Dashboard
‘ Backup

[El vStandby

‘ Recovery

Fl Image Manager
T EE

W Virtualization

W utilities

Host Name:

serverDl

Domain: WORKGROUP
IP Address: 192.168.123.76
Logon User:  Administrator
PreBoot: No

Mounted: No
Task: Mone
00%

jes Help

‘j Options

Boot Point Creation

Always keep 39

Scripts
Performance

Prioity

Lowest Low

] Network Bandwidth

Notification
[J5end Email

boot points
Throttling (O performance)
Medium  High  Light Fast

Limit:

Cancel
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9. [Summary] window is displayed. Review the settings and click [Finish].

B Activeimage Protector

Operation View refer U 5

¥ server01

Dashboard

Backup

vStandby & Source
Name: Server(1
0S: Microsoft Windows Server 2016 Standard Edition (build 14393), 64-bit

Recover
i Disk: Disk 0: 60.00 GB

e er =
Image Manager Toraet -

Host Name: SERVER03

¢ Virtualization Operating System: Microsoft Windows Server 2016 Standard Evaluation

Utilities LY Virtual Standby Replica &
VHDX: server(1
Disk: Disk 0 server01 vhdx - 60.00 GB
Folder D-WStandby_Diserver01

Host Name: serverD1
Domain: WORKGROUP B Schedule &

1P Address: 192.168.123.76 Type: Weekly
Logon User:  Administrator Mon
PreBoot: No

P e Start-End Time: 9:00 AM - 9:00 PM

Task: MNone

0.0%

==

Operation Ve

¥ server01

B Dashboard Lo

andby ®eplica and Schedule'Bootpoint Snapshots:

‘ Backup Summary

[E vStandby & Source @
Name: Server(1
0S: Microsoft Windows Server 2016 Standard Edition (build 14393), 64-bit

‘ Recovery Disk: Disk 0:

Preparing Virtual Standby Replica ..

2 Target @
+/ Creating Shared Folder. Complete
L N H .
W Virtualization +/ Creating VM Complete
Operating Systi
SRR +/ Creating Disk. Co
1 e +/ Adding NIC Cor
= Utilities &Y Virtual Standh / Create Prafile. Co @
VHDX: server0 +/ Create Schedule Col
Folder Dwsig Create First boot point now?
serverdl N
Domain:  WORKGROUP £31 Schedule )
IP Address: 192.168.123.76 Type: Weekly
Logon User:  Administrator Mon
PreBoot: Ne

R No Start-End Time: 9:00 AM - 9-:00 PM
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11. Dashboard monitors scheduled recurring tasks.

B Activelmage Protector

Dashboard

Backup

ﬁl't:j
Recovery
Image Manager
Virtualization

Utilities

Host Name:
Domain: WORKGROUP
1P Address: 192.168.123.76
Logon User:  Administrator
PreBoot: No
Mounted: Ne

serverD1

Task: create vsr

Previous status

rogre:

& 11/29/2017 8:51:41 PM

@ Schedule

Schedule Type:

Start-End Time:
Effective Dates:
Interval:

By Event:

Next Scheduled Task

11/29/2017 8:29:38 PM Success

Virtual Standby Replica:
y emerdt
Last Boot Point Taken:

11/29/2017 8:29:38 PM

Converting volume 3 to virtual image. 20.3% N x

Edit Schedule  Delete Schedule  Run Now

Weekly
Mon

9:00 AM - 3:00 PM
12972017 - 111292018
60 minutes

NiA

12/4/2017 9:00 AM

Date

11/28/2017 8:52:35 PM
11/29/2017 8:51-41 PM
11/29/2017 8:48:48 PM
11/29/2017 8:48:46 PM

Leeeol -

Event
vStandby P2V
Schedule

Schedule Compl
vStandby P2V C

& Detail

Converting volume v2vi

[1611956301] Running Schedule: create_vsr

ID=1511954978; Na Errors; Operation completed successfully.

Processed 2.03 GB in 00:19:07 ID=1511954878; 1 Errors; T
Page: 11 14 4k bl
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12. When a virtual standby replica is created, the following window is displayed.

A Activelmage Protector
Operation  View

¥ server01

B Dashboard

‘ Backup Previous status: Virtual Standby Replica
= 11/29/2017 8:51:41 PM Success sever(1
Z J

=~ < Last Boot Point Taken-
@ votandby 11/29/2017 8:51:41 PM

@ Progress
‘ Recovery
i « 1172912017 8:51:41 PM Operation completed successfully. 100.0% (NN ~
hl Image Manager
W Virtualization Schedule Type: Weekly
Mon
Start-End Time: 900 AM - 9:00 PM
- Utilities Effective Dates: 11/29/2017 - 11/29/2018
Interval: 60 minutes
By Event: NZA
Next Scheduled Task 12/4/2017 9:00 AM

Edit Schedule  Delete Schedule  Run Now

Host Name: serverD1
Domain: WORKGROUP

IP Address:  192.168.123.76 i Date Event & | Detail
Logon User:  Administrator @ 11302017 1:34:10 AM Schedule Compl 1D=1511956301; No Errors: Operation completed successfully.
:‘“"""‘"’ :°  1/30/2017 1:34:07 AM vStandby P2V C Processed 24 78 GB in 04-42-26 1D=1511956301: No Errors
lounted: o o
€ 11/29/2017 8:62:35 PM vStandby P2V Converting volume v2ul
Task: None = »
@) 11/29/2017 8:51:41 PM Schedule [1511956301] Running Schedule: create vsr

T Page: 11 4 4 b M

13. On Hyper-V host, you can monitor the virtual standby replica as follows.

I B =1 Disc Image Tools server( - O X
Home Share View Manage 0
&« v 4 » ThisPC » Local Disk (D:) » vStandby D » serverll v O Search server] R
L Marne Date modified Type Size

3¢ Quick access

I Desktop ? - serverd] Hard Disk Image File 26,611,712 ...
[] serverd1_0CGBE4BA-144F... AVHDX File

¥ Downloads [ serverb1_DOSD3EGT-B353-.. AVHD3 File

5] Documents [ serverd1_F4626292-BD0B... AVHDX File

& Pictures -
temp
m Videos
E This PC
[ Desktop
@ Documents
; Downloads
J) Music
= Pictures
m Videos
i, Local Disk (C:)
- Local Disk (D:)

0 e e &7

ditems 1 item selected 25.3 GB =|
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12. HyperBoot

HyperBoot, developed based on Actiphy’s virtual conversion technology, immediately
starts a virtual machine from any Activelmage Protector backup image file, bypassing

lengthy physical to virtual conversion and recovery process. As is often the case, it
takes about a couple of hours to restore a 1TB backup image file. The use of
HyperBoot enables you to boot a backup image file as a virtual machine in as little as
two minutes. The supported hypervisors are Microsoft Hyper-V, VMware
Workstation/Player, ESXi and Hyper-V on remote host.

Note) When you wish to use HyperBoot, please visit our website and download it at
free of charge.

The following are the examples for practical use of HyperBoot:

Common disaster recovery approaches include backup image boot test to provide
confidence that your backup images are bootable. However, it’'s time consuming
and cumbersome process to test every backup images. The use of HyperBoot lets
you bypass the lengthy test process.

The use of incremental backup images enables to locate the point of a server system
failure. However, you need to check the entire incremental backup files to identify the
cause of the problem. Combined with the recovery process, it takes quite long. The
use of HyperBoot help you identify the point of failure bypassing recovery process.

Verification of P2V migration on a variety of system environments takes long.
HyperBoot provides confidence in P2V migration by using backup image files.

vStandby, as stated above, also provides immediate start-up of standby virtual
machines. The difference between the two products is that HyperBoot immediately
starts from a Activelmage Protector backup image file. HyperBoot, as well as
HyperStandby, performs P2V process virtualizing an image of physical environment
to virtual environment and configuring required boot settings. Without the need for
making changes to the backup image files or boot environment, a backup image file
of the source machine OS environment can be booted as a virtual machine. HyperBoot
lets you perform testing upgraded version of an application or updated services.
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1. Please download the HyperBoot setup file from Actiphy’s Web site and double-
click on Setup.exe to run the installer.
The following set-up wizard will be launched.

é) NetJapan

HyperBoot

Version 4.

HyperBoot will be installed

Setup requires up s B disk capacity.
Che type of installation

Default Install

Install

i‘, Install

2. You do not have to make any changes for setup.
Click [Install] and the installation process starts.

é) NetJapan

HyperBoot

Version 4.0.0.306

Installation In Progress:

Installing iSCSI
I

Installing...
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3. Upon completion of the installation process, the following window will be
displayed.
Click [Done] to end the setup wizard.

é) NetJapan

HyperBoot

Version 4.0.0.306

4. By default, HyperBoot shortcut icon is created on your desktop.
Click on the shortcut icon or go to [NetJapan] in Start menu and select
[HyperBoot].
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Snipping Tool
Windows Server

Paint

Google Chrome )

WordPad Windows Windows
Server Manager  PowerShell PowerShell ISE

G-Capture ﬁ M
L e

Windows

Google Chrome oy ¥
Administrativ... Task Manager Control Panel

Netlapan II::-o i -
L L

Remaote
Desktop... Event Viewer File Explorer

[®] Uninstall HyperBoot
15

Search
Server Manager Manager

Settings

Windows Accessories

Windows Administrative Tools

5]

Add Hypervisor

[ Destinations (O dlients & Recovery Points [E] Hypervisors

Input destination path. [¢] Select storage destination to see clients and v EE Microsoft Hyper-V (local)

recovery

Drag and drop a Client to configure HyperBoot
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6. Select an Activelmage Protector backup image file in [Destination] and the
latest recovery point.

[ HyperBoot - [u] X
2
HyperBoot
[ Destinations (O dlients & Recovery Points [E] Hypervisors
G| (DCientName | LastRecovery Foint ~ 8 Microsoft Hyper-V (local)
(] SERVER10 (92019-11-24 03:110:25

Drag and drop a Client to configure HyperBoot

7. Drag and drop the recovery point to the white space in the right pane.
The following [Configure HyperBoot] window is displayed.

{8 Configure HyperBoot X
Target Hypervisor: Disk Assignments:
Microsoft Hyper-V (local) v Disk Size Type Boot
& VM Name: ¥ Disk0 112GB MBR

HB-20200210-232521-SERVER 10

Automatically open console on VM starting,

(© Recovery Point:

Always Use Latest Recovery Point v
Network:
Firmware: Operating System: Intel(R) Ethemnet Connection (2) 1218-LM - Virtual Switch v
MBR v Windows Server 2016 (64 bit) v
& CPU: (Max: 8) RB RAM: Max{32 GB)

1 H 2 cB

(D]
Save HyperBoot Recovery Point to:

C:\Program Files\NetJapan\HyperBoof\RecoveryPoinl v

Save ta the same location with original image set

Cancel Save

Select a hypervisor. In this example, “Microsoft Hyper-V” is selected. Please
also configure the settings for CPU, RAM, Network, etc. You may change the
VM name, if necessary.

Specify a location for [Save HyperBoot Recovery Point to]. If you do not
change the location, the default location is selected. Or, check in the checkbox
for [Save to the same location with original image set] to select the same
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location as original image set. HyperBoot enables you to boot a backup image
on a hypervisor on remote host.

Upon completion of configuring the settings, click [Save].

8. The virtual machine to boot is listed in [Hypervisor].

@ HyperBoot

HyperBoot

[ Destinations ® Clients & Recovery Points EI Hypervisors

Input destination path. ©| [ CiientName @ Last Recovery Point « EE Microsoft Hyper-V (local)

DSERVERWB @ZO‘Q—“—ZADE“O‘ZS
@ Local Storage
VM Name HB-20200210-232521-SERVER10
rec Source SERVERTO
“8E Recovery Point  Latest Recovery Paint
backup State

Drag and drop a Client to configure HyperBoot
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9. Mouse-over the thumbnail and two buttons are shown.

B HyperBoot = a X
[ Destinations (D clients & Recovery Points [] Hypervisors
nput destination path. ¢ | 3 Client Name [l ~ EE Microsoft Hyper-V (local)

[ SERVERTD ®2

HB-20200210-232521-SERVER10
SERVER10
cint  Latest Recovery Point

Drag and drop 2 Client to configure HyperBoot

Click on the left button to display the connection console. Click on the right
button to switch on/off the virtual machine. When the virtual machine boots up,
click the button to connect to the connection console.

10. Click on the triangle button and switch-on/off button in the thumbnail to boot up
the virtual machine. When booting up, the devices are getting ready.

[ om |
File Action Media Clipboard View Help

B OO np|fk |

Getting devices ready

Status: Running =0
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11. In this example, the virtual machine is booted from a backup image file of
Windows Server 2016.

£ HB-20200210-232521-SERVER10 on SERVERDD - Virtual Machine Connection - o X
File Action Media Clipboard View Help

(= D@0 |k

+ Dashboard

B Dashboard WELCOME TO SERVER MANAGER

i Local Server

& s PR
e o Configure this local server

Add roles and features

WHAT'S NEW

LEARN MORE

ROLES AND SERVER GROUPS
Roles:0 | Servergroups: 1 | Servers total: 1

12. When the virtual machine shuts down, the following window is displayed. Click
[Exit] to terminate the connection with the virtual machine.
When the virtual machine shuts down, the created virtual machine will be
automatically deleted.

[
s
File Action Media Clipboard View Help

(0] f

Virtual Machine Connection

o The virtual machine

HB-20200210-232521-SERVER10" has
been deleted. Click Exit to exit Virtual
Machine Connection.

Status: Off
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APPENDIX A: Replicate backup data to Google Drive

This chapter provides you the description about the operating procedures how to
obtain the following information required to configure Google Drive as the replication
target.

@®Client ID
@Client Secret
@®Refresh Token

To obtain the above information, please take the following operating procedures
(effective as of November, but subject to change without notice.)

1. Log in Google by using your Google account.
If you do not have Google account yet, click [Create account] button.

o O x
& Google Cloud Platform x +

&« C & accounts.google.com/signin/v2/identifier?service=cloudconsole&passive=120960080sid=18¢con.. ¢ O

Google
Signin

to continue to Google Cloud Platform

Email or phone
I

Forgot email?

Not your computer? Use Guest mode to sign in privately.
Learn more

[ e |
English (United States) ~ Help Privacy Terms
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2. Access Google API Console (Google Cloud Platform API and Services) by using

your Google account or the newly created account.
First, you need to create a project.

= O x
API Dashboard — APls & Services—C X =+
[ & #  console.cloud.google.com/projectselector2/apis/dashboard?pli="1&supportedpurview=project ¥ o :
ﬁ Your free frial is waiting: activate now to get $300 credit to explore Google Cloud products. Learn more DISMISS ACTIVATE
Google Cloud Platform  Selectaproject «
API APIs & Services Dashboard
<%  Dashboard
[i ] To view this page, select a project. CREATE
1 Library
O Credentials
Ha OAuth consent screen
Domain verification
S Page usage agreements
<l
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In this example, the project is created in the default name.

= O x
& New Project - Google Cloud Plat X +
&« [&] @ conscle.cloud.google.com/projectereate?previousPage=%2Fprojectselector2%2Fapis%2Fdashbea.. ¥ o
=_= Your free trial is waiting: activate now to get 5300 credit to explore Google Cloud products. Learn more DISMISS ACTIVATE

= Google Cloud Platform Q ®m @ a

New Project

You have 12 projects remaining in your quota. Request an increase or
delete projects. Learn more

MANAGE QUOTAS

[ Project name *

Project 34800 (7]

Project ID: dark-arcade-259608. 1t cannot be changed later.  EDIT

Location*
M1 No organization BROWSE

Parent organization or folder

CREATE CANCEL
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i 7 e O X
AR Credentials - My Project 62707 X =

< > C # console.cloud.google.com/apis/credentials?project=plexiform-brand-259608&folder@organizati..  ¥r o :

§F  Your free trialis walting: activate now to get $300 credit to explore Google Cloud products. Lear more DISMISS ACTIVA

Google Cloud Platform & My Project 34800 v

API APIs & Services Credentials| Notifications

& Dashboard # Create Project: My Project 34800 Justnow

i Library

SEE ALL ACTIVITIES
Or  Credentials
Hd OAuth consent screen APls
Credentials
Domain verification
S Page usage agreements Youneed cradentials to access APIs. Enable the APIs you plan to

use and then create the credentiais they require. Depending on the
APL you need an API key, a service account, or an OAuth 2.0 it
ID. For more information, see the authentication documentation

<
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The information including available API is displayed in Dashboard.

3. Select [Credentials].

2 = O x

API APls & Services — APls & Service: X +
Lt S G & console.cloud.google.com/apis/dashboard?project=plexiform-brand-259608 ¥r o :
ﬁ Your free trial is waiting: activate now to get $300 credit to explore Google Cloud products. Learn more DISMISS ACTIVATE

My Project 62707 w

Google Cloud Platform

API APIs & Services APIs & Services - ENABLE APIS AND SERVICES

»
% Dahbaoid Thour 6hours 12hours 1day 2days 4days 7days 714days 30days

i Library

* * & *
ov  Cradentials Traffic e Errors 5 Median T
latency
i OAuth consent screen 100 100%
1.0
Domain verification Odis 800
0.8
Sa Page usage agreements 08 o0
0.8
allabjefor the A Mo datais ava sfor the
time frame selected time frame =ilabdsfor the
0.2 208 d time frame
0z
a 0
Nov 01 Mov 01 &
New 01
[] Hide unused APIs @
T Fiter (7]
Name ' Requests Errors (%) Latency, median (ms)
BigQuery API
BigQuery
Storage AP!
Cloud
Datastore
AP|

<
httpsi//console.cloud.google.com/a

brary?project =plexiform-brand-259608
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: ; = O X
AT Credentials - My Project 62707 - X =

L & console.cloud.google.com/apis/credentials?project=plexiform-brand-259608&folder@organizati... 1 o H

§F  Yourfree trialis walting: activate now to get $300 credit to explare Google Cloud products. Learn more DISMISS ACTIV]

Google Cloud Platform | & My Project 62707

API APIs & Services Credentials

43» Dashboard
H Library
O  Credentials

H OAuth consent screen

APIs
Credentials
Domain verification
S Page usage agreements You need credentials to access APIs. Enable the APz you plan to

use and then create the credentiais they require. Depending on the
APL you need an API key, a service account, or an OAuth 2.0 client
1D. For more information, see the authentication documentation

Create credentials

<
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API Credentials - My Project 62707 - X -+

[ & console.cloud.google.com/apis/credentials?project=plexiform-brand-259608 o o
i‘i Your free frial is waiting: activate now to get $300 credit to explore Googie Cloud products. Leam more DISMISS ACTIVATE

Google Cloud Platform ¢ My Project 62707

API APIs & Services Credentials

+3»  Dashboard

M Library

Or  Credentials

Hd OAuth consent screen

APls
Credentials
Domain verification
S Page usage agreements You need credentials to access APIs. Enable the APls you plan to

use and then create th dentials they require. Depending on the
APL you need an API k service account, or an OAuth 2 0 client
1D. For more information, see the authentication documentation

Create credentials ~

APl key
Identifies your project using a simple API key to check quota and access

CAuth client 1D
Requests user consent so your app can access the user's data

Service account key
Enables serverto-server, app-level authentication using robot accounts

Help me choose
Asks a few questions to help you decide which type of credential to use

<

4. To create OAuth Client ID, you will get a mesasge saying that you need to
specify the service name in OAuth Consent screen.
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API Create Ofuth dient ID - My Pro;- X -+

o O x
& > C B  consolecloud.google.com/apis/credentials/oauthclient?project = plexiform-brand-259608 o o :
Your free trial is walting: activate now to get $300 credit to explore Google Cloud products. Leam more DISMISS ACTIV)

Google Cloud Platform & MyProject 62707 ~

< Create OAuth client ID

Ak To create an OAuth client ID, you must first set a product name on the consent screen

For applications that use the OAuth 2.0 protocol to call Google APIs, you can use an OAuth 2.0 ¢l
generate an access token. The token contains a unique identifier. See Setting up OAuth 2.0 for more information.
Application type

ient ID to

Learn more
P Learn more
Learn more
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5. Click [Configure consent screen] and enter the application name (ex.
Activelmage Replication) and click [Save].

2 : = O x
API Consent screen - My Project 627 X +

&« = C & console.cloud.google.com/apis/credentials/consent?createClient&project=plexiform-brand-2596...  ¥r o H

Google Cloud Platform & My Project 62707 ~

API APIs & Services OAuth consent screen

Support email The verificat *
+»  Dashboard Shown on the consent screen for user suppart weeks, and
. progresses.
M Library gl b Before your
Scapes for Google APls verified by G
o~ - Credentials Seopes sllow vour application to access your user's private data. Leam more with fimitatic
behave befo
If you add a sensitive scope, such as scopes that give you full access to Calendar or D
DA Chncont S onaan Googl jarify your consent screen before it's published. Let us know
experience
email
Domain verification
profile OAuth grar
o Page usage agreements Token grant
openid Your current,
grants per
resets ever:
Add scope rate fimit is

grant rate r
Authorized domains : L
you and your users, Google only aliows applications that authenticate using Raise limit |
use Authorized Domains. Your applications’ links must be hosted on Authal
Domains. Leam more

example.com
Type in the domain and press Emterio add it

Application Homepage link
Shown on the consent screen. Must be hosted on an Autherized Domain.

https:/f or http://
Application Privacy Palicy link
Shown on the consent screen. Must be hosted on an Authorized Domain.

https:// or http#/

Application Terms of Service link
Showmn on'the consent screen. Must be hosted on an Authorized Domain

hitps:/f or hitp://

Save S Cancel

<l -
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6. Select [Web Application] for [Application Type].

API Create OAuth dlient ID - My Proj: X +

&« = & console.cloud.google.com/apis/credentials/oauthclient?praject = plexiform-brand-259608 ¥ :
goog P! proj P!

Google Cloud Platform & MyProject 62707

& Create OAuth client ID

For applications that use the OAuth 2.0 pratocot to ¢
generate an access token. The token contains 3 u

| Google APIs, you can use an OAuth 2.0 client ID to
ique identifier. See Setting up CAuth 2.0 for more information

Application type

@ Web application
Android Learn more
Chrome App Learn more
i0S Learn mare
Other

Name

Web client 1|

Restrictions
Ener JavaScript origins, redirect UREs, or both Learn More

Origins and redirect domains must be a

o the list

uthorized Damains in the OAuth consent settings

Authorized JavaScript origins
For use with reguests from a browser. This is the erigin URI of the client application. It can't contain a wildcard
(https:/=.example.com) or & path {https:/fexample com/subdir). If you're using @ nonstandard port, you must include it
in the origin URI.

hitps://www.example.com

Type in the domain end press Ener o add it

Authorized redirect URIs

For use with reguests from a web server. This is the path in your application that users are redirscted to after they have
i h the authorization code for access. Must have a protocol.

Cannot contain URL fragments or relative paths. Cannet be & public IP ad

https://www.example.com

Type in the domain and press Enter 1o add it

7. Please review the settings and click [Create].
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8. Client ID and Client Secret are indicated. Click on the square button to the right
of [Client ID] and [Client Secret] to copy. You are recommended to save the
[Client ID] and [Client Secret] in a text file.

API Credentials - My Project 62707 - % | =+

& > (@ consolecloud.google.com/apis/credentials?highlightClient=147613425766-mnsm03uvwngOmngh...  3¥ o H

OAuth client

The client 1D and secret can always be accessed from Credentialz in APIs &
Services

i o QAuth is limited to 100 sensitive scope logins until the OAuth consent

screen is published. This may require a verification process that can take
several days.

Here is your client ID
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9. You can check the Client ID on your Web browser.

= O >
API Credentials - My Project 62707 - X +
& 5 C B consolecloud.google.com/apis/credentials?project=plexiform-brand-259608 W o H
Google Cloud Platform My Project 62707

API APIs & Services Credentials

»

. Deshbioard Create credentials ~ RV

m Library Create credentials to access your enabled APIs. For more information, see the authentication

documentation .
Or  Credentials

i OAuth consent screen OAuth 2.0 client IDs
4 Name Creation date v Type Client I
Domain verification
~" Web client 1 Nov 20, 2019 Web |d7: P EF L
Sy Page usage agreements application . mns B E% LN T L MY ALK
: i}

<l
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10. Next, let’s get Refresh Token.
Access https://developers.google.com/oauthplayground on your Web browser.

& Oiuth 2.0 Playground x +

“~ c Iﬂ developers.goegle.com/oauthplayground/ I

€ Google Developers

e O X
= 0@
o

OAuth 2.0 Playground X ] co
~ Step 1 Select & authorize APls Request/ Response
Select the scope for the APls you would like to access or input your own No request
OAuth scopes below. Then click the "Authorize APIs" button 0 requesi

» 8 Al Platform Training & Prediction AP! v1
4 -"l Abusive Experience Report API v1
4 -‘i Access Approval APl vibetal

4 -.] Access Context Manager APl v1

4 -'i Ad Exchange Buyer APl 1l v2batal
* @ AdExchange Buyer APlv1.4

4 -.i Ad Experience Report APl v1

» % AdSense Host APl v4.1

» T3 AdSense Management APl v1.4

4 S Admin Reports APl reports_v1

» 28 Adwords API

4 -‘i Analytics Reporting APl vd

4 -‘" Android Managsment APl v1

» 28 Avigee API v1

Input your own scopes

» Step 2 Exchange authorization code for tokens

» Step 3 Configure requesi to API Wrap Lines

11. Click [OAuth 2.0 Configuration] button in the upper right of the window and
enable [Use your own OAuth credentials]. Enter Client ID and Client Secrete
created in the above step. Click [Close].
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https://developers.google.com/oauthplayground

& CAuth 2.0 Playground x o+

€« - C & developers.google.com/oauthplayground/

{» Google Developers

OAuth 2.0 Playground x

~ Step 1 Select & authorize APIs

Select the scope for the APls you would like to access or input your own
OAuth scopes below. Then click the "Authorize APIs"” button.

24 Al Platform Training & Prediction API v1

#4 Abusive Experience Report AP v1

;._‘l Access Approval APl vibatal

g:' Access Context Manager APl v1

#J Ad Exchange Buyer API Il v2betat

3

i Ad Exchange Buysr APl v1.4

Ad Experience Report APl v1

» 7% AdSense Host APl vd.1

» 7% AdSense Management APl vi.4
» {5 Admin Reports API reports_v1

» 28 Adwords API

3 h.' Analytics Reporting API v4

» #8 Android Management API v1

» M Aviase API v1

Input your own scopes

+ Step 2 Exchange authorization code for tokens

» Step:3 Configure request to API

OAuth 2.0 configuration

OAuth flow: Server-side 2
OAuth endpoints: Google %
Authorization endpoint.  https google.comfo/o. 2iv2/aut

Token endpoint:  https:/lwww googleapis.com/cauth2/vditoken
Access token location: Authorization header w! Bearer prefix =
Access type: Offline %

Force prompt: . Consent Sereen -

~7 Use your own OAuth credentials

YYou will need to list the URL hitps. pers.google.co
a valid redirect URI in your Google APIs Console’s project. Then enter e client
ID and secret assigned to a web application on your project below:

| OAuﬂaCIientiDl 1470 il IR HE B o™ W Wl i ol
| OAuth Clienlsecrelll CBY P R B BT

Nate: Your credentials will be sent to our server as we need fo proxy the
request. Your credentials will not be logged.

Close

Wrap Lines
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12. Go back to previous screen and enter https://www.googleapis.com/auth/drive in
[Input your own scop].

@ OAuth 20 Playground x  + - b=
& c @ developers.google.com/oauthplayground/ T o
{ Google Developers
OAuth 2.0 Playground X (7] oo o
~ Step 1 Select & authorize APIs OAuth 2.0 configuration
OAuth flow Server-side %

Select the scope for the APIs you would like to access or input your own
OAuth scopes below. Then click the “Authorize APIs” button
OAuth endpoints: Google =

Authorizati dpoint i X ol v
R “l Al Platiorm Training & Prediction APl v1 uthorization endpoint:  https://accounts.google.com/o/oauthZ/v2/aut

» 84 Abusive Experience Report API v1 Token endpoint: | hitps:/fwww.googleapis.comioauth2/v4itoken

s ‘.l Access Approval APl vibetal Access token location:  Authorization header wi Bearer prefix =

» 8 Access Context Manager AP1 vi Access y e -
ccess type: ine %
3 -‘l Ad Exchange Buyer AP1 1| v2beta1
Force prompt: Consent Screen S
* @ AdExchange Buyer APl v1.4
. ) " Use your own OAuth credentials
v -l Ad Experience Report APl w1
‘You will need to list the URL https:#developers google. com/atthpiayaround as
» 75 AdSense Host APl vd.1 a valid redirect URI in your Google APls Console’s project. Then enter the client
ID and secret assigned to a web application on your project below:
| v
AdSense Management APl v1.4 OAuth Clisnt 1D | 1476 1. 1o B 6 8 [ X
3 G Admin Reports APl reperts_v1 oAt Gl
uf ient secret: cBY ey mm g g T
» 2 Adwords API

our server as we need to proxy the

4 -‘. Analytics Reporting APl v4 be logged.

3 -‘l Android Management APl v1 Close

» 28 Apiaee API v1
e \ |

» Step 2 Exchange authorization code for tokens

+ Step 3 Configure request to API Wrap Lines

13. When entered, as [Authorize APIs] become active, click the button. Go to
Step 2. Click [Exchange authorization code for token] to check Refresh
Token.
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https://www.googleapis.com/auth/drive

€ OAuth 2.0 Playground X

JgoudafivUf.. B % @ @

“— c @ developers.google.com/oauthplayground/?code=4/1

{» Google Developers

OAuth 2.0 Playground X (7] e e
» Step 1 Select & authorize APls Request / Response
- Step 2 Exchange authorization code for tokens POST /oauth2/vdstoken HTTPA1.1

Host: www.zoozleap]s.com
EHE 4 Content-length: 277
Once you got the Authorization Code from Step 1 click the Exchange content-type: application/u-wwe-forn-ur lencoded
authorization code for tokens button, you will get a refresh and an access user-agent : google-vauth-playeround
token which is required to access OAuth protected resources.
code=4%l m "o amm”" W "W 0 - B |

Authorization code: | 41G" " L1 F 1|'|.| P e T}

HTTP/1.1 200 OK

Gontent-length: 385
R-yss-protection: 0
#-content-type-opt fons: nosniff
oot ] el 1B " SNE Sudle S | [ chikes,
Server: scaffalding on HTTPServer2
—content- em:od\ng ezip

LT S
Access token: | ya® i e '|-| = m | Refresh access token Gacheoconirol: private
Date: Mon, 18 Nuv 2019 11:32:29 GMT
Auto-refresh the token before it expires. #-frame-opl fong: SAMEORIGIN
. e Alt-svo: quic=":443"; na=2582000; v="48,43" hﬁ (050="":443
The access token will expire in 3398 seconds. Content-type: application/ison; charset=zutf-8
Note: The OAuth Playground will automatically revoke refresh 'oKens after 24h. You i % )
can avoid this by fying your own OAuth ! using the T Tyagm o ol "E=E ETEN" T
Awun gnug\ean\s com/auth/drive”,

Configuration panel.

Eearer .
Texpires_in”: 360
“refresh_t loken : 1//- A% " "' M "

» Step 3 Configure request to API Wrap Lines

14. The step automatically transitions to [Step 3]. Clicking [Step 2] goes back to
Step 2. Use the ID for authentication to access Google Drive as the replication

target.

15. You will have to obtain ID and Token to use OneDrive for Office 365 Business
or Dropbox. For more detailed operating procedures, please refer to the
respective online manuals for the cloud storages.
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APPENDIX B

Activelmage Protector & Support Information

eActiphy’s Web Site

You will find the product information as well as direct links to download documentation,
our full installers or update installers, etc:

https://www.actiphy.com

eActivelmage Protector FAQ
You can access the support FAQ.
https://kb.actiphy.com/

eFor inquiries about Activelmage Protector, please contact:
Global Sales Dept., Actiphy Inc.
(TEL) +81-3-5256-0877 (FAX) +81-3-5256-0878

E-mail: global-sales@actiphy.com

The software and the related documentation are proprietary products of Actiphy, Inc., and are
copyrighted to the company.

Copyright© 2020 Actiphy, Inc. All rights reserved.

Activelmage Protector. Activelmage Protector Server. Activelmage Protector Desktop. Activelmage
Protector IT Pro. Activelmage Protector for Hyper-V Enterprise. ReZoom it!. Activelmage Protector
Linux. Activelmage Protector Virtual. Activelmage Protector Cluster. Activelmage Protector Cloud.
Activelmage Protector Basic. HyperBoot. ImageCenter LE. Activelmage Deploy USB. ActiveVisor,

vStandby, vStandby AIP. BootCheck. Imagelsolate. HyperAgent. HyperBackup. HyperStandby and

HyperRestore are trademarks of Actiphy, Inc.

Other brands and product names mentioned in this guide are trademarks or registered trademarks of
their respective holders.
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