S - 2
O Actiphy R

Activelmage Protector 2018 Update for RDX

Backup Operation Guide

4th Edition — September 7, 2020

Activelmage

PROTECTOR

ATA =

TANDBER
rex
POYTCR TANDBERG DATA ==

usB30

réx QUIKSTOR

Actiphy, Inc.
Tandberg Data Japan Inc.

This document was jointly prepared by Actiphy, Inc., and Tandberg Data Japan Inc.
Any information contained in this document is subject to change without prior notice.
The product, service and company names and logos mentioned in this document are
trademarks or registered trademarks of the respective companies.

The entire or any part of the information contained in this document shall not be
reproduced without prior express permission from Actiphy, Inc.

Copyright 2020 Actiphy, Inc.

Copyright 2020 Tandberg Data Japan Inc.



Activelmage Protector 2018 Update for RDX

CONTENTS
INtrodUCtioN....ceuiereieiriirieirecreeeireeeresenes 3

Operating procedures in Windows environment 4

Installation of RDX Manager.........ccccuunee. 4
Connection Check (QuikStor) ......cccccveene.ee. 7
Detection of RDX drive ........ccovvecinnninnnes 7
Connection Check (QuikStation)................... 9
Set up RDX QuikStation mode....................... 9
Connecting iISCSI target........ccccoovivenenene. 11
Detection of RDX drive .......ccccccevevvivierenennnen, 14
Partitioning.......ccocovevvineniieeeeeee 15

Installation of ActiveImage Protector ....... 18
Backup Operation and Settings .................. 18
Replace the cartridge with a new one on a weekly basis 18
Example of Backup Schedule Setting........ 19
File RECOVETY ....oovveeeeeeeeee e 24
RECOVENY ..o 26
System recovery using a bootable media26

Operating Procedures in Linux Environment 36
Connection ChecK ........ccoeevieiecieieciecieseee 36
Setup RDX QuikStation mode (QuikStation only) 36
Connecting iISCSI target (QuikStation only)...37

Install iISCSI Initiator TOOI........cccevveverirerenene. 37
Connecting iISCSI target .......ccccccovvvvveveenee. 37
Detection of RDX drive (QuikStor) ........... 38
Partition and Mount.........ccccoeeeinnrncenne, 38

Installation of Activelmage Protector....... 43

Backup Operation and Settings .................. 43
Replace the cartridge with a new one on a weekly basis 43
Configure Backup Schedule Settings.............. 44
RECOVENY ..ot 49

System recovery by using a bootable media 49
Appendix 1) Device Mode of RDX QuikStation4/8 60

Overview of the respective modes ............ 60



Activelmage Protector 2018 Update for RDX

RDX drive mode ... 60
Logical Volume Mode.........cccooeinneiinneiie, 60
Protected Volume Mode..........ccocoeiiiiiinincene. 60
Disk Auto-loader Mode.........ccccceeeieiicncnincene. 61
Mode-specific Operation.........ccccecevvvveeeveecrenennee. 61
Create Logical/Protected Volume ...........cccveueniee 61
Import a Logical Volume/Protected Volume........... 62
Disk Autoloader Media continuously rotate Cartridges without physical ejection 63
Appendix 2) How to write udev rule...... 64

CONTACTS....cottuiirtnnirtnninnteninteeninnenan. 66



Activelmage Protector 2018 Update for RDX

Introduction

This guide provides the description about the backup and recovery operating procedures, by

using Activelmage Protector 2018 Update for RDX, saving the backup files to RDX QuikStor /
QuikStation connected to Windows/Linux OS host and restoring the systems from the backup
files.

®What is Activelmage Protector 2018 Update for RDX?

Activelmage Protector 2018 Update for RDX is a backup tool supporting RDX, developed
by Actiphy, Inc., in cooperation with Tandberg Data Japan Inc. The combined use of
Activelmage Protector with Tandberg Data‘s RDX enables you to provide an affordable
disaster recovery solution in the event of a computer system failure, natural disaster, a fire
accident, virus infection, etc.

For example, a loss of backup data may cause a critical problem damaging a corporate’s
credibility and even existential threat, so the backup data must be placed into a secure
location. However, transferring and saving large volume data at a remote site increases the
impact of data transfer traffic over the network and incurs the extra cost related to the use of
backup storage.

Activelmage Protector 2018 Update for RDX is featured with automated backups stored in
RDX cartridge. The ejected cartridge should be saved in a safe place (sent to a remote site
by using a delivery service and saved in a fire-resistant and water-proof vault.) Dealing with
unforeseen situations, you can quickly restore the system from the backup file in RDX
cartridge and reboot the system.

®Post-backup Cartridge Eject feature

Activelmage Protector 2018 Update for RDX will provides a function to eject RDX cartridge
automatically in the following timings.

-Every week on: after the last backup task is complet on a specific day of the week
-Every day at: specific time every day
- After each backup: every time after the each backup task is complet
Ejection of ROX DATA CARTRIDGE 'E}
@ Every week on
Maon Tue Wen Thur @ Fri Sat Sun
Every day at
After each backup

Do not gject

This procedure clears the mistakes of not ejecting RDX cartridge, which enables to reduce
losing backup data and computer virus infection.

For example, where RDX cartridge is weekly replaced with a new one saving one full-
backup and incremental backup files created for a week.

4 N

Replace on Weekly basis Full Backup Full Backup |
Incremental Incremental
Incremental Incremental
Incremental Incremental
Incremental Incremental
1 Generation 2nd Generation

\_ /
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Operating procedures in Windows environment

This chapter provides the details of operating procedures how to connect RDX QuikStor /
QuikStation to Windows host machine and configure the backup settings.

Installation of RDX Manager

Active Image Protector 2018 Update for Windows is incorporated with the features of RDX
Manager, therefore, please make sure RDX Manager is installed.

Note) Activelmage Protector 2018 Update for Windows supports RDX Manager Version 01.0.30
or later. If you use an earlier version, please update the RDX Manager.

This chapter provides the installation procedures for RDX Manager.

Please visit the following Tandberg Data‘s Web site. Go to the “Product” page for RDX
QuikStor, RDX QuikStation4 or RDX QuikStation8 and click “Download” to download RDX
Manager for Windows.

https://www.tandbergdata.com/jp/index.cfm/products/removable-disk/rdx-quikstor/

Unzip the downloaded zip file to run “RDXManagerinstall.exe”. The wizard driven interface
guides you through installation of RDX Manager.

1) The launched installer displays the following dialog. Click [Next].

RDX Manager Setup

Setup - RDX Manager

Welcome to the RDX Manager Setup Wizard.

MNext Quit
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2) Please specify the folder to install the files in [Installation Folder] dialog and click
[Next].

Ll RDX Manager Setup

Installation Folder

Please specify the folder where RDX Manager will be installed.

|C:\Pr0gram Files (x86)\Overland-Tandberg\RDXManager Browse...

3) [Select Components] dialog is displayed as follows. You do not have to change the
default component selection. Click [Next].

X

- RDX Manager Setup

Select Components

Please select the components you want to install.

RDX Manager Install RDX Manager.

Microsoft Visual C++ 2015 Redistribut... | This component will occupy
approximately 51.30 MiB on
your hard disk drive.

Default Select All Deselect All

Ca nce'

4) Please review the License Agreement and check the box next to [| accept the
license] to continue the installation. Click [Next].

X
- RDX Manager Setup
License Agreement
Please read the following license agreement. You must accept the terms
contained in this agreement before continuing with the installation.
End User License Agreement ~

Copyright ©2017, Sphere 3D Corp. All rights reserved.

Information in this document is subject to change without notice and does
not represent a commitment on the part of Sphere 3D Corp. or any of its

{® 1 accept the license.

() 1do not accept the license.

Next Cancel




6)
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5) [Start Menu Shortcuts] dialog is displayed. If you do not need to make any change,
click [Next].
X
(_

RDX Manager Setup

Start Menu shortcuts

Select the Start Menu in which you would like to create the program's shortcuts.
You can also enter a name to create a new folder.

overland-Tandberg|

Accessibility ~
Accessaries

Administrative Tools

Maintenance

Etar‘cup L v

Ready to Install] dialog is displayed. Click [Install].

- RDX Manager Setup

Ready to Install

Setup is now ready to begin installing RDX Manager on your computer.
Installation will use 65.09 MiB of disk space.

| Install Cancel

[Completing the RDX Manager Wizard] dialog is displayed. Click [Finish].

RDX Manager Setup

Completing the RDX Manager Wizard

Click Finish to exit the RDX Manager Wizard.

X
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Connection Check (QuikStor)

Check for detection of RDX drive from OS.

Example:

Windows Server 2016
RDX Manager 1.0.33

RDX QuikStor
USB 3.0 External Drive

USB3.0

Detection of RDX drive

1) Please make sure that RDX drive is detected in Device Manager.

A Device Manager

] X
File Action View Help
<D E 2P EX®
v & WIN-TUUPMGQAQA
3 Batteries
% Computer
~ o Disk drives
|~ TANDBERG RDX USB Device |
- VMware, VMware Virtual S SCSI Disk Device
% Display adapters
& DVD/CD-ROM drives
@z Human Interface Devices
~gi IDE ATA/ATAPI controllers
~ Keyboards
=» Mice and other pointing devices
Q Monitors
@n Network adapters
i Portable Devices
== Ports (COM & LPT)
v =B Print queues
== Microsoft Print to PDF
== Microsoft XPS Document Writer
= Root Print Queue
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2) Insert the RDX cartridge in the drive and make sure that RDX drive/media is correctly
recognized in Explorer.

W 4 s |ThisPC N = x
Computer View o
« v 4 = > ThisPC ~ ) | Search This PC P
Folders (6)

7 Quick access
~ Devices and drives (3)

% This PC - Local Disk (C)
. = DVD Drive (D3)
~- RDX_3TB (F) LS 470 GB free of 59.5 GB -

¥ Network RDX_3TB (F)

- 272 7B free of 272 TB

m

9items
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Connection Check (QuikStation)

After setting up the device mode, connect RDX QuikStation4 or 8 to OS via iISCSI and make
sure that RDX QuikStation4 or 8 is detected on OS, and perform partitioning / formatting.

Example:

Windows Server 2016
RDX Manager 1.0.33

RDX QuikStation8

iSCSI

Set up RDX QuikStation mode

This manual provides the description on premises that the product is used for a disk target
including RDX drive, disk autoloader, logical drive and protected volumes. For more detailed
procedures how to set up the respective modes, please refer to the product manuals
downloadable from Tandberg’s Web site. The setting example is configured to eject the
cartridge upon completion of a backup task. Before selecting Post-backup Cartridge Eject
option, please configure the mode setting for the removable disk.

1) In[Sign In to the RDX QuikStation4] dialog, please log in.

Sign In to the RDX QuikStation 4

User Name: admin

Password: sssens

Sign In

&S English v
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2) Please select [System Settings] — [Convert Device Typel.
réX QUIKSTATION TANDBERG DA

Welcome, ADMIN {5 System Settir /* System Maintenance - | i Refresh | [ Sign out | @ Helj

01798783 Dock02 4 Notification

B o e

@ Convert Device Type

£ physical Device t Logical Device

4 vTauoo1s (1 select any node from the tree view
= DOck01 (01798783)
8 Dock02 (Empty)
= Dock03 (Empty)
- Docko4 (Empty)

Name Value

3) Select a logical device type from RDX drive (connecting to a single dock), disk
automation drive (replacing automatically ejected cartridge), RDX logical volume (using
combined multiple cartridges), RDX protected volume (configuring RAID with multiple
cartridges), etc., and click [Change].

Logical Device Type Settings

This action will eject all the cartridges in the RDX QuikStation 4 and restart the system. For more
information about logical device types, refer to the RDX QuikStation 4 product manual.

If you are using a device type with an RDX drive, such as the Disk Configuration
option, you must install RDX Utility on each Windows host attached to an RDX device.
Otherwise, the eject button will not work properly.

Download the latest RDX Utility Here.

Current Selected Type
RDX Drive (Four TD RDX drive targets)

Disk Configuration -

Q) RDX Drive (Four TD RDX drive targets)

Disk Automation Configuration +
RDX Logical Volume Configuration +
RDX Protected Volume Configuration +

4) The device boots up and the mode is changed.
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Connecting iSCSI target

Connect QuikStation logical device using iSCSI Initiator tool.

1) Select [Management Tool] — [iSCSI Initiator] to start iISCSI Initiator, and go to [Discovery]
tab and click [Discover Portal].

iSCS| Initiator Properties K
Targets|| Discovery § Favorite Targets Volumes and Devices RADIUS Configuration
Target portals
) ) Refresh
The system will look for Targets on following portals:
Address Port Adapter IP address
To add a target portal, click Discover Portal. Discover Portal...
To remove a target portal, select the address above and TEmTE
then click Remove.
ISNS servers
The system is registered on the following iSNS Refresh
Name
To add an iSNS server, click Add Server. Add Server...
To remove an iSNS server, select the server above and TamTE
then click Remove.
oK Cancel Apply

2) Enter IP address or DNS name of QuikStation for [IP address or DNS name] in the following
window. Click [OK].

Discover Target Porta *

Enter the IP address or DNS name and port number of the portal you
want to add.

To change the default settings of the discovery of the target portal, click
the Advanced button.

IF address or DNS name: Port: (Default is 3260.)

I 192.168.0.20 I | 3260 |
Advanced... Cancel
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3) Go to [Targets] tab and select the target to connect from [Discovered targets] list. Click
[Connect].

iSCSI Initiator Properties *

Targets § Discovery Favorite Targets Volumes and Devices  RADIUS ~ Configuration
Quick Clonnect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then click Quick Connect.

Target: 1 Quick Conpedt...

Discovered targets
Refresh '

MName Status

ign-2010-01.com.tandbergdata:storage.rdx1-1.989200118  Inactive
ign.2010-01.com.tandbergdata:storage.rax2-2.989200118 Inactive
iqn.2010-01.com.tandbergdata:storage.rdx3-3.989200118  Inactive
ign.2010-01.com.tandbergdata: storage.rdx4-4.989200118 Inactive

To connect using advanced options, select a target and then
click Connect. L

To completely disconnect a target, select the target and
then click Disconnect. s A

For target properties, including configuration of sessions, |
select the target and click Properties. it

For configuration of devices associated with a target, select | |
the target and then click Devices. |ttt

| ok || camet || oy |

4) Click [OK] in the following window.

Connect To Target *

Target name:

ign.2010-01.com.tandbergdata:storage.rdx1-1.989200118

Add this connection to the list of Favorite Targets.

This will make the system automatically attempt to restore the
connection every time this computer restarts.

[ ]Enable multi-path

Advanced... - Cancel
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5) The [Status] is changed to “Connected”.
iSCSI Initiator Properties

Targets Discovery Favorite Targets Volumes and Devices RADIUS Configuration
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then click Quick Connect.

Target: Quick Connect...

Discovered targets

Refresh

Name

ign.2010-01.com.tandbergdata:storage.rdx1-1.989200118
ign.2010-01.com.tandbergdata:storage.rd»2-2.989200118
iqn.2010-01.com.tandbergdata: storage.rdx3-3.989200118  Inactive
ign.2010-01.com.tandbergdata: storage.rdx4-4.989200118  Inactive

To connect using advanced options, select a target and then Connect
click Connect.

To completely disconnect a target, select the target and R
then click Disconnect.

For target properties, including configuration of sessions, I Properties
select the target and click Properties.

For configuration of devices associated with a target, select D
the target and then click Devices.

6) If you have any other targets to connect, repeat the same procedures and click [OK].
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Detection of RDX drive

1) Please make sure that RDX drive is detected in Device Manager.
iy Device Manager - ] X

File Action View Help
=2 = EBH=z®

v &1 WIN-TJUPMGQAOA ~
3 Batteries
% Computer
v oo Disk drives

I . TANDBERG RDX SCSI Disk Device !
- ware, ware Virtua sk Device

% Display adapters
- DVD/CD-ROM drives
#% Human Interface Devices
~gi IDE ATA/ATAPI controllers
5= Imaging devices
~ Keyboards
=» Mice and other pointing devices
‘ Monitors
En Network adapters
v !; Other devices
&} Unknown device
B Portable Devices
=% Ports (COM & LPT)
=2 Print queues v

2) Insert the RDX cartridge in the slot and make sure that RDX drive/media is correctly
recognized in Explorer.

2 M = Drive Tools  This PC — O w
Computer View Manage [7]

« v 4 = > ThisPC ~v [{) | Search This PC R

; Folders (6)
#F Quick access

~ Devices and drives (3)
I UIzEE Local Disk (C)

m Deskiop 2 DVD Drive (D)
-y

Bl Documents ] 285 GB free of 59.5 GB

& Downloads
D Music b
= Pictures
B Videos

% Local Disk (C)

Removable Disk (E:)

= Removable Disk

¥ Network

Yitems 1item selected 1= [
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Partitioning

When using QuikStation logical volume mode or protected volume mode, the partition is
recognized without formatting with a partition file system.

Please take the following operating procedures to create partitions (when using an NTFS
formatted cartridge in x8 RDX drive mode, you do not need to take these procedures.)

1) Start RDX Manager.

Activelmage Protector

= RD,kManager

2) Select a drive in [RDX Manager Drive List] dialog and click [Manage RDX Drive].

S

Drive Drive Vendor Drive Type Drive Status  artridge Vendo Cartridge Size Cartridge Status Data

Scan for RDX Drives Manage RDX Drive
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3) Click [Utility] tab in [RDX Manager] window.

== RDX Manager
Status Encryption Test
Drive Data Cartridge Data
Vendor: TANDBERG Vendor: Tandberg Data
Model: RDX Model: QuikStor
Serial Number: 9876543210 Serial Number: 873101798783
Status: Good Status: Good
Load Count: 0 Load Count: 219
Firmware Rev: 0252 Firmware Rev: AY000U
Product Type: Linux Cartridge Type: Disk
OEM Name:  unspecified Write Protect:  Off
Born On Date: Temperature: 33
Drive Mode: Removable Capacity: 2000.39 GB
Free Space:

. — Bytes Read: 36006.93 GB

Drive Policy: Bytes Written: 25135.08 GB

4) Click [Partition and Format Cartridge] in [Utility] tab.

22 RDX Manager

Status Encryption Test

Utility

Update Firmware

Partition and Format Cartridge

Change Drive Mode

Change SATA Il Mode

Eject Cartridge

0%
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5) Please select “NTFS” (by default) or “exFAT” for the format type and click [OK] in
[Format Selection] window.

== Format Selection bl

Supported Formats:
NTFS (Quick Format) -

6) The following message is displayed in [Partition and Format] dialog. Click [Yes] for
confirmation.

== Partition and Format X

Are you sure you want to partition and format your cartridge?
All data will be lost.

Yes Mo

7) Make sure that [Partition and Format Passed] indicates 100% and please end RDX
Manager.
ﬁ RDX Manager >

Status Encryption Test Utility
Update Firmware

Change Drive Mode
Change SATA Il Maode

Eject Cartridge

100%

Partition and Format Passed
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Installation of ActiveImage Protector

For the detailed operating procedures for installation of Activelmage Protector, please access
the online help and refer to “Installing Activelmage Protector” at the following URL. Please also
refer to “System Requirements”.

- Activelmage Protector 2018 Update Server/Desktop Edition Online Help
http://webhelp.netjapan.com/AIP/Windows/2018/en/help/index.html

Backup Operation and Settings

The following are the examples of backup task settings configured for a standard backup
operation.

Replace the cartridge with a new one on a weekly basis

This backup operation scenario includes replacement of a cartridge on a weekly basis, while
one full backup and incremental backups created for a week are saved in the removed cartridge.
A full backup task is executed at the beginning of a week and recurring incremental backup
tasks are executed for the rest of the week. Detecting if the backup task is the lastly scheduled
for the week, the cartridge is automatically ejected eliminating a mistake of not removing RDX
cartridge. Another operation scenario includes replacement of two cartridges on a weekly basis,
enabling to restore the system back to the state of a day in a week before. The more increased
number of the cartridges are used, the more image sets for the respective weeks can be saved
in the respective cartridges (for example, 4 cartridges for 4 weeks).

4 N

Replace on Weekly basis Full Backup Full Backup |

Incremental Incremental

Incremental Incremental

Incremental Incremental

Incremental Incremental

1%t Generation 2nd Generation

. Y
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Example of Backup Schedule Setting

The following are the operating procedures of the backup operation executing a full backup
and replacing the cartridge once a week.

1) Launch Activelmage Protector and select [Backup] — [Scheduled Backup].

A Activelmage Protector - O X

Operation View Preferences Utilities Help

Dashboard Backip
Backup
Schedule Backup — Create Backup Schedule
I The backup task will run based on the configured
Backup Now schedule.
vStandby
Recover
Y N Backup Now
LI Run backup task now.

h Image Mana
W Virtualization

= Utilities
¥ Local Host

Host Name:  win2016
Domain: 'WORKGROUP
IP Address: 192.168.142.133
Logon User:  Administrator

PreBoot: Ne
Mounted: No
Task: Mone
0.0 % L

2) [Source] dialog is displayed. Select a source disk and click [Next] (the entire disk including C

drive is selected in the following example.)
m Activelmage Protector - O *

Operation View Preferences Utilities Help

m Dashboard Schedule Backup
& Backup 1 Source 2 Destination 3 Schedule 4 Summary
- Schedule Backup _ o _
@ Entire Disk ) Volume
‘ Backup Now
Volume Name # | File System Volume Size Used Space Associated
vStandby 8 ] =i DiskD
3 == [EHE () 1 Windows Reco... | 450.0 MB 347.2 MB Disk 0
== Local Disk () 2 EFI 100.0 ME Disk 0
& Recovery > s LocalDisk(C) 3 NTFS 39.4 GB 128 GE Disk 0
R & [ ] = Disk1
== RDX (E:) 1 NTFS 19.9GB 553 MB Disk 1

EI Image Manag... >

L]
=4 Basic =5 Dynamicdisk = Volume == Dynamic volume

W Virtualization > Disk 0

Basic (GPT)
400 GB @i A Local Disk (C)
. £ Used: 13.1 GB 450.0°MB Windows R f 394 GB NTFS
W Utilities :
¥ Local Host [ Disk 1
Basic (GPT)
Host Name: win2016 200 GB
Domain: WORKGROUP % Used: 553 MB
IP Address: 192.168.142.133
Logon User:  Administrator
PreBoot: No 1] Primary
Mounted: No
Task: Mone
0.0 % LG

Cancel




Activelmage Protector 2018 Update for RDX

3)

[Destination] dialog is displayed. Click [Select folder] to the right of [Destination folder]

and select RDX drive.

m Activelmage Protector

Operation w  Preferences

T win2016

B Dashboard

‘ Backup
chedule B

‘ Backup Now

[ vStandby

‘ Recovery

EI Image Mana...

¥ Virtualization

= Utilities

" Local Host

Host Name:
Damain:

IP Address:
loaon lser:
PreRont:
Maounted:

Task: Mone

win2016
WORKGROLIP
192.16R.147.133
Administrator

No

Utilitie:

- O X
Help
Schedule Backup
1 Source 2 Destination 3 Schedule 4 Summary
Task Name: Options: < Advanced Options

Backup_20200831_1907

Destination folder: @

~) Credentials

File Name: @
img_20200831_1907

Comments:

- Select fol
. J

_d0D.aiv

Ejection of RDX DATA CARTRIDGE @)
@ Every week on
@ Mon @ Tue ©
) Every day at
() After each backup

! Do not eject

Wen © Thur ©

ql Compression: @
@) Deduplication Compression
Level 2 (Optimized)
Change temp file folder @
@ Standard Compression
Fast A

A2 [[] Passwerd Protection @

Strength:

AES 128 bit -

Cancel

m Select Folder

< Eh\backup\w2018\

B {2} Local
[ Desktop
B~ 4 Documents
& Local Disk ()
= CD/DVD ROM (Dv)
El- &8 ROX (E)
B- [ backup

- Ol w2016

(;i Netwaork

MName - Date Modified

Image File Type

Size

Folder: |E:\backup\w2mﬁ

I Select

der

Directory only

-

[] Show base image file

Cancel
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4)

5)

After selecting [Destination], check the box for [Destination Isolation Option]

- [Automatically

eject removable RDX cartridge after backup] and select the day of a week to automatically
eject the RDX cartridge (“Friday” is selected in the following example). Click [Next]

m Activelmage Protector

Operation View Preferences Utilities Help

1" win2016
m Tl Schedule Backup
& Backup 1 Source 2 Destination
- Schedule Backup Task Name:

‘ Backup
vStandby

Backup_20200831_1907

Destination folder: @'

EA\backup\w2016 [ Selectfolder.

‘ RE‘-COVE!I'_\/ ¥ Credentials
File Name: '@'

img_20200831_1907

Fj Image Mana...

_d0D.aiv

Comments:

¥ Virtualization

O X

< Advanced Options
G Compression: @.

©) Deduplication Compression
Level 2 (Optimized
Change temp file folder l@l
@ Standard Compression
Fast hd

Options:

42 [C] Password Protection i@

Strength:
W Utilities
I"  Local Host Ejection of RDX DATA CARTRIDGE (@) AES 128 bit he
@

Host Name:  win2016 _ ) - : )

Damain: WORKGROLIP © Mon © Tue © Wen © Thur‘,- Sat © Sun

IP Address: 107.16A.147.132 @) Every day at

Ioaon lser:  Administrator @ After each backup

PreRont: Nn .

Maountad: Mo _) Do not eject

Task: MNone

0.0 % G
coe

a) .Check in the box for [Base] and select [Weekly].

b) Select a day of a week (“Monday” is selected in the example.)

c) Specify [Start Time] (“19:00” is selected in the example.)

d) Check in the box for [Incremental] and select [Weekly] (“Tuesday to Friday” are

selected in the example.).
(The default settings remain unchanged for others.)

Schedule Settings

Backup_20190717_2028 Effective Date/Time: | 2019/07/1720:40  ~| ~ | 2020/07/17 20:40 Mot Specified

Base @ (a) Incremental @'
Weekly ¥ Weekly - K =

Sun

Execute Time: @ Multi-times

(c) Start Time:

Mon |I Tue H Wed || Thu H Fri || Sat
(d

[#] End Time: Interval:
0700 21:00 5 60 5 Minutes ~

© Onetime only:

Event Backup:
[ Shutdown/Reboot

Option:
[ Auto run if a scheduled task is missed,

[ ] e

[E fees]

In the above example, a full backup task is executed at 19:00 on Monday every week,
incremental backup tasks are executed on an hourly basis from 7:00 to 21:00 from Tuesday
to Friday and the cartridge is automatically ejected upon completion of the lastly
scheduled incremental backup task on Friday. The ejected cartridge is replaced with a

new one on Monday during daytime.
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6) The following [Schedule] dialog is displayed. Please configure the [Options] setting as

follows and click [Next].
A Activelmage Protector - O X

Operation View Preferences Utilities Help

D Dashboard Schedule Backup
& Backup 1 Source 2 Destination 3 Schedule 4 Summary
Bl schedule Backup Effective From: 2019/07/17 20:40
& sackup Now Base (Full): Weekly: Mon., 18:00
Incremental: Weekly: Tue.-Fri., 07:00-21:00 Every 60 Minutes

=] vStandby Edit Schedule

‘ Recovery S Post-backup Process
] ImageCheck: Unconfigured &= ImageVerify: Unconfigured == Consolidation: Unconfigured
'\.l Image Manag... >
Options:
b i . .
L Virtualization > Enable Reconcile Image @ Execution Priority @
Enable Retention Policy  Delete both full and incremental « @ Full (Base):
= Utilities . Number of image sets to retain: Lowest Low Medium High
¥ Local Host 1 - Delete the older image before new base backup. lﬁ:l
. - Incremental:
g R iy Tt [[] Send email  Task fziled hd e (e Osinm [Ggh
Domain: WORKGROUP =" ——
IP Address: 192.168.142.133
Logon User:  Administrator
PreBoot: Ne
Mounted: Ne
Task: MNone

Cancel

Options setting:

a) Select [Weekly] for [Base] and check in the box for [Enable Retention Policy]

b) Select [Delete both full and incremental] from the combo box (selected by
default).

c) Specify “1” for [Number of image sets to retain].
d) Check in the box for [Delete the older image before new base backup].

Options:
(a)
Enable Reconcile Image i@ (b)

Enable Retention Policy IDE|E‘|:E both full and incremental - I@
Mumber of image sets to retain:

1 = Delete the clder image before new base backup

(d)
[ SEHSCe}maiI Task failed -
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7) The following [Summary] dialog is displayed. If you do not have to edit the settings please
click [Done].
m Activelmage Protector

Operation View Preferen

Dashboard

Backup

Schedule Backup

Backup Now

vStandby
Recovery

Image Manag... >

W Virtualization %

= Utilities

¥ Local Host
Host Name:  win2016
Domain: WORKSROUP
IP Address: 192.168.142,133
Logon User:  Administrator
PreBoot: No

Mounted: No

Task: Mone

0.0%

ces Utilities Help

¥ win2016

Schedule Backup
1 Source 72 Destination 3 Schedule 4 Summary
A
53 Backup Source:
Backup Tvpe: Entire Disk
Backup Source: 0
& Destination:
File Name: img_20190717_2028_d00.aiv
Estimated image file size: 9.9 GB
Destination folder: E\backup\w2016
Comments: None
Q Options:
Task Name: Backup_20190717_2028
Compression: Standard Compression (Fast)
Password: None
Ignore bad sectors: Enabled
Backup disk meta-data: Enabled
Ignore Inaccessible velume(s): Enabled
Force Component Mode: No
Excluding files: MNone v
€ >
I [ Export... } [ < Back } [ Done ] Cancel

8) Upon completion of the backup tasks scheduled on every Friday, the cartridge is
automatically ejected. Please replace the cartridge with a new one.
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File Recovery

The following are the operating procedures to restore a specific file or folder from a backup
image file

1) Please select [Recovery] and [File Recovery] in the dialog.
m Activelmage Protector

Operation View Preferences Utilities Help

T win-1ijupmggaca

m Dashboard Recovery

‘ Backup

vStandby Volume Recovery

Recovery entire disk or specific volumes
along with volume metadata from

‘ Recovery > backup.

FI Image Mana... >

S et File Recove
W Virtualization > _ Y
Recover individual files and folders from
. backup.

= Utilities >

¥ Local Host

Host Name:  win-Tlijupmgqaoa
Domain: WORKGROUP

IP Address: 192.168.77.146
Logon User:  Administrator

PreBoot: No
Mounted: No
Task: None

=
o
G

2) [Select Recovery Point] dialog is displayed. Please select a Recovery Point and click
[Next].

m Activelmage Protector

Operation View Preferences Utilities Help

¥ win-tijupmggaca

Dashboard File Recovery
Backup I 1 Select Recovery Point 2 File Recovery
I Yy Y
b
EE'J VS‘tandby | i;f._;. Backup Destination Ll source Computers - L) Recowvery Points -
< [@ Ebackupw2016 = ) Il win-lijupmgqaca I@; 10/30/2018 9:47:14 PM I
ecove
‘ R_COV_I'Y & (&} Local
- [ Deskt
. Volume Recovery ‘J esiop
| B- [ Documents
B8 rile Recovery -~ &3 Local Disk (C)
B 57 555 {B4FREE_EN-US D...
hl Image Mana... B~ @ RDX_3TE (E)
E- 4 backup
L R ! - Gl w20l
rtualization > | N k[“"
¥ Eacalfioct DO REERE T st
Host Name:  win-Tijupmggaoa a 5
Doaiie WORKGROUP |3 Backup Information
P Address:  192.168.77.146 System: Microsoft Windows Server 2016 (build 14393), 64-bit(64); Source: Disk 0,
Logon User:  Administrator Volume (3)/C; Deduplication: No; Compression: Fast; Password: No;
A He Comments: .
Mounted: Mo
Task: Mone
0.0 % " " Cancel
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3) [File Recovery] dialog is displayed. Select a file to restore and click [Done].
m Activelmage Pratector - O X

Operation View Preferences Utilities Help

¥ win-1ijupmgqaca

B Dashboard File Recoverv

‘ Backup 1 Select Recovery Point 2 File Recovery
S _

IEI v_tandby @ Backed up files
[ security ~ - Date Modified

d Recovery [ servicing 8/29/2018 6:52PM |
Gl test

. Volume Recovery B~ [y tracing

B File Recovery - [ twain 32 vi£ >

 Rec overy ltems:

‘\.l Image Manager »
¥ Local Host

File Path
C\Windows\test\testiso
Host Name:  win-Tijupmgqaoa [ Copy ACL
Domain: WORKGROUP
IP Address: 192.168.77.146
Logon User:  Administrator

PreBoot: Mo Recovery To: [ Efbackup\w2016 - | J

Mounted: Yes
Task: None

i 2= —

Recovery Options:

[T Mot overwrite existing folder or file

4) File Recovery task is executed.
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Recovery

System recovery from a backup image in iSCSI targt requires the use of CentOS-based
bootable media.
*CentOS-based bootable media:
«If you purchased the media Kkit:
Please use Activelmage Protector 2018 Update bootable media.
«If you downloaded the program from Actiphy’s Web site:

Locate AIPBE_CentOS.iso in Activelmage Protector 2018 Update RDX for Server’s ISO
folder and write it in DVD-R.

The following chapter provides the description about the system recovery by using CentOS-based
bootable media. As for the system recovery from a backup image in RDX USB drive using
CentOS-based bootable media, please take the same operating procedures except for the part for
iISCSI device.

System recovery using a bootable media

The following are the operating procedures how to recover the computer system by using
CentOS-based bootable media.

1) Boot up the computer system by using the CentOS-based bootable media. Select [Start
Activelmage Protector Boot Environment] and press Enter key.

Activelmage Protector Boot Enviromment (2E

Start Activelmage Protector Boot Environment

Troubleshoot ing
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2) Please select [English] in the following dialog and click [OK].

»* Applications Places  Activelmage Protector Wed 1857¢ & O

Image

~ PROTECTOR

Activelmage Protector

Select Language...

Activelmage Protector

English v

| oK
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3) [Dashboard] dialog is displayed as follows.

( on H‘WIHES dE‘lD

Dashboard

W Current Task
@ Tasklog

| & Disk Information

i 7 R B O

Volume Name File System Volume Size Used Space Associated
B8 (=) Disk 0
= Local Disk () NTFS 500.0 MB 333.1 MB idevi/sda
= Local Disk (C:) NTFS 595GB 15.1GB I/dev/sda

=3 Basic ® mdrmid = VG s Volume == mdraid volume cs LV ©s PV

Disk 0

Basic (MBR)

60.0GB Local Disk {3 Local Disk (C:)
PRVESEXT R T cl- i 000 B NTFS 5GB NTFS

il Primary '

The disk including the system volume is recognized as “/dev/sda” on Linux system. This
device name is important.

Note) The following network and iSCSI device connection settings are required for

QuikStation4/8 only. You do not need to configure the network settings when DHCP
automatically assigns IP address.

View Utilitles Help

ount Network Folder

Volume Size Used Space Associate

& =) Disk0
= Local Disk(:)  NTFS 500.0 MB 3331 MB Idevisda
= Local Disk (C:) NTFS 595GB 15.1 GB Idev/sda
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5) Specify NIC connected over the same network as QuikStation for [Current NIC], IP
address used for network connection for [IP Address] and the value for subnet mask for
[Subnet Mask] (iSCSI only) in the following dialog. Click [Apply].

Operation View Utilities Help

Network Setting

Current NIC; ens32 « View Current Settings..
) Automatically obtain IP Address (using DHCP)
@ Use the following IP address:

IP Address: 192.168.0.41
Subnet Mask: 255.255.255.0
Default Gateway:

@ Use the following DNS server settings:

DNS server:

The above example shows that the private network of “192.168.0.41” is used.

Click [OK] to the following prompt message.

y’ !\ Apply new settings?
—_—
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6) Select [Utilities] — [Open Terminal] (iSCSI only).

Operation View Utilities Help

Mount Network Folder
Mount Local Volume

File Explorer

Network Setting

Display Settings
Open Terminal

Launch AP CLI

Subret Mask:

Default Gateway:

@ Automatically obtain DNS server settings (using DHCP)
) Use the following DNS server settings:

DNS server:

Click [OK] to the following prompt message.

A PN Open termiral?

7) Run “iscsiadm” command in the displayed terminal window.
a) iscsiadm -m discovery -t st -p IPaddr -> Search for the target portal.
b) iscsiadm -m node --login -> Log in the target
c) Exit the terminal window.

8) Select [Utilities] — [Mount Local Volume].
Operation View Utilities Help

Mount Network Folder
Utilities Mount Local Volume

File Explorer

Network Setting

Display Settings

Open Terminal i .

Launch AIP CLI

Mount Local Folder
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9) Click [Refresh] in the following window.
Operation View Utilities Help

¥ w2016.0zone .net

o
2
=
ki

-

Mount Local Folder

Volumes (mounted and unmourted)
) &9 idev/sdal | mounted on"/mnt_tmp/sdat" )
) &9 /devisda2 ( mounted on"/mm_tmp/sda2" )
@ @ idevisdbl { unmourted )
D @ fdevisrd  ( unmourted )

Refresh Unmourt

& represents mounted volumes

- represents unmounted volumes

Every volume recognized when the system booted up are mounted, but the restore target
volume (C drive, etc.) must be unmounted while the volume (RDX drive) on which the backup

image files are located have to be mounted.
In the above example ”/dev/sda” is the boot volume including C drive, while “/dev/sde1” is

the volume including backup image files.
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10) Only RDX drive is mounted and selected, while the other volumes are unmounted.
Operation View Utilities Help

m
o)
=4
K

11) Select [Operation] — [Volume Recovery].

Mount Local Folder

Volumes (mounted and unmourted)
) @ /devisdal  ( unmoumted )
) & devisda? ( unmounted )
O K@ /devisdbi  ( mounted on"/mruDiski_Volumet" )
| @ /devisr0  ( unmourtted )

Operation View Utilities Help

& Backup Now
@ Volume Recovery older
k Image Marager

Exit

and unmounted)

{ unmourted )

12) The following [Select Recovery Point] dialog is displayed. Select a recovery point in the
local disk and click [Next].

gperatl-:m EIEW HHHI\ES EE\D

¥ w2016.0zone.net

=
)
=
R

Volume Recovery

1 Select Recovery Point 2 Restore Settings 3 Summary
-
|| Backup Destination B source Computers - \ ' Revovery Points -

< | Cibackupw2016 vl _ © 20181102 13:41:17

&- &3 Local Disk (C:)
B [ backup
Bl w2016

l_‘ 1® Backup Information

System: Microsoft Windows Server 2016 Standard Edition (build 14393), 64-bit(64); Source: Disk 0, Volume (:)/C;
Deduplication: No; Compression: Fast; Password: No; Comments: .

Next > Cancel
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13) [Restore Settings] dialog is displayed and the disk layout of the selected image is
shown in [Source Objects:]. Drag a disk or a volume from [Source Objects:] and drop
it to [Target Settings]. Click [Next].

#rEA) - LOF—R(FeTiHEEhETHLA

LvTdh?

it BRET A AZIZLATLROT A ERL
BEHHITENBE ., 0T 1 27 (FIBHETHRIZA
FIA ki) FEOTIEE(FE L.

View Utilities Help

w2016.0zone .net

Wl Volume Recovery

v

‘ 1 Select Recovery Point 2 Restore Settings 3 Summary
‘ Source Objects: @' How to Select.

Disk 0
Basic (MBR)
‘- 60.0GB

4 Used: 15.4GB 50.5GE NTFS

Target Settings: @ How to Corfigure W% (7] Post Restore Operation Reboot system

Disk 0 2

Basic (MBR) 7

60.0GB | P 7
3 Used 1 154GE (BB iele=Riies

) Disk 1
Basic (MBR)
182TB

-

4 Used :8.7GB

< Back

Cancel
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14) Please click [Done] in [Summary] dialog.

Operation View Utilities Help

" w2016.0zone.net

ol Volume Recovery

é 1 Select Recovery Point 2 Restore Settings 3 Summary

® After Restoration:

Disk 0
p— Basic (MBR)
- 60.0GB
4 Used:154GB 595GBNTFS

Details
Source:
/mmuDiski_Volume1l/backupmw2016/Mw2016@img_20181101_2125_d00_00001.aiv (Disk 0)

Boot settings

MBR: Restore MBR
First Track:Restore First Track

Post Restore Operation: No

||

15) When recovery process starts, [Dashboard] window is displayed. Upon completion of
the recovery process, please make sure that [Status] is [Done].

0 Utilities Help
" w2016.0zone.net « Success: [Restore]. Process Time [2 min 36 sec].
1 Dashboard
ﬁ | W Current Task a
Status Task Start Time Progress (%)
‘ & Dore Restore 2018/11/02 07:12:00 Gt (e
K
pa— © Task log
= I
| & Disk Information .
Volume Name File System Volume Size Used Space Associated 3
B =) Disk0
= Local Disk () NTFS 500.0 MB idev/sda
= Local Disk (C:) NTFS 59.5 GB /dev/sda
B =) Disk 1
s Local Disk (D) NTFS 1.82TB 8.7GB idev/sdb ¥

=2 Basic % mdrmid =] VG <= Volume =s mdraid volume == LV s PV

- Disk 0
|
= Basic (MBR)
60.0 GB

4 Used : 0.0 Bytes

Disk 1

Basic (MBR)
18278
4 Used :B87GB

| Primary .
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Start Time Progress (%) 1
20181102 07:1200 (NGRS ) ®) |

e
& © Tasklog
& = Disk Information -
: Volume Name i File System | Volume Size Used Space Associated &)
B i3 Disk0
|+ e Local Disk () NTFS 500.0 MB Mdevisda
w= Local Disk (C:) NTFS 58.5GB Idevisda
B =3 Disk 1 | ;
wa Local Disk (D)_NTFES 1821B B.7GB Idevisdb 17

‘ =3 Basic 2, mdraid =1 VG ©= Volume w= mdraid volume = LV ©a PV Lo

.« Disk0
Basic (MBR) !
60.0GB X ]f

4 Used : 0.0 Bytas HOOMBHTFS

| Disk 1

Basic (MBR)
§ 182718

|| g Used BTGB

. A . i ‘-

=
1B2TBHNTFS

17) When the system normally reboots, recovery process has completed.
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Operating Procedures in Linux Environment

This chapter provides the details of operating procedures how to connect RDX QuikStor by
USB3 cable and RDX QuikStation via iSCSI to Linux CentOS7.x host and configure the backup
setting.

RDX QuikStor

CentOS 7.x

RDX QuikStor
USB 3.0 External Drive
o -

USB3.0

RDX QuikStation

CentOS 7.x

RDX QuikStation8

iSCSI

Connection Check

Set up the device mode, connect RDX QuikStation8 to OS via iSCSI, make sure that RDX
QuikStation8 is detected on OS and perform partitioning / formatting.

The use of RDX QuikStor does not need to set up the device mode or iISCSI connection.
Please configure the settings for other items.

Setup RDX QuikStation mode (QuikStation only)

1) For more details about the respective device modes of RDX QuikStation, please refer to

2) For more detailed operating procedures to set up the respective device modes of RDX
QuikStation, please refer to
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Connecting iSCSI target (QuikStation only)

Install iISCSI Initiator tool to establish connection with QuikStation logical device.

Install iISCSI Initiator Tool

Run the following command to check for the package in iISCSI initiator tool. When there exists the
package, the following is displayed.

# rpm -qa | grep iscsi—initiator
iscsi—initiator-utils—Xxxxxxxxxxx

=

the package does not exist, please install the package of iSCSI initiator tool.
# yum -y install iscsi—-initiator-utils

Connecting iSCSI target

Run “iscsiadm” command to connect iSCSI target. The following example shows iSCSI target
is connected to QuikStation8 in RDX mode at IP Address 192.168.0.10.

1) Use Discovery mode to search for the target.

# iscsiadm —-m discovery -t sendtargets -p 192.168.0. 10
192.168.0.10:3260, 1 ign. 2010-01. com. tandbergdata:storage. rdx2-2. 989300045
192.168.0.10:3260, 1 ign. 2010-01. com. tandbergdata:storage. rdx1-1. 989300045

2) Login the target.

# iscsiadm -m node -T ign. 2010-01. com. tandbergdata:storage. rdx1-1. 989300045 —login

Logging in to [iface: default, target: ign.2010-01. com. tandbergdata:storage. rdx1-1.989300045, portal:
192.168.0.10, 3260] (multiple)

Login to [iface: default, target: ign.2010-01.com. tandbergdata:storage. rdx1-1. 989300045, portal:
192.168. 0. 10, 3260] successful.
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Detection of RDX drive (QuikStor)

Connect RDX QuikStor to OS by using USB cable and make sure that RDX drive is normally
recognized on OS.

Example:
# Isscsi
[1:0:0:0] cd/dvd NECVMWar VMware IDE CDR10 1.00 /dev/sr0
[2:0:0:0] disk VMware Virtual disk 1.0 /dev/sda
[3:0:0:0] disk TANDBERG RDX 0227 /dev/sdb

Partition and Mount

Most of RDX cartridges are NTFS formatted and marketed. Before you use an RDX cartridge
as the backup destination storage for backup images created by using AIP, the use of RDX
cartridge formatted with ex4 on Linux provides improved performance. QuikStation logical
volume / protected volume, after initialization, needs to be partitioned. The following example
details the procedures how to delete the NTFS formatted partitions and create ext4 partitions
again (if the partitions are formatted by using ntfs-3g package, the use of NTFS formatted
partitions is allowed, however, it will cause a decline in performance.)

1) Start operating the partition
Please unmount the automatically mounted drive (the device path of the RDX cartridge is

“/dev/sdc” in this example.)

# Isblk

NAME  MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
fd0 2:0 1 4K 0 disk

sda 8:0 0 506 O disk

—sdal 8:1 0 1G 0 part /boot
—sda2 8:2 0 466G O part /
L—sda3 8:3 0 3G 0 part [SWAP]
sdc 8:32 1 2.7T 0 disk

L—sdcl 8:33 1 2.7T 0 part /run/media/root/RDX_3TB
sr0 11:0 1 1024M 0 rom

# umount /dev/sdcl
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2) Check the partition
Run “parted” command to create the partition again. Specify the RDS cartridge device for
the argument to run the command. Run “print” command to check the partitions in the
cartridge. You can identify that "/dev/sdc1” device is NTFS partition in this example.

# parted /dev/sdc

GNU Parted 3.1

Using /dev/sdc

Welcome to GNU Parted! Type "help’ to view a list of commands
(parted) print

Mode!|: TANDBERG RDX (scsi)

Disk /dev/sdc: 3001GB

Sector size (logical/physical): 512B/512B

Partition Table: gpt

Disk Flags:
Number Start End Size File system Name Flags
1 1049kB 3001GB 3001GB ntfs Basic data partition

3) Delete a partition
Enter the number as specified for “Number” above to delete NTFS partition.
Run “print” command to make sure that the partition is deleted.

(parted) rm 1

(parted) print

Model: TANDBERG RDX (scsi)

Disk /dev/sdc: 3001GB

Sector size (logical/physical): 512B/512B
Partition Table: gpt

Disk Flags:

Number Start End Size File system Name Flags

4) Create a partition again
Run “mkpart” command to create a new partition. One partition is created for the entire
cartridge. Run “print” command to make sure that the partition is created.

(parted) mkpart

Partition name? []? RDX_3TB
File system type? [ext2]? ext4
Start? 0%

End? 100%

(parted) print

Model: TANDBERG RDX (scsi)

Disk /dev/sdc: 3001GB

Sector size (logical/physical): 512B/512B
Partition Table: gpt

Disk Flags:

Number Start End Size File system Name Flags
1 2032kB 3001GB 3001GB RDX_3TB

(parted) quit
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5) Format a partition
Run “mkfs” command to format the created partition (/dev/sdc1) with ext4.

# mkfs -t ext4 /dev/sdcl

mke2fs 1.42.9 (28-Dec-2013)

/dev/sdc1 alignment is offset by 512 bytes

This may result in very poor performance, (re)-partitioning suggested

Filesystem label=

0S type: Linux

Block size=4096 (log=2)

Fragment size=4096 (log=2)

Stride=0 blocks, Stripe width=496 blocks

183148544 inodes, 732564720 blocks

36628236 blocks (5.00%) reserved for the super user

First data block=0

Maximum filesystem blocks=2881486848

22357 block groups

32768 blocks per group, 32768 fragments per group

8192 inodes per group

Superblock backups stored on blocks:
32768, 98304, 163840, 229376, 294912, 819200, 884736, 1605632, 2654208
4096000, 7962624, 11239424, 20480000, 23887872, 71663616, 78675968
102400000, 214990848, 512000000, 550731776, 644972544

Allocating group tables: done

Writing inode tables: done

Creating journal (32768 blocks): done

Writing superblocks and filesystem accounting information: done

6) Check the formatted device
Run “Parted —I” command to make sure that the device is formatted with ext4.
# parted -1

Mode!|: TANDBERG RDX (scsi)

Disk /dev/sdc: 3001GB

Sector size (logical/physical): 512B/512B
Partition Table: gpt

Disk Flags:

Number Start End Size File system Name Flags
1 2032kB 3001GB 3001GB ext4 RDX_3TB
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7) Register RDX device in fstab
Note: When OS boots up, the device path may change depending on the system
environment. In the environment as such, use udev to fix the path.

Please create a mount point for the destination storage in advance, register RDX device
in fstab so that the RDX device will be automatically mounted when OS boots up.
Please edit fstab by using Text Editor or running vi command.

- The option for iISCSI target should be [_netdev].
- The option for USB target should be [nofail].

- “/backup” is specified in the example. Please create a mount point in advance.
# mkdir /backup

# vi /etc/fstab

#

# /etc/fstab

# Created by anaconda on Thu Dec 14 12:59:10 2017

#

# Accessible filesystems, by reference, are maintained under ' /dev/disk’

# See man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info

#

UUID=88ab5fe0-43ef-4ebe—ab1a-3c0ded2945fe / extd defaults 11
UUID=ff408246-729f-46¢9-88cf-240f7f3d58ca /boot extd defaults 12
UUID=3f4345e5-f65f-4c58-9f9f-d867c11a0264 swap swap defaults 00
/dev/sdc1 /backup extd _hetdev 00

8) Mount RDX device
Run “mount —a” to mount RDX device according to the settings configured in fstab. If the
settings are correctly configured in fstab, RDX device is normally mounted.

# mount -a

# Isblk

NAME  MAJ:MIN RM SIZE RO TYPE MOUNTPOINT

fdo 2:0 1 4K 0 disk

sda 8:0 0 50G O disk

F—sdal 8:1 0 1G 0 part /boot

—sda2 8:2 0 46G 0 part /

L—sda3 8:3 0 3G 0 part [SWAP]

sdc 8:32 1 2.7T 0 disk

L—sdc1 8:33 1 2.7T 0 part /backup
0

sr0 1 1 1024M 0 rom
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9) Auto-mount the replaced cartridge
--- RHEL7.x / CentOS7.x ---

The cartridge on GNOME desktop of RHEL7. x /CentOS7.x, when replaced with a new one,

is automatically mounted. Depending on the system environment, the replaced cartridge may
not be automatically mounted. Please check if the following packages are installed to see if
the replaced cartridge is automatically mounted.

# rpm -qa | grep udisks2
| ibudisks2-2.7.3-6.el7. x86_64
udisks2-2.7.3-6. el 7. x86_64

In general, udisks2 is installed on GNOME desktop. However, minimal setup requires
installation of udisks2.

# yum -y install udisks2

If you do not install udisks2, run “cron” command to run mount command on a regular
basis.
You can edit crontab in the same manner as you operate vi editor.

# crontab -u root -e

*/5 % % % * “mount -t ext4 /dev/sdcl /backup’

Run “crontab —I” command to check the configured settings.

# crontab -1
*/5 % * * * ‘mount -t ext4 /dev/sdc1 /backup’

--- RHELG6. X / CentOS6.x ---

Even when udisks package is installed on RHELG6. x /CentOS6.x, the cartridge, after
replaced with a new one, is not automatically mounted. Therefore, run “cron” command
to run mount command on a regular basis.

You can edit crontab in the same manner as you operate vi editor..

# crontab -u root -e

*/5 % % % * “mount -t ext4d /dev/sdcl /backup’

Run “crontab —I” command to check the configured settings.

# crontab -1
*/5 % * * * ‘mount -t ext4 /dev/sdcl /backup”
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Installation of ActiveImage Protector

For the detailed operating procedures for installing Activelmage Protector, please refer to
“Installing Activelmage Protector” in online help at the following URL. Please also refer to
“System Requirements”.

-Activelmage Protector 2018 Linux Edition Online Help

Backup Operation and Settings

The following are the examples of backup task settings according to a standard backup
operation scenario.

Replace the cartridge with a new one on a weekly basis

One full backup and incremental backups created in a week are saved in one cartridge and
replaced with a new one on a weekly basis. In this operation scenario, a full backup task is
executed at the beginning of a week and recurring incremental backup tasks for the remaining
days of a week. Detecting if the backup task is the lastly scheduled for the week, the cartridge
is automatically ejected eliminating a mistake of not removing RDX cartridge. Another operation
scenario includes replacement of two cartridges on a weekly basis, enabling to restore the
system back to the state of a day in a week before. The more increased number of the
cartridges are used, the more image sets for the respective weeks can be saved in the
respective cartridges (for example, 4 cartridges for 4 weeks).

f Replace \

on aweekly basis

Full Backup Full Backup |

Incremental Incremental

Incremental Incremental

Incremental Incremental

Incremental Incremental

1stGeneration 2"d Generation

/



http://webhelp.netjapan.com/AIP/Linux/2018/en/help/index.html
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Configure Backup Schedule Settings

This chapter provides the details of how to configure the backup schedule settings to run a full
backup and replace a cartridge with a new one on a weekly basis.

1) Launch Activelmage Protector and select [Backup] — [Schedule Backup].

Activelmage Protector

Dashboard

Backup

Schedule Backup Create Backup Schedule

! The backup task will run based on the

Backup Now configured schedule

Recovery

Image Mana...

Z hera b A

A Backup Now
Lk Run backup task now

Utilities

¥ Local Host

Host Name: localhostlocaldo...
IP Address: 192168.142.129
Logon User: root

Mounted: HNo

Task: None

00 % OIC

2) [Source] dialog is displayed. Select a source disk and click [Next].

Activelmage Protector

Dashboard Schedule Backup

Backup 1 Source 2 Destination 3 Schedule 4 Summary

Schedule Backup . . . . . _ X N
) Entire Disk O Volume O Volume Group ) Logical Volume

Backup Now
Please select volume group(s) and its associated disk(s) to back up.

Recovery Volume Name File System Volume Size | Used Space | Associated =
B | =] VolGroup Jdev/sdaz
= [deviVolGroup/lv_root (/) EXT4 17.5 GE 4.0 GB VolGroup
Image Mana... = jdev/VolGroup/lv_swap (Unmount)  SWAP 2.0 GB VolGroup
B | ¥| =2 /dev/sda
= /dev/sdal (/boot) EXT4 500.0 MB 40.3 MB Jdev/sda -
| Utilities [ ’

= Basic 2, mdraid = VG = Volume == mdraid volume = LV s PV

VolGroup

Volume Group
19.5 GB
% Used : 4.0 GB

V| /dev/sda

Basic (MBR)
Host Name: localhostlocaldo 20.0 GB
IP Address: 192.168.142.129 % Used - 403

Logon User: root

Am P
Mounted:  Ho [ primary [ Logical velume

Task: None
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3)

folder] and select a mount point for RDX drive.
Activelmage Protector

B Dashboard

Backup

Schedule Backup

Backup Now

Recovery

Image Manager

| Utilities

¥ 'Local Host

Host Name:  localhostlocaldomain
IP Address: 192.168.142.137
Logon User:  root
Mounted: No
Task: None

0.0 % L

<  /backup/Cent74

B 74t Local

B- B3 backup
o con |
~ [ lost+found
bin
boot
dev
etc
home
lib
lib64
lost+found
media
misc

PRRERRERRERE

mnt

Folder:

Schedule Backup

[Destination] dialog is displayed. Click [Select folder] to the right of [Destination

localhost.localdomain

1 Source 2 Destination 3 Schedule 4 Summary
Task Name: Options: < Advanced Options

Backup_20200831_1858

Destination folder: @)

~) Credentials
File Name: (@)
img_20200831_1858

Comments:

Ejection of RDX DATA CARTRIDGE l@
@ Every week on
@ Mon ©
©) Every day at
() After each backup
*) Do not eject

Tue © Wen © Thur ©

Select Folder

-

Name o

4 Cent74

4 lost+found

I |

/backup/Cent74

Directory only

Date Modified
2019/07/17 20:44
2019/07/03 12:10

- Select folder...

_centos.aiv

Fri © sat ©

Folder
Folder

Select Folder

Image File Type

3 [¥] Compression: i@

@) Deduplication Compression

Level 2 (O

Jptimized)

@ Standard Compression
Fast

47 [C] Password Protection (@)

Strength:

AES 128 bit

Size

Cancel

-+ [[] Show base image file

Cancel
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4) After selecting the destination folder, check the box for [Eject RDX target after backup]

for [Destination Isolation Option], select the day o
example) and click [Next].
Activelmage Protector

Operation View Preferences Utilities Help

¥ localhost.localdomain

B Dashboard

& Backup
B schedule Backup

‘ Backup Now

Schedule Backup

1 Source 2 Destination

Task Name:
Backup_20200831_1858

Destination folder: (@)
&% Recovery @
/backup/Cent74| -
.\i Image Manager %) Credentials
File Mame: (@)

img_20200831_1858

= Utilities

‘Comments:

Ejection of RDX DATA CARTRIDGE '@

" ' Local Host

Host Name:  localhost.localdomain © Mon © Tue @ Wen © Thur:- sat ©
IP Address: 192.168.142.137 @) Every day at
Logon User:  root (2 After each backup
Mounted: No 2 Do not eject
Task: None
00% (=

| selectfolder.. |

f a week (Friday is selected in this

Options:  <Advanced Options
3, [¥] Compression: @)

(@) Deduplication Compression

Level 2 (Optimized

@ Standard Compression
Fast

/2 [C] Password Protection (@
_centos.alv

Strength:

AES 128 bit

Sun

(=]

Cancel

5) The following [Schedule Settings] dialog is displayed. Please configure the following

settings and click [OK].

a) Check in the box for [Base] and select [Weekly].

b) Select a day of a week to run a base backup task (Monday is selected in this
example.)

c) Specify Execute Time (“19:00” is specified in this example.)

d) Select days of a week to run incremental backup tasks (Tuesday to Friday are

selected in this example.)
(The default values are selected for the other setting

s in this example.)

Schedule Settings @I
Backup_20190717_2048 Effective Date/Time: |2019/07/17 21:0( = | ~ Not Specified
Base @ (a) Incremental @

@ [weely - X @ weekly - X &
oo [ [ [ ]
1[.|J) 5
Execute Time: : @ Multi-times
(c) Start Time End Time Interval:
07:00 = 21:00 = 60 2 Minutes =«
© One time only:
Option:
[ Auto run if a scheduled task is missed
Gancel

According to the settings configured above, a full backup task is executed at 19:00 on
every Monday, incremental backup tasks every hour from 7:00 to 21:00 from Tuesday to
Friday every week. Upon completion of the last incremental backup process on Friday,
the cartridge is automatically ejected. The cartridge is replaced with a new one on
Monday during daytime.
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6) The following [Schedule] dialog is displayed. Please configure [Option] settings as
follows and click [Next].

=) Activelmage Protector
Operation View Preferences Utilities Help

¥ localhost.localdor

B Dashboard Schedule Backup

‘ Backup 1 Source 2 Destination 3 Schedule 4 Summary
Bl schedule Backup Effective From: 2019/07/17 21:00
& Backup Now Base (Full): Weekly: Mon., 19:00
Start Date / Time (Incremental) ~ Weekly: Tue -Fri, 07:00-21:00.Every 60 Minutes
& Recovery
Edit Schedule
Ri Image Mana... options:
Enable Retention Policy Delete both full and incremental + (@ Execution Priority (@)
=- Utilities Number of image sets to retain: Full (Base)
1 5 Delete the older image before new base backup. Lowest Low Medium High
[] 5end email Task failed - —
Incremental:
Lowest Low Medium High
—
' Local Host
Host Name: localhostlocaldo..
IP Address: 192.168.142.129
Logon User: root
Mounted: No
Task: None

Options setting

a) Check in the box for [Enable Retention Policy].

b) Select [Delete both full and incremental] from the combo box (selected by default).
c) Specify “1” for [Number of image sets to retain].

d) Check in the box for [Delete the older image before new base backup].

Options: (a) (b)

Enable Retention Pnlicyll Delete both full and incremental - | i@
Number of image sets to retain:

1 | @|Delete the older image before new base backup.
] serkfbmail Task failed . (d)
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7) The following [Summary] dialog is displayed. If you do not have to edit the settings please
click [Done].

Activelmage Protector
ces Utilities Help

B Dashboard Schedule Backup

1 Source 2 Destination

& Backup
Bl schedule Backup

‘ Backup Now

3 Schedule 4 Summary

sl Backup Source:
Backup Type: LVM

Backun Source: VolGroun; /dev/sda

& Recovery
& Destination:
h |mage Mana... File Name: img_20190717_2048_VolGroup.aiv
img_20190717_2048_sda.aiv
% o Estimated image file size: 3.1GB

W Utilities Destination folder: /backup/Cent74

Comments: None

4§ options:
Task Name: Backup_20190717_2048

Compression: Standard Compression (Fast)

Password: None

" Local Host

Ignore bad sectors: Enabled
Host Name: localhostlocaldo... Use network write cache- Enabled
IP Address: 192168142129 Force Component Mode No
Logon User: root )
Excluding files None
Mounted: No =
4 v
Task: None
O [ expon [ <sec | cancel

Upon completion of the lastly scheduled backup task on Friday on a weekly basis, the
cartridge is automatically ejected. Please replace the cartridge with a new one.
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Recovery

System recovery from a backup image in iISCSI device requires the use of CentOS-based
bootable media.

*CentOS-based bootable media:
«If you purchased the media kit:
Please use Activelmage Protector 2018 Update bootable media.
«If you downloaded the program from Actiphy’s Web site:

Locate AIPBE_CentOS.iso in Activelmage Protector 2018 Update RDX for Linux’s ISO folder
and write it in DVD-R.

This chapter provides the description about the system recovery by using CentOS-based
bootable media. As for the system recovery from a backup image in RDX USB drive using
CentOS-based bootable media, please take the same operating procedures except for the
part regarding iSCSI device.

System recovery by using a bootable media

The following are the operating procedures how to recover the computer system by using
CentOS-based bootable media.

1) Boot up the computer system from the bootable media. Select [Start Activelmage
Protector Boot Environment] and press Enter key.

Activelmage Protector Boot Enviromment (206

Start Activelmage Protector Boot Environment

Troubleshoot ing
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2) Please select [English] in the following dialog and click [OK].

a* Applications Places Activelmage Protector Wed 18:57¢ & O

Image

~ PROTECTOR

Activelmage Protector

Select Language...

Activelmage Protector

English
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3) [Dashboard] dialog is displayed as follows.

Operation View Utllities Help

Dashboard

§ i T: v
@ Task log v
isk Information 4

Volume Name File System Volume Size Used Space Agsociated

& = Disk0 Idevisda3
—# Local Disk()  SWAP 1.6 GB CeMos_oent74
= Local Disk () XFS 13.2GB CEMOS_oemt74

B = Disk1
= Local Disk ()  FAT 200.0 MB 9.7 MBE fdevisda
@ Local Disk () XFS 1024.0ME 151 9 ME fdev/sda
== Local Disk () Linu LVM 148 GB Mdev/sda

L]

=4 Basic = mdraid :|‘ VG == Volume == mdraid volume == LV == PV

Disk 0 [ [

Volume Group

148GB g
4 Used : 0.0 Bytes

Disk 1
Basic (GPT)
16.0 GB

4 Used: 161.6..

[l Primary (] Logical velume

Note) The following network settings and the connection to iISCSI device are required for
QuikStation4/8 of iISCSI device only. You do not need to configure the network settings
when DHCP automatically assigns IP address.

4) Select [Utilities] — [Network Setting] (iISCSI only, static IP environment only.
Operation View Utlities Help

______ Mount Network Folder

Wourt Local Volume

B8  File Explorer

B Curre @  Network Setting

|®T35K ) Display Settings

= Disk | [ CpenTermiral

2 LaunchAIP CLI

Vaolume N = : Volume Size - Used Space . Associated
B =] Disk0 Idevisda3
|1 = Local Disk ()  SWAP 1. 6GE centos_ocent7 4
! - @ Local Disk{)  XFS 13.2GB cemos_cen74
| = =) Disk 1
! = Local Disk (1) FAT 200.0 MB 9.7 MB fdev/sda
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5)

Mask] (iSCSI only) in the following dialog. Click [Apply].

Operation View Utiities Help

i¥ localhost

Network Setting
Current NIC: ens32 - Wiew Current Seftings

@) Awomanically obtain IP Address (using DHCP)

@ Usethe following IP address:

IP Addrsss 182.168.10.30
Subret Mask: 255.255.255.0
Default Gateway.

@ Use thefollowing DNS server seftings:

DNS server. 192.168.0.1|

Specify NIC connected over the same network as QuikStation for [Current NIC], IP address
used for network connection for [IP Address] and the value for subnet mask for [Subnet

The above example shows that the private network of “192.168.1030/30” is used.

Click [OK] to the following prompt message.

ey
| 1 r
y .‘:; Apply new settings?
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6) Select [Utilities] — [Open Terminal] (iSCSI onl

Operation View Utilities Help

i localhost

Mount Network Folder
Mount Local Volume

File Explorer

Network Setting

Open Termiral

Launch AP CLI

7) Run “iscsiadm” command in the terminal window
a) iscsiadm -m discovery -t st -p IPaddr -> Search for the target portal.

b) iscsiadm -m node --login -> Log in the target
c) Exit the terminal window.

8) Select [Utilities] — [Mount Local Volume].

Operation View Utilities Help

.
LR i Mol Network Folder

Mourt Loczal Volume

File Explorer

MNetwork Setting

Display Settings
Open Termiral
Launch AlP CLI
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9) Click [Refresh] in the following window.

Operation View Utilities Help

Mount Local Folder

‘ Volumes (moumad and unmounted)
@ @ /devisdal  ( mourted on“/mnuDisk1_Volumel" )
‘ @ @ devisda2  ( mourted on"/mnDisk|_Volume2" )
@ @ Mdevisdct  { unmourted )
— O @ devisr0  ( unmourted )
'\' 7 @ /devimappericentos_cent74-rool  { unmourted )
©) @ [devimappericemos_cemT4-swap | unmourmed )

Lnmaunt

Refresh ]

¥ represents mounted volume

=] represents unmounted volume

Every volume recognized when the system boots up are mounted. However, the restore
target volume (/ volume, etc.) must be unmounted while the volume (RDX drive) including

the backup image files have to be mounted.
The above example shows that “/dev/sda” is the boot disk, while “/dev/sde1” is RDX drive
including backup image files.



Activelmage Protector 2018 Update for RDX

10) Mount or unmount the respective volumes, so that only RDX drive is selected.
Operation View Utilities Help

Mount Local Folder

Volumes (mounted and unmourted)
) @ Mdevisdal | unmourted )
O @ Mdevisda?  ( unmounted )
“ €@ idevisdc!  ( mounted on "/mrbDisk2_Volume!” )
O i@ Mdevisr0  ( unmourmed )
) @ /devimapper/centos_cent74-root  ( unmounted )
) @ /devimapper/cenos_cent74-swap  ( unmourted )

4
L.
=%
K

‘-

11) Select [Operation] — [Volume Recove

Operation View Utilities Help
Backup MNow
Volume Recovery older
Image Marager

o and unmaoumed)

LN T TR E I
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12) The following [Select Recovery Point] dialog is displayed. Select a recovery point in
local disk and click [Next].

Operation  View Utilties Help

Volume Recovery

E 1 Select Recovery Point E 2 Restore Settings | 3 Summary
w

;_, Backup Destiration B8 sourceCompuers « L RevoveryPolms =

E = Local Disk (D)
- [ cermr4
" B lost+ound

&
S
R

I3 Backup Information
System: CemOS Linux release 7.4.1708 (Core) (3.10.0-693.el7.x86_64 x86_64); Source: Disk 0/1, Volume ()/()/(:)/()/(:); Deduplication: No, Compression:
Fast; Password: No; Comments:

Cancel

Restore LVM configuration?
If you select [Yes| | disk configuration including LVM VG is
o~ collectively restored.
A1 Withthe next step, pleaise specify a disk for restore target.

Ifyou select [MNo] |, youcan select the restore target individually from
the respective images.

Yes Cancel Mo
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13) [Restore Settings] dialog is displayed and the selected disk is shown in [Source
Objects:]. Drag an item (a disk or a volume) from [Source Objects:] and drop it to
gs]. Click [Next].

Help

Volume Recovery

1 Select Recovery Point 2 Restore Settings 3 Summary |

-

Source Objects: @ How to Select

Disk 0
Basic (GPT)
16.0 GB

Used : 2 5
£ Target

cemosfoe: nﬂ : centos_cent74 - Volume Group
Volume G| T | /dewsda - Basic (GPT)
148GB | _, |
4 Used:9.0 & | Idevisdc - Basic (MBR)
L

Target Settings: @ How to Configure...
Disk 0 B
Volume Group
148 GB

4 Used: 0.0 Bytes |

Disk 1
Basic (GPT)
16.0 GB

Disk 2

931.5GB |
4 Used:0.0 By... ; I+

Click [OK] to the following prompt message.

Cata on the target disk will be deleted, continue?
i l}

Mote: If the disk sigrature is duplicated, the restored disk will be
offline.

Cancel
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Click [Next].

' localhost

B . Volume Recovery
.1 SelectRecovery Point 2 Restore Settings 3 Summary |
‘ i i e &g
)

Source Objects: @ Haow 1o Select

Disk 0
Basic (GPT)
16.0Gl

0GB
|| 4 Used:2840.. 102408 14.8GB Linux LVt

Cemos_cenmy 4
Volume Group
148Gl

8GB
4 Used 19.0GE

Target Settings: @) How 1o Configure... ¥ ] PostRestore Operation  Reboot system v
Disk 0 S ,m% i T e e
|

Volume Group
1

f
48GB t
4 Used 10,0 Byes | |

Disk 1~
-~ Baslc(GPT)
6.0GE

Used 1 284.0

Disk 2 f
Basic (MBR)
9315GB

4 Used :59GB

Cancel

14) The following [Summary] dialog is displayed. If you do not have to edit the settings
please click [Donel].

p

" localhost

Volume Recovery

Disk 0
Volume Group
1

48GB
4 Used 10.0 Bytes |

Disk 1
Basic (GPT)
16.0 GB

& Used :284.0

| Disk 2
| . Basic (MBR)
Details
| source
ImmiDisk2_Volumel /oent7 4/vm_sda_00001 aiv (Disk 0)
Boot setfings

MBR: Restore MBR
First Track: Restore First Track

Post Restore Cperation: No

Cancal




Activelmage Protector 2018 Update for RDX

15) Upon start of the recovery process, [Dashboard] provides real-time monitoring of the
status and progress of the recovery task. Upon completion, please make sure that
[Status] is [Done].

Utilities | Help

+ Success: [Restore]. Process Time [1 min 39 sec].

Dashboard
[l Dashboard
<) Refresh
‘ W Current Task — [ Selected Task
Status Task Start Time Progress (%) Lip Pause Task
d & Dore Restore 2018/11/02 18:05:00 G S ()
& Dore Restore 2018/11/02 18:06:00 S (1) (%) L Cancel Task
@ Task log
—
\ & Disk Information
Volume Name File System Volume Size Used Space Associated
& =1 Disk0 idewlsda3
== Local Disk i)  SWAP 16GB oentos_cent7 4
@ Local Disk () XFS 13.2GB oenos_cem74
B =) Disk 1
= Local Disk ()  FAT 200.0 MB idev/sda
= Unallocated 158GB idevisda
B = Disk 2
= Local Disk ()  EXT4 931.5GB 59GE Idevisde

=3 Basic 2 mdraid =] VG s Volume ws mdraid volume s LV s PV

Disk 0
Volume Group
148GB

4 Used : 0.0 Bytes

e Disk 1
- Basic (GPT)
16.0 GB
4 Used ;0.0 Bytes [2&

Disk 2
Basic (MBR)
9315GB

2 Used :59GB

[l Urallocated [| Primary [ Logical volume _

| SmrntTime | Progres
2018/11/02 18:05:00 e
2018/11/02 18:06:00 ——

17) When the restored system normally boots up, that is the end of recovery operation.
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Appendix 1) Device Mode of RDX QuikStation4/8

The use of RDX QuikStation4/8 allows you to select a logical device mode such as RDX drive,
logical volume, protected volume, disk auto loader, tape emulation, etc.

This manual provides the description on premises that the product is used in RDX drive, logical
volume, protected volume, or disk auto loader in removable disk mode.

For the details of the respective logical device mode, please refer to “RDX QuikStation 4 and
8 Product Manual’.

Overview of the respective modes

RDX drive mode

Eight RDX drives are independently assigned to iISCSI targets.
Basically assume that a USB drive is replaced with iISCSI target that can be used in the same
manner as RDX QuikStor.

Logical Volume Mode

Up to 4 cartridges are combined and recognized as a single cartridge in logical volume mode. You are
allowed to add another cartridge in the logical volume. A simple combination of multiple cartridges
should not cause a striping.

Replacement of the cartridge requires import operation with Firmware:1.004.02 or earlier version.
Detected an issue that ejecting a cartridge from the host failed with Firmware: 1.003.05. Post-backup
cartridge eject feature does not work in this mode. You need to upgrade the Firmware to the latest
version.

Protected Volume Mode

Multiple cartridges configures protected volumes for RAID5 and RAID6, providing redundancy
enhancement. The protected volumes are configured with 3 and 4 cartridges for RAID5 and 4 to 8
cartridges for RAID6 (QuikStation8 only).

Replacement of the cartridge requires import operation.

Using 1 to 4 drives and 5 to 8 drives, two logical volumes are created for QuikStation8 logical volume
and RAID5 protected volume.
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Disk Auto-loader Mode

Disk Auto-loader Mode is configured with one RDX drive and 8 slots. Ejection of a cartridge automatically
mounts a new cartridge in the next slot. You can select whether a cartridge should be physically ejected

or logically ejected instead of actual ejection.
Ejection from the upper slot automaticallly

mounts a new media to the next slot

R i — =

iSCSI target Logical drive

Mode-specific Operation

The following description provides the information of the operations specific to the respective
logical device modes, if necessary. For other operating procedures, please refer to “RDX
QuikStation 4 and 8 Product Manual”.

Create Logical/Protected Volume
If no logical volume is currently present, please take the following operating procedures to create a logical
volume.

1) Please select [Available Disks] in [Logical Device] tab and click [Create].

= Physical Device I = Logical Device

g Convert Device Type

4 @, iSCSI Devices (5] Properties
4 ROX Logical Volume 1 (Empty)
- —
-- Available Disks 1 (Dock01)
ﬁ_} Available Disks 2 (DockD2)
Available Disks

Name Value

Dock 1

Disk Serial Number 858601368582
RDX Logical Volume UUID

Disk Logical Volume ID

Status Good
Disk Capacity 1000 GB
Write Protected Not protected

2) Check in the box for [Create] for the disks to include in the logical volume. Click [Create]

button.
Create a Logical Volume *

This operation will create a logical volume from the selected disks.

Name: RDX Logical Volume 1 (Empty)

Type: Linear v

All data currently on the disks used to create the logical volume
will be lost.

Dock Disk Capacity Create

1 1000 GB i

2 2000 GB i

Canca



Activelmage Protector 2018 Update for RDX

Import a Logical Volume/Protected Volume

Please take the following operating procedures to use the logical volume from which a cartridge is ejected
or to import a logical volume created on another QuikStation unit.

1) Insert all cartridges belonging to the logical volume.

2) From [Logical Device] tab, select one of the available disks that has a UUID, and click
[Import].

= Physical Device I | = Logical Device

= Convert Device Type

4 @, i5CSI Devices = Properties

- Hame Value
&2 Available Disks 1 (DockD1)

. Dock 1
&2 Available Disks 2 (DockD2) oC

Disk Serial Number 858601368582

RDX Logical Volume UUID IVADB-NBSI-PF1l-jkpe-27Xh-272j-wWméxd
Disk Logical Volume ID VMOIEk-SD7U-bavX-muHg-JdpS-kbXS-rhijxk
Status Good

Disk Capacity 1000 GB

Write Protected Mot protected

3) In[Import Logical Volume] dialog, click [Import]. The logical/protected volume will be
imported and ready to use.
Import Logical Volume %

This operation will import the Logical Volume UUID:
IVAOIB-NB5I-PF1l-jkpe-27Xh-272j-wWm6xd

ca ncd

Do you wish to continue?
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Disk Autoloader Media continuously rotate Cartridges without physical
ejection

You can select an option for a physical or logical ejection.

1) From [Logical Device] tab, select a disk auto-loader device and [Advanced Options].

1= Logical Device

(=] Physical Device

Convert Device Type | Advanced Options
LS
] Properties j Connection Security

Name Value

IE Port Element Address 97

0
B Vendor TANDBERG
4" _ Disk Slots

= Slot Product RDL DiskLibrary

i Slot2 (Dock02) Revision 1.03

=) Slot3 (Dock03) Serial Number 592001181110

.= Slot# (Dock04) iSCSI Name iqn.2010-01.com.tandbergdata:storage.rdisk-iib-1.9892001138
Target ID/LUN 1/0
Status Good

2) Check in the box for [Continuously rotate cartridges in the slots].
Advanced Options *

Unique Inquiry Option

@) Library reports original inquiry string (for example, Magnum 224).

() Library reports RDX QuikStation 4 inquiry string. This option is typically used for
diagnostic purposes.

L

[ Continugusly rotate catridges in the slots

OK Cancel
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Appendix 2) How to write udev rule

Replacement of a cartridge does not change the device path, however, inserting/removing

RDX USB memory while another USB memory is left in a USB port may change the device
path.

If you often insert and remove USB memory, you need to write udev rule and fix the device
path.

1) Write udev rule.

# touch /usr/lib/udev/rules. d/10-local.rules
# vi /usr/lib/udev/rules.d/10-local. rules

SUBSYSTEMS=="usb”, ATTRS{idVendor}=="1aba”, ATTRS{product}=="RDX”,
SYML INK+="RDX_USB_HDD%n"

SUBSYSTEMS=="scsi”, ATTRS [vendor}=="TANDBERG", ATTRS {model}=="RDX",
SYMLINK+="RDX_iSCSI_HDD%n"

Depending on the OS version, the udev rule may be written in a different location.
RHEL7.x / CentOS7.x :
Jusr/lib/udev/rules.d/10-local.rules

RHEL6. x / Cent0S6.x :
/etc/udev/rules.d/10-local.rules

Depending on the RDX type, the description to be included in the rule may differ.
*You can specify any name for SYMLINK, however, you need to add “%n” at the end of the
name.

USB drive :
SUBSYSTEMS=="usb", ATTRS{idVendor}=="1a5a", ATTRS{product}=="RDX",
SYMLINK+="RDX_USB_HDD%n"

iSCSi target :
SUBSYSTEMS=="scsi", ATTRS{vendor}=="TANDBERG", ATTRS{model}=="RDX",
SYMLINK+="RDX_iSCSI_HDD%n"

2) Restart OS to apply the created udev rule.
Upon restart of OS, run [Is /dev | grep RDX] to make sure that the symbolic link is correctly
specified.

# Is -la /dev | grep RDX

[rwxrwxrwx. 1 root root 310 4 16:19 RDX_USB_HDD -> sdb

[ rwxrwxrwx. 1 root root 11 10 A 4 16:19 RDX_USB_HDDO -> bsg/8:0:0:0
rwxrwxrwx. 1 root root 4108 4 16:19 RDX_USB_HDD1 -> sdbl

[ rwxrwxrwx. 1 root root 310H 4 16:19 RDX_USB_HDD2 —> sg2?

[rwxrwxrwx. 1 root root 15 1 4 16:19 RDX_USB_HDD3 -> bus/usb/002/008




Activelmage Protector 2018 Update for RDX

3) Edit fstab according to the udev rule. For example, the following provides the example

4)

5)

for USB/iSCSI target.

# mkdir /USB/backup
# mkdir /iSGSI/backup

# vi /etc/fstab
#
# /etc/fstab

# Created by anaconda on Thu Dec 14 12:59:10 2017

ee man pages fstab(5), findfs(8), mount(8) and/or blkid(8) for more info

#

# Accessible filesystems, by reference, are maintained under '/dev/disk’
#S

#

UUID=88ab5fe0-43ef-4ebe-ab1a-3c0ded2945fe / extd defaults
UUID=ff408246-729f-46¢9-88cf-240f7f3d58ca /boot ext4 defaults
UUID=3f4345e5-f65f-4c58-9f9f-d867c11a0264 swap swap defaults
/dev/RDX_USB_HDD1 /USB/backup ext4 nofail

/dev/RDX_iSCS1_HDD1 /1SGS1/backup extd _hetdev

oo O — —
SO O —

Run [mount —a] command to check the mount point.

0 disk

0 part [SWAP]

0 part /

0 disk

0 part /USB/backup

# mount -a

# Isblk

NAME  MAJ:MIN RM  SIZE RO TYPE MOUNTPOINT
sda 8:0 0 111.8G

F—sdat 8:1 0 2G

L—sda2 8:2 0 109. 8G

sdb 8:16 1 2.7

L—sdb1 8:17 1 2.717

sr0 11:0 1 1024M

0 rom

Even when the device path is changed, the USB drive is mounted.

# Isblk

NAME ~ MAJ:MIN RM  SIZE RO TYPE MOUNTPOINT
sda 8:0 0 111.8G

—sdal 8:1 0 2G

L—sda2 8:2 0 109. 8G

sdb 8:16 1 3.8G

—sdb1 8:17 1 1.5G

sdc 8:32 1 217

L—sdcl 8:33 1 2.11

sr0 11:0 1 1024M

# Is -la /dev | grep RDX
I rwxrwxrwx. 1 root root
I rwxrwxrwx. 1 root root
I rwxrwxrwx. 1 root root
Irwxrwxrwx. 1 root root

0 disk

0 part [SWAP]

0 part /

0 disk

0 part /run/media/root/DEPLOY_USB

0 disk

0 part /USB/backup

0 rom
3108 4 16:40 RDX_USB_HDD -> sdc
12 10 A 4 16:39 RDX_USB_HDDO -> bsg/11:0:0:0
410 4 16:40 RDX_USB_HDD1 -> sdcl
3 4 16:39 RDX_USB_HDD3 -> sg3
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& For inquiries about Activelmage Protector :
Actiphy, Inc.

Global Sales Dept.

e-mail: global-sales@actiphy.com
Phone:+81-3-5256-0877

& For inquiries about RDX

Tandberg Data Japan Inc.

Sales Dept.

E-Mail: TDJ_Sales@tandbergdata.com
TEL: +81-3-5475-2140



