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Introduction

This document is subject to change without prior notice.

No part of this document may be reproduced or altered by any means without prior permission
from Actiphy.

Any information included in this document is provided solely on informational purposes and Actiphy
shall not be liable for technical or editorial errors or omissions contained herein.

This document provides general descriptions for standard settings to use Activelmage Protector
which may not be applicable to a specific system environment or operation. You will be solely
responsible for the installation, the use, the operation of the product in your customer’s system
environment.

This document is intended for the system engineers who are engaged in an effort to design and
introduce a new system or the system administrators and maintenance staff who are engaged
in maintenance and management of the existing system.

The readers of this document are supposed to have specialized expertise about Windows
operating system and domain controller.

This document provides the minimum of the required information for the operation of Activelmage
Protector. For more detailed information about the operating procedures, please refer to the
manuals.

The screen images included in this document provide only examples of the settings but
may differ from the actual appearance.

This user guide provides a detailed description about backup and recovery procedures of domain controllers
by using Activelmage Protector 2016R2SP1 or later.
For more detailed operating procedures for a specific topic, please refer to the Help of Activelmage Protector.

Copyright Actiphy, Inc. All rights reserved.
The software and the related documentation are proprietary products of Actiphy, Inc., and are copyrighted to
the company.

Activelmage Protector, Activelmage Protector Server, Activelmage Protector Desktop, Activelmage Protector
IT Pro, Activelmage Protector for Hyper-V with SHR, Activelmage Protector for Hyper-V Enterprise, ReZoom,
Activelmage Protector Linux, Activelmage Protector Virtual, Activelmage Protector Cluster, Activelmage
Protector Cloud, Activelmage Protector Basic, ImageBoot, ImageCenter LE are trademarks of Actiphy, Inc.
Microsoft and Windows are registered trademarks of Microsoft Corporation. Windows Preinstallation
Environment and Windows PE are trademarks of Microsoft Corporation.


http://eow.alc.co.jp/search?q=specialized&ref=awlj
http://eow.alc.co.jp/search?q=expertise&ref=awlj

1. Preparations

In order to perform authoritative recovery of multiple domain controllers, the domain controllers
must be backed up by using Activelmage Protector 2016R2SP1 (Ver 4.7.5.3807) or later.

Authoritative recovery of the domain controllers is not supported by using the backup images
created with Activelmage Protector earlier than 2016R2SP1.

2. Configuration Example

This user guide provides backup and recovery procedures based on the following system
environment.

Single Domain Controller

1 Forest 1 Domain 1DC

DC(FSMO)

Multiple Domain Controller

1 Forest 1 Domain Multiple DC

DC(FSMO)

T

Additional DC1  Additional DC2

This user guide provides operating procedures by using Activelmage Protector (hereinafter AlP).


http://eow.alc.co.jp/search?q=guide&ref=awlj

Backup and Recovery of Domain Controllers

3. Backup by using AIP

1. Go to [Backup] — [Schedule Backup] in menu and launch Backup Wizard.

Activelmage Protector
- {elf
Schedule Backup
1 Source / Destination Schedule Summary
- )
& Ertire Dish Wolume
Wodume Narme Fille Sysbern Walums Sme Used Space Azzociated
Wl Dk Q
@ Syrtern Reserved () NTFS IS00ME TR G ME Dizk D
—# Local Disk (03 NTEL . 7GE 10.6GE Disk 0

§ Basic %, Dynamic disk @ Volume = Dynamic volume

o Disk O
Basic (WBR)
FET ]

B Used:10.9GE

Host Mame: mieonad

Dhovm aine UL,

W Address: 192.1658.0.139

Logon Wker:  Administrator

Prefoot: Mo 0 Prirny
it Me

Task: MNore
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2. Select Destination

Activelmage Protector
Utilities Help
Schedule Backup
1 source 2 Destination } Schedule | Summary
v
Task Hame: ﬂptian;: < Avangad f.lEhl:-nI
‘ Backup haw jobs
| Compeession:
- Crestingtion folder: 68 — 3 o
‘ [ué-"'.:"‘.-'-é-l'}l' Dredupht stbion Compredion
VurvBMshareineonad ' Select folder. J v pim e

t"-l Imace Manage y B Crodentit Chamge temp file folder i)

l 1age anager ! redentiale # Sndard Compressian

- SRVICadmaniitrakar aEEEaEaE Fast -
o Virtualization ¥ File Harne: i) Pasrward Protection g

diskl a0k
- Utilities
Comments: xrenghl

" Local Host | | SEEAZ b =
Host Hame: nganad
D m rine P sl
P Address: 152.168.0.139
LogonUser:  Administrator
Prefioot: 3]
Mounted: M
Task: MNore

*You are recommended to specify a network shared folder under consideration of system
failure caused by server crash, etc.

3. Configure Backup Schedule Settings ‘
Schedule Settings ’E\_@

job Effective Date/Time: | 201707201740 vl ~ | 2018/07/201740 Mot Specified

Base '@' Incremental '@'

Weekly - X = Weekly - Ko~
Sun haon Tue Wad Thu Fri Sat Sun hon Tue Wied Thu Fri Sat

@ Multi-times
Start Tirne: End Tirme: Intersal:
ono0 5 200 S 60

Execute Time: 1740

-

= Minutes -

) One time only:

Add Mew Baze Add Mew Incremental
Event Backup: Option:
[ Shutdown,/Reboot [T At run missed schedule task,

Configure the schedule settings.

7 Actiphy, Inc.



Backup and Recovery of Domain Controllers

4. Summary

Activelmage Protector
Utilities Help
Schedule Backup
1 source 2 Destination 3 Schedule 4 Summary
‘ S & Backup Source:
alzi Backup Type: Entire Disk

= Backus Source 0
‘ Recovery

o Deatinaticn:

o O [ E .
1A Ivig (18| — L
h I e Manager ) ile Marne sk S00L.akv
Estimisted imsge file size: B2 GA
B, 2 Destination folder WERVZMshare ineonesd
& Virtualization Comments: Mone
- Utilities 4 Options:
Task Marmee: jasby
Compaeision Stamidard Compresihon (Fast)
¥ Local Hot Pasmanged Hone

Continue backup process with [Standard Compressbon].

Deduplication: Comaression N N
SRS i futo-Detect alternative storsge location

Host Hame: neanad

Dhoym aine Fhin it Temponey File Folden cxiwdndowiempl

W Address: 192.168.0.139 Ignare bad sectors Erabled

Logonlhker:  Acministrator Backup disk meta-data: Erahled

Prefioot: o B B L [ -
Mounted: Ha £ ’
Task: MNore

! 3
0% wiee | Export.. | < Eimck Dt Cancel
]

Click on [Done] button and a dialog is displayed to ask you [Do you want to run the first
scheduled backup task immediately?]. Click [No] button.
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4. Summary of Recovery Procedures

You may need to recover domain controllers in a couple of situations.

*Please make sure that the backup image files to use for recovery have Tombstone lifetime of 180
days or less.

+ Single Domain Controller
1) Boot into AIP Boot Environment and recover the domain controller by using a backup image.
2) Restart the computer.
3) Ensure that Active Directory Domain service is normally started.

+Multiple Domain Controllers (1) --- [Non-authoritative Restore] ---
In case that the data in DC database to recover is older than the data in other DC database.

1) Boot into AIP Boot Environment and recover the domain controller by using a backup image.
2) Restart the computer.

3) Ensure that Active Directory Domain service is normally started.

4) The objects or records in Active Directory are automatically duplicated and updated from
other DC.

+Multiple Domain Controller (2) --- [Authoritative Restore] ---
In case that an object or a user is deleted by mistake and synchronized with other DC'’s.

1) Boot into AIP Boot Environment and recover the domain controller by using a backup image.
2) Restart the computer.

3) Press F8 to boot up the computer in Directory Service Recovery Mode.

4) Run Authoritative Restore command.

5) Restart OS.



4.1 Recovery of a Single Domain Controller

The operating procedures to recover a single domain controller are the same as the regular system
recovery procedures. Use AIP Boot Environment (accessory DVD) to recover the domain controller
while OS is shut down. Please shut down the running operating system, and boot into AIP boot
environment.

*For more detailed operating procedures, please refer to AIP Help.

1. Bootinto AIP boot environment.

Select Language...

Use AIP’s DVD to boot into AIP Boot Environment.
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2. Select [Recovery] — [Select Restore Source Image].

Operation View Utilities Help

|¥ Boot-Environment

B Dashboard Restore Image

g Backup 1 Select Image 2 Re

‘ Recovery Select Image File:

Fi Image Manager Source | disk0_d00_00001.aiv. Remove
5 Add Image...

[ Utilties

Disk Map In The Image

Basic (MBR)
24.0GB
4 Used:0.0Bytes §

|* ' Local Host

HostName:  Boot-Ermvironment
IP Address:  192.168.0.40
Logon User: oot

Mounted: Mo

Task: None

Select the backup image to use for recovery.
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1. Restore Settings

Operation View Ulilities

|¥  Boot-Environment

E: Dashboard

‘ Backup

‘ Recovery

h! Image Manager

[ Uuiiities

" Local Host

HostName:  Boot-Environment
IP Address:  192.168.0.40

Logon User: oot
Moumed: No

Task: Nore
0.0%

Restore Image

1 Select Image 2 Restore Settings 3 Summary
g g ]

Source Objects: @ How 1o Select..

Disk 0
Basic (MER)
24.0GB

4 Used : 0.0 Bytes

Target Settings: @ How o Corfigure. . %) [7] Post Restore Operation Reboot system

Disk 0
Basic (MBR)
24.0GB

4 Used : 0.0 Byt

Cancel

Drag and drop the restore source image from [Source Objects:] to restore destination in

[Target Settings].
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2. Summar

Operation View Utilities Help

|¥ ' Boot-Environment

m BEEhBe T Restore Image
g Backup 1 Select Image 2 Restore Settings 3 Summary
‘ Recovery
W After Restoration:
Fi Image Manager Disk 0
4 Basic (MBR)
24.0GB
ﬁ Utilities 4 Used : 0.0 Bytes
Details
Source:
HSRV20/share/neoradidisk0_d00_00001 aiv (Disk 0)
Boot settings
MBR:  Restore MBR

First Track: Restore First Track

I* Local Host

HostName:  Boot-Environment
IP Address:  192.168.0.40

Logon User:  root Post Restore Operation: No

Mounted: Mo
Task: Nore

Review the summary and the image file to restore. Click [Done] button to start running restore
task.

3. Reboot boot environment
Upon successful completion of restore task, please stop and restart AIP boot environment.
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4.2 DC Recovery procedures in the system environment where there exist
multiple domain controllers --- [Unauthoritative Restore] ---

Even in the system environment where multiple domain controllers exist, if the data located on
the other domain controller are updated, the recovery procedures are the same as the regular
system recovery procedures. Booting into AIP boot environment (accessory DVD), take
recovery procedures while the system is not up and running. Shut down running OS, boot up
AIP boot environment and restore OS following the recovery producers described in “4.1
Recovery of a Single Domain Controller”.

*For more detailed procedures, please refer to AIP Help.

DC with the latest data DC with the latest data

£

Failed DC DC with the latest data

Synchronize and overwrite
the latest data from the DC

Restore the system from DC with the latest data
backup image
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4.3 DC Recovery procedures in the system environment where there exist
multiple domain controllers --- [Authoritative Restore]

In the system environment where there exist multiple domain controllers, if an object or user
on one domain controller is deleted by mistake, the data on the DC are synchronized with the
other DC, therefore, the original data are purged.

In this case, you need to restore the data from a backup file and copy them to the domain
controller in the system environment. The recovery procedures are the same as the regular
system recovery procedures using a backup image. Use AIP Boot Environment (accessory
DVD) to recover the domain controller while OS is not running. Shut down OS, boot up AIP
boot environment and take the recovery producers described in “4.1 Recovery of a Single
Domain Controller”.

*For more detailed procedures, please refer to AIP Help.

DC with the latest data DC with the latest data
Once a user is deleted by mistake, the

data on DC are synchronized with the
other DC and the data cannot be restored

any longer.
A user on the DC is deleted Synchronized with the other DC
by mistake

Restore the deleted data and
synchronize with the other DC

Restore the system from The deleted user is
backup image and run restored and synchronized

Authoritative Restore

15



Restore Domain Controller
Restore domain controller, following the procedures described in “4.1 Recovery of a Single
Domain Controller”.

Start Directory Service in Restore Mode.
Hit F8 key many times to display Advanced Boot Options screen and start Directory Service in
Restore Mode.

Run authoritative restore

C:¥> ntdsutil

ntdsutil: activate instance ntds

Activate instance is “ntds”.

ntdsutil: authoritative restore

authoritative restore: restore subtree CN=Users,DC=test,DC=net

*This example describes the case that a user is deleted and the domain name is “test.net”.

Restart OS
Please ensure that the deleted object is restored and synchronized to the other DC.
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