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SMBs pay growing attention to network management and cyber security;

however, they are facing many challenges in searching solutions......
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Limited
IT information

SMBs have extremely limited IT
resources, as a result, SMBs
might not afford complicated
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Small network
scales
SMBs are small in scale, but still

need relevant network

management functions;

Information
security threats
SMBs often neglect information

network security and often get
threatened externally, thus,

Consideration
about financial costs
SMBs are sensitive to the

concept of cost, so they need
economical and affordable

network management solutions. especially with business
growth, effective management

becomes more critical.

they need suitable solutions to solutions which can meet their

ensure the stability and security demands and don'’t result in

of their company networks. financial burdens.

Cloud-ground Service, Easy to Set
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Easy to set and easy to manage

UPAS, by virtue of its exclusive patented technology,
can realize IP/MAC asset inventory and device access
compliance inspection, without requiring change in
network architecture, for both cloud and ground
setting.

Easy and quick to operate

UPAS is designed to be with direct and simple Ul, and
has the “one-page management” interface to help
users understand environmental information quickly
and do relevant setting.

Respond to trends
and expand defence

UPAS provides basic schemes for IP/MAC asset
management, device access management, software
and hardware management, software distribution,
remote desktop, etc.; it also provides advanced
schemes for Windows KB update inspection, manage-
ment of required, blocked and copyrighted software

and software vulnerabilities, antivirus inspection, etc.
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Economical and affordable,
and emotional protection

The light procurement scheme, exclusive for SMBs, is
suitable for enterprises below 50U-200U(included), painless
importing, emotional protection, and simple operations.

Automatic setting,
better efficiency

As SMBs have limited resources, UPAS' automatic
mechanism, with the functions of software/hardware
asset management, remote operations and software
distribution, can reduce enterprises’ manual interfer-
ence to enhance efficiency.

Security policies,
comprehensive protection

Through the protection functions of various modules,
UPAS can discover and solve network problems
quickly and precisely. It not only can provide real-time
monitoring but also has the bypass function to ensure
network stability.
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UPAS Solutions for SMBs
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ARP Scanner
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O Data collection an device identification
without Agent installation required

O 100% asset inventory

O IP/MAC management

O Network blocking

O Network access control

O Device information multi-binding

O IP management

O Prevention of IP conflict

O Prevention of MAC simulation

© Remote Operations

Management
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O Remote operations management

O Remote desktop management

O File sending

O Software deletion

O silent install

O Information push and group broadcast
O Remote device control and maintenance

O Software and hardware histories
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Patch Management

O List of software of intranet-accessed devices
O Windows operating system version/KB
O Antivirus software information

and virus signature versions
O The quantity of required, blocked

and copyrighted software and version inspection
O Network disconnection and page redirection
O Authority setting
O Assisted setting of automatic software

patching (with ROM)
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0 Vulnerability Alert and

Notification System

O_

O Conversion into the CPE format of software list
Automatic detection of software vulnerabilities

O One-click upload of CPE report

O CVE/CPE/device vulnerability detection

O Decentralized management/exporting/
upload of reports

O Installed software/Microsoft CVE

vulnerability inspection

O NVD vulnerability database integration
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companies with less than 200U

UPAS

solutions for SMBs are suitable for
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Professional, Dedicated and Trustworthy
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Ir_Iformation D.irector, Information fSpgciaI!st, [ Information Director. a 1
semiconductor giant enter- Central Administrative - /
prise in Talwan Organ well-known bank in Taiwan

I UPAS can realize rapid import- I Civil servants’ network devices I The government has strict audit

ing, and effectively integrate and access authority are standards, there are manage-

intranet information. When regulated, and devices are under ment mechanisms that banks

reporting situations to the Cyber many restrictions, such as: need to comply with, such as ISO

Security Officer, | could state blocked software, USB access, 27001, NIST CSF, etc.; UPAS

the intranet management etc. UPAS can can automatically solve the

policies in detail respond to our heavy responsibility of

and make the organization demands with e management, and assist in N

effectively focus on threats restricted management perfecting auditing through (4

and risks.J methods. ] over 30 types of reports. |

ZAlnm

\
KIIIIIIIIIIIIIII:
\

O™

Being trusted by customers, such as central departments, police affairs and

national defence organs, local governments, financial institutions, semiconductor
+ enterprises, technological industries, key infrastructure enterprises, education and
academic units, retail industry, companies, etc.; be professional and dedicated to
building the zero trust architecture for customers, and provide resilient cyber

security defence.

1 0 0 Transnational companies with over 10000 IPs

Awarded the evaluation by APAC CIO Outlook,

an American Silicon Valley journal
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UPAS

ZERO TRUST ARCHITECTURE




